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(ITU-T) is a United Nations sponsored agency that develops standards, called Recommendations,

relating to telecommunications and to open systems interconnection (OSI).
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gl iy il -l alaY

Number of Time required at 1 Time required at 10°
Key size (bits) alternative keys decryption/us decryption/us
32 2% 1=43x10° | 2%pus =358 2.15 milliseconds
minutes
56 2% 1=72x10" | 2% s =1142years 10.01 hours
128 2'%1=34x10% | 2% ys =54x10* | 5.4x10% years
years
168 2! 1=37x10" | 2% s =59x10%* | 5.9x 10% years
years
26 characters 26! =4x10®° | 2x10® =6.4x10" | 6.4x10°years
(permutation) us | years

g Ldall d}h&a&g&dbﬁ&ﬂcm Aay el il 2 Jgan
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Block Cipher Principles Aisll ,adil) gals 4.2.1

Feistal Block Cipher .es iwld 4n e hldl el cilu) s abes Jesd
Byl oda A 4sydy astin sl 5 ([Feistel, 1973]

g 5 ALK mpall Gaill Sl e Block 4B (uais) dalleey €U el il )lsa o
1 128 4 B4 anay lil) ALK sand ale JSG 5 2Age) lsill 2)AS 5 ) ALS

Feistal quuay A<l jdés 43, 1.4.2.1

S oy ity 5y A 5 (Product Cipher gl i) alasiu) fae o il 138 adig
lbe aladialy Gll3 iy 5L B G Ligd 10 el 3 iy 63 5 T il e S
Al 4B @bl Bieas Alae 27 G ALEL mant (N e A3gSe Gl ABS 5 K i
adlse Jias 5 Substitution Jlaiu) Sllesy ¢ e JS30 5 dae)lsall a8 lld ) d8layl
L) pall (@i ) Y dde Permutation

Jshy L) gaill clily (e B J) 2y Cuay (Feistal Cipher 4 7 0S8l muag
Lo e s W Jshu Ry s (piems I Jaal) ABS o K il plibe 5 o 2W
850 IS (B 5 55 N daey (L) dadlee Chsal bl 5 el pliaill pady W Jsha
((i-1) Aalall il )50 e Gaadlll cbig (el s Rip el Cpbeaill Jaall (S 1l
Lyl aladinl Kl Zbad) e G G 5 ok el il ~bee ) Lyl

DBAAaa
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Plaintext (2w bits)

w bits wbits Ry

Round 1

Round ¢

Rn+l

Fuiy *

Ciphertext (2w bits)
Feistal i 4u 7 Jsid)
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Caaill e F ol aladinly £y o3 5 ecblad) e 5ul) caaill Substitution Jus e
oY) Cuaill ae XOR Gaksd & (e 5 (s
b ¥ Cuaill Jiadi Bk e A Permutation adlse st dglee olls L o

sday ) (5350 <l (81 5yl (31580 Aygman dag Aldadl) ALY aas 50l o ALK aas L1
AES Ui Lipall il )ladll iany 03 5 .Cay 64 aas ldie) 5 Gl L il Ll
w128

Ay aadid s o pudil) Ay el ety Lediud) padnll cilye sal :pedall iy dae L2
.32 16 Feistal

Ly a3 miliall adgl Al Shey s pladiu) ae Al milid) g dua)la .3
.Gl

Al e (S L 5 Byshaie olgh aladinly L (F el 1 .4

Feistel 4 i ) slaliall ey ydl) sedl (e (DES Zuapla i

Data Encryption Standard (DES) 4} lsa 2.4.2.1

facasl) Cpdind 5 1977 ale sasiall sl L8 NIST seae U8 (30 DES ey lsa i
.DES Je 4l 5 Triple-DES 4w)lsa A8 23 s 1999 oo ) adladinly

anay i) e AS JA Ji ) 5 (DES 4 ylsdn dalall il 49, 20 JSE) £ 55
W1 56 sy il ~lide 5 ca 64

tdabe DB (e 05SE aplsal) O (63 ¢8 JSA e e Caaill ) lally

Gl adlee s &y Cusy :Initial Permutation (IP) ) adlsa) 60 sy .1
i B4 aans bl e AES a5 Aland

ba 5 ecblball diad 5 adlse sl Gllee el 5 (Ul Guli a2305 55 3y50 16 .2
K i) - lia aadtig

AP IV Alajall (Slae 56 5 tREVErSe [P el adlsd) jui dlaje .3
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D B4 aany e pai ALl B &

64-bit plaintext 64-bit key
/_""A—"ﬁ K"A‘—'_W
¢¢.0.000000¢ *‘0..00.0..¢

Initial permutation Permuted choice 1

Round 1 Permuted choice 2

' K, 48 56 -
Round 2 Permuted choice 2 Left circular shift

Y Y

Round 16 Permuted choice 2 <1 Left circular shift

32-bit swap

Inverse initial
permutation

v
64-bit ciphertext

DES 4aj lsd 40y 8 Jsil)

Ll i) ain il 5 56 ok s e 38 T () el 8 S e
e st i ) ALYl lends Aaal) clilal) ABS e ol Al g o 48 Jshas K
:DES‘;A’M\ 3)99 Jaalds

ol Lo s 15 9 JCL Lyt (s AL 5 5550 16 o Raai il s
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~— 32 bits — - 32Dhils —» ~— 28 bhits —» ~— 2R hits —»
[ L [ Re I Di_

Y

Left shifigs) Left shift(s)

_ﬁ‘_l_

Permutation/contraction
{Permuted choice 2)

Substitution/choice
(S-box)

A3
Y

Permutation

DES 4uaj lsd & il 5)99 Jsmalii 9 Joill
s Rig e and ) andh | Alapad) Jio o) 1aadl ¢ 9 JSAN e gyl gl e Sl
:Feistel 4ny Je Jodl 5 3aye IS Bz Al 058 5. 32 aany legia S il (o)l

Li = Ri1
Ri = Liax X F(Ri.1, Ki)

2xy L Aliaall bl QLS (e i iy 48 Joday 588 ) 5 K Aiall i) milie Ll
Permutation adlse s 5 3aliY paadd 5 Gpad ) audi

Bpadall GUld) (e cin 32z XOR 5 Jaid cililee 48 238 (F(R,K) a0l L

o) dpleal (Slae S5y 5 Ae) lead) (udy bl cld dplee o5

DES 4 lsa 858 Jilas

sl eJaine e 2%° Ll (&4 ¢y 56 Jshay ke d5msn 1y 56 Jshay gilia aladin) o
Brute-Force aiyph asmell dlslas olb Jall 5 .zlie 7.2 x 10" Jn Jolu L
Al e Gl e ehal sae 1) doa Aadlae oy Canls alatinly 4 (e ye oS
b gy 5 Jeaadl L il sl clsidl VY st (Microseconds
Aozl 5 lallaall Sl ekl Cane Al 5 DES 4a )l (353 & 1998 e b (<1
AES ; Triple-DES ki &3 Jull 5 .Parallel Processing )5l aalladll
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ild aladinl a5 DES 4aylsa 4 (a] G dii Cang :DES 4ajlsd dagh o
Mgl Y Gl s cbania Cimaa Jalis aladinl] e cajelil (Substitution e Jalye

Advanced Encryption Standard (AES) 4w s 3.4.2.1
¢ National Institute of Standards and Technology (NIST) ¢xs olé LiS3 LS
z e padiul g3 5 (Triple-DES < DES  4w))lsa Jlaguls 1999 Lle aasiall byl
Loy s ke ul€ A lsall o V) iy D5y 8 DES iy iy 5« 128 Jokay bl

et Y1 JSLa) cuid (DES duny (i Caeadiind Ll

1997 ale & NIST Al < AL ana Ji el il lsad dalall 5 Akl Qludl A
Lapldn Ab Al A a5 AES sl suas el daelia JWAY ddlue gl
22001 ale alaaidl 4 5 38 cRijndael®

31192 51128 Jishl sy i #lide 5 e 128 aaay S Jany AES A lsdl) Jaxd
ey lsa Jalse 3 Jsaall (adly 3y 14 41 12 5 10 dibide il Cygs aay 5 ¢ 256
.[1996 Simovits] AES

Key size (words/bytes/bits) 4/16/128 | 6/24/192 | 8/32/256
Plaintext block size (words/bytes/bits) 4/16/128 4/16/128 |4/16/128
Number of rounds 10 12 14

Round key size (words/bytes/bits) 4/16/128 | 4/16/128 |4/16/128
Expanded key size (words/bytes) 44/176 | 52/208 @ 60/240

AES 4a),l6a Jalss 3 Join

t el LS AES due) s Jand

sbaeel dapl (e 2l A0 Ashiae JS5 e oy 128 aasy clily A (e JRall K5 @
caals Cul e Word 4aS s jeaie S 5 cCagion da)l
LS e A8 saa ) 2o A0 ~lda @

! The two researchers who developed and submitted Rijndael for the AES are both cryptographers

from Belgium: Dr. Joan Daemen and Dr.Vincent Rijmen.
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590 US 5 .(14 112 5110 2am) i clya ) J2all Gdshas 5 ~bdd) JBo) 2 @
ng 9 A
.Byte Substitution i< J< Jlasa) .1

.Shift ROWs 4 siadll Casiial 4al))

.Mix Columns sy Lls

XOR <y Gyl e yall il o i 43l

rw N

AES i izl i 5 el 3l 10 S8 sy

Plaintext Key Plaintext

Add round key
ey ]
w40, 43] ——— Addkcy |

1
Ciphertext Ciphertext
{a) Encryption (b) Decryption

AES&M\&JM\@T 10 Jed)

27



) EuSlae Ay 2, il o e 5
:AES il ¢fjsas

V) i Ay ) il el el ) £l IS Axilas L1
.Hardware Platform iaie i e 360l AL6 5 dayye .2

cavenaill dbly .3

Public-Key Cryptography ela.“ g lidal) aladiuly 4200 5.2.1

5 ol 8 e SR8 ~lke padid AU 5 il Sl clbaylsd aal G Al s
onlite aating G 5 calall Zlaal aladiuly el Glwdyla duhs ) JEn . el ol
L alia ddyny (ali ~lide 5 aeall Cigyra ale ke ¢ ol ol el

GRS 5 e (Sall 5 aldll Fldal opdi dliy calall Flall a8 Lo of e @l adiny
.Authenticity ALaY! s Confidentiality iyl cilillic alall ~Gaally juadall il s
plall el eyl o e el RSA daa) s iiad

ol 3 piald il dgalsal slall Fldal il hlad) e pafl) elh W
tlaa 5 laliil)

ALS) Jlaia) (550 Jianall o) Jupall il & Gde ) Say S i bl a1
=l aadl e gl 5 eyl Akl Aol e KB o S i) adgll 2
el

(alad) ZUikally) JBULAY 8 piddl) walic 1.5.2.1

Majain Al bl S ALY Al sa 5 :Plaintext sl gaill L1
sl paill e dualy cllen o5& 5 :Encryption Algorithm s de)la .2
AL Ll ol 5y enliall aaly il 513 Gy @y g idalal) 5 Al i) milie .3
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Al s dlead Slgd z)aS 43l syaiall ALyl s 5 :Ciphertext jidadl (il .4

oall ity ~Uhal ki ae dray el ZUE 5 Al Al Gl Alal)

c Y ) il il

Laplsd dee oS ol JS& Jaxi 5 :Decryption Algorithm il ¢l du)y)a .5
cbaY) el 258 e g AV el Flide 5 ki) Gaill i< 2alE ¢ e

Ted
Mike Alice

Alice'’s public

Plaintext
mput

Transmitted

Clphcﬂt‘\l

T

Alice's private

Key

key

Encryption algorithm
{e.2.. RSA)

T

Bob's private

Plaintext
mput

{a) Encryption

Transmatted
ciphertext

1 ©

Decryption algorithm
(reverse ol encrypuon
algorithm)

Mike Y Bob

Bob's public

key

key

Encryption algorithm
{e.e., RSA)

{ @

Decryption algorithm
(reverse of encryption
algorithm)

{b) Authentication

Galdl) Uil b alall 7 lkall & (el alall z Ukally piii) 11 JLi
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Plaintext
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kel lkally puidal Jailad 2,5.2.1

i deadiod) Al daegglsd s mslidl ol G Jla b e oSl e e 1
il il

coslhal - el dijee v il ol aial Jeud) (g 2

il palisall (e U axdins o (S alall -~ Uad) cilie) s (any .3

ralad) Ukally pddal) ciliuls 3.5.2.1

Cigyme ale ~Uke 5 il Ayl aladinly alall ~Uddly jedall il ylsd Jexd AL IXS
oS o(pala sl ale) el aadii) #Udall sy 5 camla V) 4dp ¥ (ald 2 bie 5 aeall
teb Lo ) Al o aladinly Jaad Al Ciligdal) Caias o

Ayl Gy 138 5 Jinal pladl il plasiuly il Juuyall sy 2 i) i i il .1

Sy s (ot abymy ¥ ) palal) aabive aladinly Al adgy Jusal a1yl @l 2
Jitsall gabiivny UL 5 Lo Tea sl ALlS ALl L) padieg ald ol Gyl e a5l
5 «Authentication ALaY! s 138 5 . dupall alall ~ bl alasiuly adgill e Bial
-.Non-Repudiation K axe

oSy sl 5 (Session Key dulall ~lide Jolil Jiiall 5 duspall (pslay siliall Jolis .3
cCiphll Aalal) mla) alasiuly & o

AV ey 5 AL il aeal daulie il Gl lsd plam ol 4l 00 3 Y
clial sl clbayyld edl Gan Gy 4 Jeaal) 5 ki Gl g sl Gulail ki
Mo 3 Al Glaglal) g alall
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Algorithm Encryption/Decryption

RSA Yes
Elliptic Curve Yes
Diffie-

Hellman No
DSS No

e i Al Cilipdail) g alad) zUlally juddal) clia)lsd aal 4 Jgaa

Digital
Signature

Yes

Yes
No

Yes

Key
Exchange

Yes

Yes
Yes

No

o ol Gliay i el e e AU 5 (RSA daylsa Auby AN B 6 asiie

sl

RSA 4,55 4.5.2.1
JB (e Baap sl o2 gl 5 alall Fladdl il b Labadnu) SSY) dua Al o2 i
saaiall SWYsN A MIT 2¢2e 8 (skledl Adleman s Shamir s Rivest aa (dialy 280
Jia) eS Ul A1) 2221 alasind e L)yl oda adiad L1977 ale clld 5 48550
[Stallings W. A., 2002] clualyll b Gyginal Jgiall 1081 alsil) 5 (can 1024

Pk LS il o 0l g eiliall g e RSA dae))lsa dext

t(3as)y pal) b WS Galdll 5 alal) anglie ad g JuaV) e iyl IS o 58 tmiliall Ml e

0 5P LSl 5 S Jolay 5 Jlsdie S8 Gulel cpaxe a1

N=pXQ S g cpaaall glas Glaaal L2

B(N)=(p-1)(g-1) : L W 2() bl Slsal .3

Lt LSY) didd) adlill 5 1<e<@(n) :@iny Cum ilpie € il -lse sl 4
.gcd’(e, g(n))=1 1 »

exd ded b ol « exd mod( g(n))=1 :Giny Al s d il ol ~lde Cluial .5
0=d=n 5 claguand Zuilly LSl gt (6 1 (gl B(N) W) e

ale Aanidl) (pasd) iy omea 330 sl s o] SV i) auldl) ?
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PR={d,n} salall il ~lie 5 .PU={e,n} sa; alall il ~lide dlld o ziy .6
AN Al 4abise iyl OS Juy .7

Sk il ()5S PU Jiieaall alall = ikl 8djae 2y 5 byl (M Allay (mgidil : ,iinll o
.C = M® mod n, where 0sM<n : L L C

tok WM L) el p sl (PR Galal) aalite alatinly Jifia) oy 1 il o o
.M =C%mod n

G

Select primes: p=17 & g=11

Compute n = pxq =17 x 11=187

Compute g(n)=(p—1)*%(g-1)=16 x 10=160

Select e: gcd(e,160)=1; choose e=7

Determine d: dxe mod 160 =1, and d < 160 Value is d=23 since

23x7=161= 10x160+1
Publish public key PU={7,187}
Keep secret private key PR={23,187}

a s wDhE

~N o

88 ALl e Gl il Jie 12 JSEN s

Encryption Decryption
plaintext ciphlelrtext plaintext
\i ok |/
PU = 17,187 PR = 23,187

RSA 4 lsd o Jla 12 Jeil)
RSA L lsd al

:[Shamir, 2003] RSA iw)lsa e asmell 3y apf llia

O OSar @A 5 palall ~laal el Laal S cuypaty @l 5 Brute-Force asa alasiul .1
cmliall Jslally i~ Gie aladind ae Jlad e 5
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ol Gl cla didaiy 5 @A) 5 cMathematical Attack b))l asell .2
FRTPREGNN|

coalal) il ~ e Jshay adayy 5 i) Gl LU el Gl Gl 5 :Timing Attack .3

Glas) Jslad Cumy RSA dwj)ld ailad Jiid A5yl a5 coaddl el lidl 4
Aald Clicalse jalall pai e galall -l
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Gl g claglaall ol A Aadlad) yulaall 3.1

5 laglaall cpaly dilaia Jaal) LT 5 clalipY) 5 oulead) o 220 el 5,89 L) 4 3
A Saie 5 e il g sl e luwsall pen uleall 038 20l (l€oal

aren O e Y SO ulaall el dabiidl e splall 1ISO 27K ulae ox
Gl 5 bl bl sgaall ge spalall ubed) 5 «CODIT e I ALYl ¢ uladl)
) 138 3 dalgll @G e NIST sasial) Ll

el o3 aal Ay Jaadll 38 agiin

ISO 27000 Family 4xdgal) julaall 1.3.1

Al el ALalal) 03 (et 5 . Lebae Aapha e il ks luwgal) ges

2wy :ISMS (Information Security Management System) ISO 27001 .1
D) G clesladll Gl ) alas (Bl Cpend g Ae 5 Anabie 5 Gubii 5 ol ililiie
[ISO/IEC 27001, 2005] _halaall dallaal ciluwial) il

JSE pmgy 5 el sl 5 iail 5 agnl 5 sl tdabe auf (he dbha) @l Jads

Ayl e 13
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Plan
Interested

Interested
Parties

Establlsh Parties
@j ISMS ﬁ
: Implement and Maintain and Act
] operate the ISMS improve the ISMS

&> Monitor and |:)?
Information review the ISMS
security Manage‘-j
requirements Check ::2:“ ﬂ;non
and expectations T

-.,__
~—

ISMS Jlaally Aaldl) Jasd) 4uila) 13 Jeil)

Gl Lad ISMS alai cilihal 5 dub 5 alaal Guwls (ISMS L) Ldasill e
claglaall cpal (s 5ina Cpn 5 Hlalaall 3al
comyall alaill Gadaly e o) 2y dlsyall 038 (8 :ISMS alaid Juaiil) 5 dasill e
Gl e Al ISMS s eldf apii ba o :(ISMS dxalye 5 LEN) Giadl e
BV U )l b Wy 5 ¢l Ala e b de g gall
5 Lmanaill Gl A dlsydl sda b S 1(ISMS alai aed 5 Gpuat) okl @
BN bl 5 ALl Gilaalyall g 43 aY)
Code of Practice for 1SO 17799 l=dl ki s 45 ISO 27002 .2
8 Gl Al 5 Jee JVa aall Cangy :Information Security Management
:[ISO/IEC 27002, 2005] Ylae yic aaf to iV s2a cics «ila shaall dial
gy dbd) —
e glaal) (gl aidasi—
NEPARS T
gyid)l 3ylsdl el &
el a0l ol — z
el g aVLa sl - ~
Dlgall Jpually oSl = &
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gilesheall dalaiy) oDl — o
lasladl (el Eaalga 3yla) = 3
cdaad) Ay lpaiad 33—
JaE - g

<L) (e 22 5 Control Objective aSaill e 4lall dalud) c¥ sl (e 3588 JS paalls
.Controls agsthaall 4all Gaaas]

Information security management system implementation 1SO 27003 .3
JAS0O 27001 ISMS jldll 3usail saclie 5 cilaldy) a5 :guidance

ot :Information Security Management Measurement 1SO 27004 .4
cGaaall il slaall cpal alai Allad apiil anlie aladid 5 skl chlaldy)

slay «laldy) ,as  :Information Security Risk Management ISO 27005 .5
laglaall (Y dldiaall jlaladl)

Requirements for bodies providing audit and certification SO 27006 .6
Gleall clllie ezt 5 :0f information security management systems

clissall Cilaglaall (el dralye 5 Cilalgd ey 4153l

Control Objectives for Information and (CobiT) JQ’.J\ 2.3.1
related Technology

Cilasleal) Al HSaill Best Practices cujlail)l Juail puand Pla e b dee ) 8
IT Governance logleall 4l a5 3gza Jleall 18 i L lgie B33l 5 lgizalie
[ISACA and ITGI, 2007] sa~idl ¥4l 4 Institute

Jaall bl JeadV) Gasiatl) o Sladd) 138 e Jlaca) AT s 5 «CODIT 4.1 bl ey
tol Lo A e oy il laall Al (DA (e lisssall

Slasteall Al (e bgmpall dsssall Calaal ol cJanll ilidlaia Giéa @
Neinall e Lususgall (S Jia claslaall alail 4y glaall joliadl) aaat e
oshall legleal) alaill 8 Wjils cagllaall Zy)laY) oSl Calaal Caypes @

36



Business

Goals
requirements l T information

CobiT 4.1 Jaad) JUa) cilista o cilidlall 14 Joil)

CobiT Framework z8all Jaad) jUa) 7,5 1.2.3.1

Sl 5 clgdlaal Bianl dugall lgaling Al Glegbeal)l a0 0 ol o Jaall jUa] ading
Gob oo dl w5 lahedl Dlges pSatll 5 SLELY) 5 Jlsedl] dugall Gl el il
Adaall 5 dapmaall Clogleall leil) 3 i Al dyslhad) ladl) il Glehal) (e de gens
5 Gllkie ae @)lsill puzas A 5 CODIT Jasdl ) (i jiiay L aSaill 5 Cilasleall 3l
.CobiT4.1 Jasll jULY ) Tanadl 15 JSE) maa sy Ausssal) Joo Cilaal
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which responds

to

Business
Requirements

drive the
investments in

Enterprise
Information

IT Resources

to deliver

IT Processes

CobiT4.1 Jasdl JUsY ol fasall 15 Jill

that are
used by

Dbeall lissgal) 8 Al ilasleall dakal (3ia3 o) cangy cclissgall 8 Jexd) Calaal (3a]
sl

35l 5 cdowiall Janl sada 5 ddaiip Glagladdl < 38t 5 :Effectiveness idlxdll .
Arssgall Cuuliall B 5 drpally 5 L) daladl xie
s snail 320D Asla slaal) AadaD oagan il 3 5 JiY) Slasiu) :Efficiency se L .
Ayl 3ylgal gabaidl JUL 5 Gilaglaall jabas (e

o) mrad) Ll Ll Jsall e Glesleall Lles :Confidentiality 4l
Ay g il glaall 4Dl :Integrity Al
i) 4 o) L) dalad) die clagladll s :Availability 4a6Y)
Jals LSl dadady) oyl all il glaall dadail 5 cileglaall Jliial :Compliance Jtiwy)
Ansdl s

Gl e e bacld ) Lulidl clagladly 3)lay1 sl :Reliability ddgisal
Aglal
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Pladl 5 clogbea) dadal ciliha) 5 deadl @lllie g Gl Ll 16 IS8l magy
(Creainal) 5 Al Al 5 laglaal) 5 cliglall)
Business Requirements

IT Processes

e

CobiT w28a 16 Jsid)
Subee 32 CODIT 4.1 oo a8 Glaglaall (el 338l dilxiall Jeadl bl iy lad
il Ll Wyl Al 5 (SO 27000 Series gl
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aa\a) 9 smlaall g.'d:aﬂ gxally dualdl) &)y guiall 4.1

bl 2eadl e 3alall Special Publication SP800 Series iwalall &)gliall e
<l 4 National Institute of Standards and Technology alll 5 julxall
Mgl ali) 5 ules 5 el a5 Cilaglaall (el alad) 3G aal (e 3aatall
Special Publication SP800-53A 1.4.1

5 Ay Glosleall bl Clasheall el CleSate g Jal Glgiey A855) o34 Canida
Gl 5 clelaY) Eloglaall ol cilalatiay lia aaly 5 [NIST 800-53, 2010] "cilowwsall
clssgal) lait Al Glaglaal) (paly sSam Al Jeal)

bl 5ly) ) A Oluwsall 8 Glogleal) el leSaia api dglee Jagast Cargy puiag 3
b Ly Auansall 850 293 53

Aspal) 8 Aeaiiosall Cilaglaal) Aadail 8 leSatiall oda Allad 520 .1

il plaladl 3y aUsisaga e cilypise .2

Gleadll 5 Awpall Cilaal Ul 3 Aglesheall AalalY) 3 Canall 5568l Ll o Cilaglea .3
gt )

Oball Al gyl saelus 4

SP800-53A & (axill) Jaad) &) 1.1.4.1
L) LA ) At (e

claglaal) (a5 juzaadl el 5 dusgall (Cilaly) cillalis L1
laglaall ol apdi Ak sk L2

c el il juiaad g @AAN 5 Jdadll 5 apil) dilesy alal L3

LSl Ll 852l milaill 5 lehaYl sl A8 e bl )8 .4

AhaY) Slslad ks Al S S o
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rcilaglaall el claSatia ol juaall)

5 A Alee (oSl Cilungal) Daliy 5 die gl (B Claslaall (el aui dlec iad

oo Clsmsall 5 Ansuiall Byla) Jie AR <13 ChRY) aan (o JalSI) (yglail) ks g Bine

el ile glaadl dalady 3yehaal) 5 dlidiall denylall Cileall 5 erdivall 5 ila sleall Lokl

ki dgas a5 Auangal) (8 Claglaall Gl dgpese ) ALYl —Citay O Al

A0l Lala) i) cilalis Cpana® G Cany gyl dusassall

alic peal daggie 0585 b 5 anfll Lauliadl 3l Glubud) aladiu) e SE) e
AL 1 Ayl

.Scope il 5 il e L) 5 Objectives cala¥) Caypas (0 XEl @

AP ylsall cpualil Gl 5 apill eha) J Gl 5 apEll eyl Tuall Jssae oDle) o
caall ey

i) Blaal i3]l Jlaall Caypn @

ol e)aY 5K Jeo Gupf palic Hlidl e
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CP-2.1

ASSESSMENT OBJECTIVE:
Determine if:
(i) the organization develops a contingency plan for the information system that:
- identifies essential missions and business functions and associated contingency
requirements, (S)
- provides recovery objectives, restoration priorities, and metrics; (S)
- addresses contingency roles, responsibilities, assigned individuals with contact
information; (O)
- addresses maintaining essential missions and business functions despite an
information system disruption, compromise, or failure, (S)
- addresses eventual, full information system restoration without deterioration of
the security measures originally planned and implemented; (S) and

- is reviewed and approved by designated officials within the organization, (O)

(ii) the organization defines key contingency personnel (identified by name and/or by
role) and organizational elements designated to receive copies of the contingency
plan; (0) and

(iii) the organization distributes copies of the contingency plan to organization-defined
key contingency personnel and organizational elements. (O)

Comments and Recommendations:

CP-2.1 (1) 1s marked as other than satisfied because the contingency plan prepared by the
organization did not assign individuals to contingency roles and provide contact information.
There was also no evidence that the contingency plan had been reviewed and approved by
designated organizational officials.

CP-2.1 (ii1) is marked as other rhan satisfied because the organization had not distributed
copies of the contingency plan to key contingency personnel and organizational elements
critical to executing the plan.
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Utilizing information Research

Exploiting trust Rapport and trust
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sel a5 daall ) Gluall aaleall iy of o
.Denial of Service dasll e il 5 555N Lgad gofinsnpall Ciladie deales 51 @

gl ) leglaally ilusssal) o palail) Sl e

1Y) gl adliall Cilaglaal) o320 2 @

Suand gl eMae il eeadll 5 @llata) sieal s Jsall Ji e lasleall s2a Dlaiul @
e s lgle Gliaa ) dapmal) Gilagleall (e Basiioe (udSY) g clailil Gy 5 b
RER

Insiders Threats Jalal kil 6.5.1
sha gyl Bab 8 syplad Clagbes oty 4l alay ¥ Al ol A8l dgad) 4 luagl
Sl dale o Jalall e aaleall led (s A A S5 o 0 Y 5 2l Jexy A dusgally
doldl slall oL [Christopher, 2011] clibaay) €3 8 5 dwsad) Geoa (@ila
Glasssall 2algll G Ve sle 53 ) sale G Jasai 38 3aaiiall ¥l 8 culd)iad
e Jsad Lot lEEAY) o3 e %90 L clibaay) @ikd 5 ddawgidl 5 gy
Opexdiuall (o haadl b 5 dswgall 8 ) Greaiiuall o 8)lia by alasiul o ey
Matll ) sradingy I Cppeadiiaal) Y sl AN £ 151 (V) Apall Jiny Galalal)

N Canal) Tl by 5 gl 5 Al ) agles oS

il 7.5.1
Aadgll Hoed y Aeshie 4 8 5l 5 Caeall Al a5 QL)) Jss aleall paen Hsaam
lagladl) o3a alaivd 5 Glasleall e Janll a5 LI 5 Lllad @)l ST e Lelaia¥)
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Oal Zilad ol g L) Jlaa A 5y sdial) Gyl 540 6.1
Gila glaall

oy Cany Gyl Bac Ay i (Sl 5 lasbeall Y da z3ga araall Sl )
5 Agallad) el Glany A6l culiall 8 Loyl 8 5 Cilasleall ol z3las Hlas) 5 ani Jlae b
eyl Al Gl 3hsl ang ysi la 5 Jladl 13a 8 Al pre dnalle Gladiie (e Cle sudadll

Mg gl 5 lasbeall (Y (U Gulil) (§yla) ALY & suia sall 13g]

Galll clagheall oal anli 9 Lody AEY Jed) Jds 1.6.1
Karen Scarfone

i 2008 alal 8 saamiall WYY 3 Gl 5 jpbeall el el diley d8)0 o2a s
.SP800-115 i)l

dealye 5 20 5 aaall ddee Gluag desenar [Scarfone, 2008] 43,4 saa (adls
Ll alay) Jie dune (e aadind cililee 5 Clebay sl 5 OLEAYL ddlaie 48 Cilaslae
cJend) ki 5 A Glubidl pe Gl o Bl il 5f dalail) 8 Caniall

Review Techniques 4sa)all wliisi 1.1.6.1
Al sl &cﬁ‘ﬁ‘ Jilat paua

5 Assuiall o) Bl Al GG 8 ablel) 5 lgd ol Llai paad] (@0 dxale @
Mg alal) Ayl eyl 5 Lo 5 daniiiua) Aadady) i

Jie — Leadivedl el Gl cilile o e 35adl) :Log Review Gl cilil Zaalye @
Ay pall Glegleall et —Event Viewer for Windows Operating Systems
Aaa¥oda o Hhlaal 5 Jeall syl

Gl o 3al e dhild) z3lill dcseas & 5 :RUlESEt Review s izl o
@l Alaall Jlaa cilalac] aat Gy a5 LS Caalgll b ae lgiilie 5 dadal)

.Intrusion Detection System IDS 3)3a¥) i< Uasi 5 Firewall
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5 Linux s Windows Jis deaiidl Jueiall dadail Lo aaly 5 tdadal) clalac) daalye @
GAAY aadiud Canm Ll et Al 5 deadiiall je clendll Gadg 5 Llaype 5 Unix

2l

At e sasasall Bjead) paail aaais ) 5 :Network Sniffing asuil) bty L) o
Badall e pudl LS aaat 5 Alelad) Juedil) dadail 5 deadioal) cNSig sl

[

Alid) clildl s i AN 5 :File Integrity Checking <ulild)l Aadlu (e (38ail)

Technique
Documentation Review

sl LB Gl e A2 o

Capabilities
Evaluates policies and procedures for technical accuracy and completeness

Log Review

Provides historical information on system use, configuration, and modification
Could reveal potential problems and policy deviations

Ruleset Review

Reveals holes in ruleset-based security controls

System Configuration
Review

Evaluates the strength of system configuration
Validates that systems are configured in accordance with hardening policy

Network Sniffing

Monitors network traffic on the local segment to capture information such as active
systems, operating systems, communication protocols, services, and applications

Verifies encryption of communications

File Integrity Checking

Identifies changes to important files; can also identify certain forms of unwanted
files, such as well-known attacker tools

A claaball gasle 5 Jgas

Julasl) g agaasl) @liss 2.1.6.1

Ll pasn 5 AN e daadiiadl cleaddl 5 Ports clilsdl maas 5 AS0al Galisiu) e

(I Ladle 6 Jsaal) gy 5 A8 b Caniall

Technique Capabilities

Network Discovery

Discovers active devices
Identifies communication paths and facilitates determination of network
architectures

Network Port and
Service Identification

Discovers active devices
Discovers open ports and associated services/ applications

Technique

Vulnerability Scanning

Capabilities
Identifies hosts and open ports

Identifies known vulnerabilities (note: has high false positive rates)
Often provides advice on mitigating discovered vulnerabilities

Wireless Scanning

Identifies unauthorized wireless devices within range of the scanners
Discovers wireless signals outside of an organization’s perimeter
Detects potential backdoors and other security violations

Ciypdl) g Jalatl) @lydfi 6 Jgan
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el Jaldd caldas) eliss 3.1.6.1
Penetration Ghyay) ahlid) eha) 5 cpeadinadl jull GldS Galis) Aglaa ot
T Jsallh mas s LS Aelaay) dwgd) 5 Testing

Technique Capabilities

Password Cracking ¢ |dentifies weak passwords and password policies

e Tests security using the same methodologies and tools that attackers employ
Penetration Testing o Verifies vulnerabilities

o Demonstrates how vulnerabilities can be exploited iteratively to gain greater access
Social Engineering e Allows testing of both procedures and the human element (user awareness)

Cinal) ol GiLAs) s 7 Jgaa

Lty o A€ 2aa ol g L laglaad) ol ileSatia apil dglee Lali sty 3y6l) 038 aalud
. oslaall

Aglaglaall Aalai¥) B aY) ciligSe andil LS Jas Ui} 2.6.1
ds] gall

e A oalelall Andres Bond & Nils Pahlson oialll 2004 ol 8 43,40 s3a <oyl
[Bond, 2004] wsull A (S il daalay Aslal)

5 -Aeysall Aileslaall Aalall b Kl laglaall ol (s5ine apiil Adpyka alag )l o324 Caagd
saalal) ARGy e Y] ey SN Jgalll

33 oy ML 5 o e 23 o Gy Bad TS G Gl oS s e
coms ol alail) ailias

55l s 3ant) 83smpal Jaadl Sl (aaks € oSl ulill 8 il Sanll Sl sl oSas Ja @
Mg Canall

uailad 5 alaill Gl elld 5L Scleglaa) oY Jlad Guliia sk (Say Ja @

Alhe 5 oelill Guki 5 A8l Saa M 5 Spyiall Gl daa e @3 Sy AS e
bl

61



Al &lad 1.2.6.1

Richard i ) ¢ad) 4y Bond lele adel Al 5 sysinal Glad) aal o
.[Andersson, 2003] Andresson

oal aniil LS ([Board, 1999] Common Criteria CC e Andresson ic!
Confidentiality, Integrity and —Zi s lgijlie 5 doloshall Ladal) @bk
tomg el Clagleall sl e 23ne gda (el luiaY Al padin) 8 5 . Availability CIA

o, T8V, +. T OV,

n
5 e paic N a5 eyl Sl alial 408yl el Security Value SV (i cua
rlad ai Lghliaia) ae Call badie) 3l b€l Wi L[0,1] Jlaall iy SV S o

SV =

.Security Audit FAU 1Y) Zaalydll o

.Communication FCO <yLay! e

.Cryptographic Support FCS il ey o

.User Data Protection FDP aaaiiddl Glils s @
Identification and Authentication FIA ALYl 5 cayxill o
.Security Management FMT o&13)) o

.Privacy FPR duasaill e

-.Resource Utilization FRU 3)lsal aladsisl e

.Trusted Path/Channel FTP digisll cigisll o

Windows 2000 server SP3 Jadil alai Je dlaleal) 3uki 2.2.6.1
5.8 dsaall 4 b LS (Security Audit FAU 286 dxaluall dlas 8 Gaadail) il calg
Ayl Y] draball Jlae jualie Juad (o3)
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Descri pt1 ve Name

Security audit

PiP2T

CI

Audit data

FAU_GEN.1 generation Pi1P2T | CIA | 0,80 0,80 0,80 0,80
User identity

FAU_GEN.?2 association PiP,T | CIA | 0,90 0,90 0,90 0,90

potential

FAU_STG.1

Protected audit
trail storage

P1P2T

0,60

FAU_SAA.1 violation analysis | Pz CIA | 0,00 0,00 0,00 0,00
Profile based

FAU_SAA.2 anomaly detection - CIA | NULL NULL NULL NULL

FAU_SAA. 3° Attack heuristics - CIA NULL NULL NULL NULL

FAU_SAR.1 Audit review P.P>T | CIA | 0,70 0,70 0,70 0,70
Restricted audit

FAU_SAR.2 review PiP2T | C 0,90 0,90 - -
selectable audit

FAU_SAR.3 review PiP2T | CIA | 0,70 0,70 0,70 0,70

0,60

0,60

FAU_STG(2)

Guarantees of
audit trail
storage

P1

0,00

0,00

FAU_STG.3*

Prevention of
audit data loss

P1P2T

A

0,60

0,60

Security Audit 4sa¥) daalall Jlas & Andresson Aslea gk 8 Jaa

rehlaiay) Jid Cua

4l C: Confidentiality

A0 1z Integrity

ALY A: Authenticity

Ll Jall Ladle (26 JSall) laladall eazasy LS



B SV total

1,00 @l Confidentiality
0,90 O Integrity
0,80 O Availability
0,70
0,60 I
0,50
0,40 B
0,30 - i .
0,20 - B
0,10 - B
0,00 - r r T T T T T T T
FAU FCS FDP FIA FMT FPT FRU FTA FTP  Total
L) daalial) Jlaw 2 Andersson Aalea (gubi pail 26 Jil)
Windows 2000 Jsall alail e laall 48 e Guball 25805 9 Jaall (adls 4
ID Descriptive Name sV C i A
FAU | Security audit 0,34 0,32 0,33 0,30
FCO | Communication NULL - NULL -
FCS | Cryptographic Support 0,48 0,57 0,57 0,00
FDP | User Data Protection 0,37 0,37 0,25 0,35
FIA | Identification and Authentication 0,83 0,85 0,86 0,86
FMT | Security Management 0,64 0,64 0,64 0,64
FPR Privacy NULL NULL NULL NULL
FPT | Protection of TOE Security Functions 0,23 0,45 0,12 0,34
FRU | Resource utilisation 0,90 - NULL 0,90
FTA | TOE Access 0,17 0,25 0,10 0,25
FTP | Trusted Path/Channels 0,90 0,90 0,90 0,90

Windows 2000 Jaudal) alail el BlS Jo gadail) il 9 Jgan
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Andresson sl b 558l L 3.2.6.1
Lalall clulall s 3aa 41 a5 «Common Criteria CC alaicly Aaladll 358 i
el Al

Andresson sl b cisl) bidi 4.2.6.1

Ladaily Aol 250d) lie) gy 33l Q) GUail Gl e 5 dagidl Abled) o Bond s
feants Aalaall ol o Al Adal) . Jaeednl) Aadail el oyl JSE i AN g cJeil)
e s ol ol oSl L (S g Aine paibiad (b Lpmny ae il Alad] 530 45)liay
S il dag oo Lo 5 € gl aldaill 3a Ja 588 i W S0 50 AT ol (e Juzdl s

Bond J# o zsiiall Jaad) ) 5.2.6.1

DY) 138 adly Lo il e pailad] L) gl sl Jee W) Bond gl
27 Ja

Py Environment
iona
Calogory information Profile

RP. — | AND f—0t OR CIOE —» MULT Het ico
° e o
Evaluated
PRP |» TOE
Profile
™ ™
o muLT I TOE

— / 224
2 OR Profile

TP

Additional Precisely assessed
information scaling factors

Bond Jes ) 27 Jeddf
Al 13l adY) Gailaddl 5 (Target of Evaluation (TOE) duall ad &5l e daa
adll 5 <Environmental Profile (EP) ddanall 440l Al 5 «TOE Profile (TP)
TOE s 43S 4)lie hyal 2y cilogledd) Jiy) 2y 5 <Reference Profile (RP) sl
.Evaluated TOE Profile slew 5 Jlill z 41l Y Reference Profile &~ Profile
Qi (ye aslie Lald IS Al (560 LS L[0,1] ) (e sS5 o Gulll A2l 2l oKy
el

Product
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Bond J@ ¢ zhal) Jaad) jUY el gkl 6.2.6.1

Heimdal Security slaw ziadl Jasll ) Gubil jald malin polaiy Galll W6
plas o agulat vie salill Zanadyll dgalsll 28 JRil mas 5 .Evaluator 3000 .NET
.Windows 2000 Jual)

&¢ Hcimdal Componcent Sccourity Evaluator NET

Windows 2000 Ae Bond Jas ) gk 28 Jsid)
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Evaluation Report - Evaluated TOE Profile

Complex attack heuristics
Security audit review

Audit review

Restrictad audit review

Selectable audit review
Security audit event sEection

Selective audit
Security audit event storage
Protectad sudit trail storage
Guarantees of audit trail torige
Action in case of possible sudit data bo...
Prevention of audit data less

FCO_NRR.1* Inforcad proof of recsipt

Cryptosraphic key managsment 000 0.00 OO0 0.00 0.00
Cryptographic key gensration 0.00 000 000 000 0.00
Cryptographic key distributicn 0.00 0.00 000 0.00 0.0
Cryptographic key access - - - - 0.00

Windows 2000 e Bond gubiy (gsbi ¢ gl anllll 58 29 J<il)
QL) ) 43,9 (e bl il6a 7.2.6.1
Uan e s e loglaall el gstse ol Al 5 saan A1 AL ) A5 cuedd
Distributed  dejsall Juaiall dadail o oyl @€l 5 L leald calsll 4l [ailadl)
Jaii ol LS cale JS5 dnlaglad) 4alal) 5 ciliwsall Jodi o 5 «Operating Systems
Moy 5 Ul sl AVl 5eal) 5 bl aeld 5 i<l
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laglaal) cpal (uld 7.1

«John Murdoch &alll 2005 .= & Security Measurement &l »3a <yl
.[Murdoch, 2005] 4xlayyall &5 daalasy 43)laY) cluhall ad 8 Jalal)

Al Llal) e~ ) 23 aill adic]

b a5 agillsnae 5 anlsd 8 Lo s cgusnall Jlaad) agiaaiy cpdll Galas) aa (g 21
ale JS Luusall Information Needs laglaadl cililaia apaatl o laa < dsupal)
Jyeal o Ailaslae ey Jio —2ia¥) aailad Gl 2l = Gugysall oSl o L .2
Ay o dsall cleas ff Assets

oo i 5 Auswgall Glllie G eaS 5& @A 5 Lsthall ) 6l e L3
Al il glaall

casllad) bl aasg s3I 5 ¢ oyski e Measurable Entity Model 1l .4

Aagiall Jeall 401 (30 JRal) dadaddl) riasy
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What is needed to be

known?
Information Needs Measurable Concept [::) Measurement Construct
Model
Sukenoers, (Information Needs)  (information Needs
Goals, | | Informaton Product
Action scopes
What property is to be .
e = Interpretation
What are the generic
concepts involved? Measurable security Indicator
concepts )
Conceptual Model ARSI o
of Security
» Derived Measure | | | | | |
What are the measurable entities
in security practice?
Measurement Function
Representative
Security Practices
Measurable entities in
Measurable security processes BaseMeasure [ | [ | [ ]
Entities Model
J Measurement Method CO CHYECD
Entity Entity
Measurement [ DJ[ Attribute | 1 | | 2 | [ 3 |
Target System \

What types of systems are

to be measured?

Measurable entities in
security products

Murdoch sy cilagleal) el (il Jaad) daai)iad 30 Jid)

bl ALEY eliggal) 1.7.1

10 Jsaad) 8 oy Sy ulll AL Clasleall (ol apalia o) Casll 3855 yiic)
ALYl el 3 Alelel) AN 5 Akl o) Shalad) A o aslia) oda gy
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Phase

Measurable Entity

Attributes

Notes

Context:
Capabality

Start Up

Product
Development:

manufacture

Reference Process Model
and Practices

Security Policy/ Plan

Strengths and
Weaknesses

Practice Characterizations
Goal Ratings

PA ratings

Capability Profiles

1CMM/ CMMI measures relating to the
institutionalization of processes.

Secunty Process
Definition
Tasks

Schedule
Resources

Work Products

Planning and deployment of securty
process assets on a particular project.

Roles. responsibilities

Including independent securnity checks

Staff Competencies
Skills and Experience
Matrix

Reporting Arrangements

Contractual Agreements

Dispute Resolution
Provision

Security Requirements /
Objectives Log or
database

Requirement Count

Requirement Scope

Requirement Source
Status

Summary record of security requirements,
including customer sourced. denived
(developed by the secunty process) and
requirements placed on suppliers

Security Asset Log

Product Components
Product Functions
Product Modes
Mission Phases
Process Resources

Threat Tracking System

Threat Agent Count
Threat Agent Status
Threat Attack Tree
Threat Risk

Vulnerability Tracking
System

Vulnerability Count
Vulnerability Status
Vulnerability Scope

Security Action/
Mitigation Log

Action Count
Action Status

Summary record of all actions generated by

the security process. including mitigations.
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Post Verification Test Log Verification Count Summary records of the tests and other data
Manufacture: Venification Status that demonstrate security requirements have
assembly, Action Status been met.
integration Action Scope
and test Acceptance Test Log Validation Count Summary record of the validation tests and
Validation Status other data that are agreed as acceptance
Action Status criteria across customer/supplier interfaces.
Action Scope
Operations Event Tracking System |Count Threat and vulnerability tracking systems
Type/ seventy remain to support operations
Action Status
Scope
Damage Tracking System |Count
Type/ sevenity
Action Status
Scope
Security Policy Check list Count
Compliance Type
Action Status
Security Security Assurance Case |% completion against Replaced or augmented with Common
Assurance planned argument Critenia approach, if applied.
structure

Measuable Entity 10 Jg
da yilal) Guldl 44 2,7.1
tsbile o ading Cilagleall Y (bl als skl Jae oo 4ysie) Lo sl 385 o 8)

Asssal) 8 Oglalal) 5 Aall 5 palad) L 5 clesbea) Cpal cilllaio 3y
okl AL GBS 5 aaliall aaan e

bl st e

sl el (el cVlae Caypxi @

Sy ald z sl sk g echloglaall cpal e padal Cilyise 2aan
ool Lals 5 jhliall dulie luld A5 e

Gagidl aluall sl e

Uablell) g ARl Giad) 48y g e BlELaal) Xilgdl) 3.7.1

Oal Yl Gyt clulll ekl dagiall V) e AR &g e sl 21
~ipeS- Alee luld aad Al 4y ags A Gl pady Led WL aldl) bl 5 il glaal)
el Jaadl Ol (e e3al ol JalST s ik
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J¥) Juadl) Ladi 8.1
il 3yilie ADLe <l paualsal Ayxapall cluhall Js¥) Jucail) (3,

ae 5 ALY 5 Al Cleglaad) el Claslad Cappat S i (AN 5 Glaslaall ol @
.OSI/ISO zasall & (e dgy ) Uk LS L Aalyl 5 Al 5 )

ol =3l age g calall a0 B Cupall Juad alaial & Cus o adall) dpeadll dle @
3DES (DES il clulsa o IS dae 4l 758 & WS ppllisd) e 5 3blid)
.RSA (AES

. CobiT 4.1 (SO27K series iala; 5 «nluill 5 Glagleal) (gl 3 Lallall jpledl) o

National Institute of Standards Gl 5 juleall bl deaall Laldll cypiid) o
5 «SP800-53 dafisll Al et 5 455y sasiall ¥ & cand Technology
il ST 5 lasbeall (oY oS ulll 2168 alyaiad 25 LS .SP800-55 4l

5 Lelaa) dungll Ll Ll clae) & :Social Engineering ielasy) duxigdl o
ABlaa 5 snsal) 138 paal Gl 5 lgla )90 750

Avigl) Ldiad 5 Aashie 4 85l 5 canall Ahdi 5 Gl s leadd) pen jeaai e
Gilaglaall o3a aladin) 5 laglad) e Jgenall 25 LI 5 Lllad @kl ST e Leliial)
oY lealatind 5 il 5 )yl il 5 agDUainl 5 D) 5 Glawsall o o sagll
oe laia!) duaigd) e Ll de bl de gl 5 cayaill e 88 LAy e (o)A

Lol st 5 lasleall (o (oS Gull) Jlava 8 8)piall Canl) 36l @
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dadia 1.2
) ple dS danl) 138 Cargy

onbedll wiilae (e @i 5 aldat 5 Ml Glagleall GaY dia zlsi araad L1
gallal)

Al ) Ggiuall gl g anil AR Calgll e ha¥) 5l 23 gall ety L2

A Glansall Glaglead)l ol 3 5i5all Jalsadl 23S0 &l (ulall sa0a Alalee sk .3
e fanpall el (ggise uaad Gaag @l 5 . Lee il

Ayl Asleal) ki 5 Gabil) )Y Cadite osula malin sk 4

CalaaY aillas 5 anlled (o (383N Cliwiall gaa) e — skl maliyll — Asleall Gudas .5
aal)

bl gl 5 Sl Jas .6

Aperaaill 5 LT alll (e 4ty s 4lSa 5 2 el 23 sall Juadll 38 ety

CRal) 7 igail) 2.2

byl aal 5 Gleshedl ol Jlae 8 Galladl jplead) (fprapall cluhall) J¥) Juadll 4 Ledd

claslaall ol Jlae 8 Aalaiall 3y guiiall i)

Jeadl )l 5 CObIT4.1 Jaadl Js) 5 ISO 27000 Series uledll dieas 4l 2
sl (e (V) i€y LNIST e gpalall
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Lakatal) 48,0

a.u\.é}” u,\h-“

Jaay! 5 il
Data & Assets

-

Colal 7 igalll 31 Jod)

oo Aaiisal Security Controls 4y cleSaiall 5 <l al) ayysis ey s z3sad 21
@ Sl Al JS S Capmy Alall @l gabiall 5 il Gl e s Dpadlall pladll
e () ALY - sllaall eV (el Bdatl meaaly JSG Lyt 5 Agaliiall daglall
S el laie el 5 gAY Gladall A8lS Lt ) dgyid) Aalll Aalk did
e LaaY) dunigdl 580 e aal)

& Al gy s Data & Assets sl 5 libully &5l z3gall Jasy 0y52 .2
a5 Akl Cledd 4 5 5 se Ay e Jeall el 5l Bleal) (s
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Dbl (e Jlae 0S8 4] cleSaniall 5 Llie 5 Claglaal) ol <V lae 28 ppai .3
IS0 27001,1SO 27002
il 5 Confidentiality 4yl 5 Authenticity alaY¥) & cilosbeall ol cililliia .4
Jaye s . Integrity
by 5 @Sl 5 laglea) Cpal Jlae 8 3dsall uleall Gaias 5
ISO/IEC 27001 (a
ISO/IEC 27002 (b
ISO/IEC 13335-1:2004 (c

ISO/IEC TR 13335-3:2004 (d
ISO/IEC 15408-1:1999 (e

Gubkil e Glgha< «(NIST SP800-53 rev1:2008 Jasdl ) olael (f
a5 350S]) Cluswiall A il
e Caagll a5 Gadaill e LS 5 i) 3 al) llad panmy 31
Aedsal 5 Ll Alaa ) ALYl cdna) dalil) (g 8yfine Jac A 8 Glawiall Calaal .6
LBkl palie (w paie JS Measure slé 4l 7
S bl mes Al Gl palie WS et sans Ablee el 40K .8
s gyl Dssal) 8 laslaall (gl (g5l

s i) cilasatial) g 4dligga g 7z all g dgadl) ciligh 3.2

ledpa (Sar Al 5 ilaSatial) (e Ao gana Jlae IS (ging 5 duiel il sac Ak JS (el
b WS

S s el Ul @l s e gana el lsie a5 :Security Domain Jlaall
LA dall Jlaall (e Baase Ale (38a0

Qlall Clgal Cpaati 5 aaly —Jlae Olsie caad & 5 :Security Controls cilasaial)
MAaye s claball 5 clelay) 5 alubd)l Jie . bl e

Laaigl) dadla o i) o clagleal) Gaf o AVl mllaal) 138 addiadio :cilagleall
A Laiay)
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tob LS g5 o S Ll Laag cclaaiall 281S Ao ey

Human Layer 4,&a dadall 1
e LaaY) duaig aid 4l cluludl @
.Divide and Conquer as&ll algall ay)55 @
(A8 Ao b)) capall 5 de gl ol @
g JhaiY) il 5 cplalall e 4G50
oalial) aoal) e
LhladY) e
Physical Layer 4l dadal) .2
LSl 5 Ay gulall Cleailly Laldll sygdanall (SLAU 5 ale (<G Luupall V) Js30 @
laglaall el Cljaead
Aens (Sl 8 A0V 5 A sulal) Cljeaill el @
Agmadal) ElU e s zsanall e Jsaal) (e Rl il 5 AN udli e
oyl e Jsaall Ajglaa (5l Ld)ya
S ALY e 5 Ll 5 skl g phall A8 Ceailly Al dl ouli @
Aghlaa¥) &) clalse 5 UPS el Ll ¢ Uaiil ane 33gal alasi)
Network Layer dsuél dadall .3
5 Jlay) Lglad 5 el aded clalacy) led Ly —lgiledl 5 culKedl) — dgianl) dad) e
LAgdalal) el
CaiSfaie Bieal 5 (Firewalls Lleal) las Jie lghlae] 5 LSl L)) Cfjgaill o
.Intrusion Detection/Prevention Systems (3}5aY!
Aal) bl jeis o Jexd s Ml Lald 5ads sjeal aladinl of Sl el e
ASull ds)lall
Logical Layer ddhial i3kl .4
zsll aSaill ol Jie L As SN il shaiall Al alally aldll dud) clulud) e
Access Control —laye o clly ald o zap o cuula — 3l
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| Domain

1 || Social Engineering Countermeasures and Policies

2 || Awareness and Training Programs

3 Monitoring of Employees and Telecommunications and Unplanned
Inspection

Intelligent Inspection

ISMS (information Security Management System)

Risk Assessment

Security Policy

Organization of Information Security

ojooj~NjojOoal >

Network Security Administration

10 || Asset Security Management

11 || Human resources security

12 || Physical security

13 || Operations Management

14 || Access Control

15 || Information system acquisition, development and maintenance

16 || Information security incident management

17 || Business Continuity Management

18 || Compliance
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1. We will consider f; =1 foralli.fp; Could be for future
development.

2. n =18, the number of domains.

3. m =78 «;, where o; are collected from the survey. Which reflects
the importance of each domain. Table 14 shows the average
values of «; and calculation of m.

I Domain o

1 Social Engineering Countermeasures and Policies 5
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2 Awareness and Training Programs 5
3 Monitoring of Emplpyees and Telecommunications and 4
Unplanned Inspection
4 Intelligent Inspection 4
5 ISMS (information Security Management System) 2
6 Risk Assessment 1
7 Security Policy 2
8 Organization of Information Security 2
9 Network Security Administration 5
10 || Asset Management 2
11 || Human resources security 5
12 || Physical and Environmental security 4
13 || Operations Management 2
14 || Access Control 4
15 Infqrmation system acquisition, development and 3
maintenance
16 || Information security incident management 3
17 || Business Continuity Management 2
18 || Compliance 3
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Domain B
feedback (%)

ISMS (information Security Management 85
System)

Risk Assessment 90
Security Policy 83
Organization of Information Security 88
Network Security Administration 92
Asset Management 82
Human resources security 91
Physical and Environmental security 95
Communication and Operations Management 80
Access Control 87
Information system acquisition, development 83
and maintenance

Information security incident management 88
Business Continuity Management 89
Compliance 90

Average Acceptance 87%
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Introduction

Implementation of ISO Standards is
demanded many requirements; in addition to
a high level of auditing and checking. A new
Information  Security Model has been
developed to asses information security. This
Questionnaire built upon that model.

This report includes a wide range of
guestions that aim to determine gaps
between 1SO 27K and the organization
reality, to follow systemic assessment, and to
define logical objectives that well define the
project scope and framework to develop a

practical, systemic and scientific
transformation plan.
Objectives
They could be summarized by;
1. Defining gaps;
2. Prioritizing;
3. Scoping and preparing action plan;
4. Acting in logical and real
framework-basis.
Very Important
1. Top management should take this

guestionnaire seriously and empathize
employees to answer it in a time
constrain;

2. Allinternal parties, who are involved in IT,
should participate;

3. These questions relay on ISO 27K main
parts which will be under depth auditing;

4. Every single question will be targeted for
farther investigation by the authorities via
gathering, studying and matching random
samples.

5. Please give this questionnaire the needed
time and effort, be accurate as far as
possible, and comment whenever it
helps.

-
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Al Lalailly ) 1 Caloaf (adli
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Information Security

Findings

parddy
Arenreg

Questionnaire: Implementation of

cila ghaall pal (gaadati 18 St

Questions

Information security management . ol 2 ne
system (ISMS) 6 Controls laginall a5, s
Is there any evidence 2858 A sala JVa 2 g Ja
that management e siud A Gia 3 laYl o
[] [] [ ] | genuinely understands Sallaill 138 ac i
and supports the
ISMS?
Is there any exclusion | saaiiwe jgal 0l an o Ja
from ISMS scope? S - Y U NS
0o Scie el
If yes; are there justified | J- caai i aY) Jla 4
reasons for excluding o) g dilaie Ol @l s
[] [] [] any elements? Cla dlaini
Does organization's ol 3l clabae cudsii Ja
ISM Policy adequately | clial sall s il sladll
reflect the Al yia) s doen sall dalall
u u u organizati_on's gene_ral ¢ Ll 5 la) b
characteristics and its i
strategic risk
management
approach?
Does ISM incorporate | ol 5 la) clulaw (3885 Ja
the organization's Gl bl 488 L sleall
business requirements | i sally dalall Jlacy)
[] [] [] plus any Iegal_or _ S el 3 A ) Al
reg_ulatory o_bllgatlon§ el Aileie 1 g8 Cilay i
for information security? fcile sl

139




parddy
Arenreq

Findings

Questions

Has it been formally
approved by

318 Jl ge (peali Ja
Gl halie il e i3

management and set Al adl coai el gledll
N ] ] meaningful criteria for e i
2L : oY1 i (e leile
evaluating information
security risks?
Risk Assessment (14 Controls) Shlia) andig
Is there any systemic datic doagia (3 )k cllia Ja
risk assessment ¢ hladl vl
O O | O | method(s)?
Are the results of risk AL il s AL Joa
assessments Sy sale) 5 45 jlaall
[] [] [] comparable and
reproducible?
Is the risk assessment | a4 g jh Cunai iy Ja
method updated as a $ s Lo e el Hlalal)
[] [] ] result?
Is the definition of Aa al) Jual gad) agaas a3 Ja
criteria sensible and I e slaal) ol laladl
[] [] | [ | practicable in relation to ¢ pulaill Jd 5 380
information security
risks?
Are all relevant in- aen o) (e ai Ja
scope information 33 g gall Al slaall J g
L) | OO | O | assets included? O 50 5y e e
il slaal)
Are responsible owners | <l LYl o _paia 5 Ja
identified for all the O—e (S A5l
] [] [] | information assets? $aila slaall J gt
Is there an adequate LS anidiy Jlataa g Ja
analysis/evaluation of Tl pagill
[] [] [] threats?
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Questions

Is there an adequate
analysis/evaluation of

S aiy Jalaiaa g Ja
la i g el jaill

8 [] [] vulnerabilities and

impacts?

Is there an adequate Calidal oS 35565 o g0 o

documentation of risk e ae Al @Y Lda)
9 ] ] scenarios plus the fled il

prioritization or ranking

of risks?

Risk Treatment Plan Jhlial) dalles dada]-1

Are appropriate Crulie zOle Carasi i da

"treatments" specified 48 jmall Hlalal) 48t
10 0| O for all identified risks?

Are changes suitably O Gl i) aia g o Ja

fitted in the plan? eakasl)
11 L] [] P

Is the Risk Treatment Al Cyaatgaladiul o Ja

Plan being used and 3y san yhl 20l 4 allas
12 ] ] updated proactively as | i 5 oy 52l dlad 4l

an information security eile oladll

management tool?

Are defined controls | oSaill calaal j sas 1 a

objectives and selected | 1o 44 jall oSaill gl 5l
13 [] [] controls satisfied?

faa (5 siue
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Questions

Is the organization
effectively and
proactively reviewing
the implementation of
the ISMS to ensure that

Lanl ey A gall 056 o
pldas (i 40 4855 Allad
2 Sl il slaall yal 3 )
e oSl 5k o e

the security controls plan il A
14 L O identified in the Risk | &2 Siells oA

Treatment Plan, fdasd o8 5 :

policies, etc. are

actually implemented

and are in fact in

operation?

Management responsibility (9 . s

Controls) B il spena-2

Are there enough i @S o) e el T Joa

resources allocated to | 5 jly) sl lail 4 aiads
1 [] [] the ISMS in terms of gl aal Cun e e slaall

budget, manpower etc? el Alalal) 5 53l

Are sufficient funds S s 3 laY) Cranad Ja

allocated by i) ge ol e Lgils

management to e Wi A Al
2 u u addre.ss 'informa‘ltion i) 3 gan Cana e gladll

security issues in a 9 o slaall 3352

reasonable timescale

and to a suitable level

of quality?

Do the top managers ol Aiis ol jadll a3k Ja

seriously commit to Pa el agledll
3 D D information security in ¢ agiSlue

their behavior?
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Questions

Are necessary
competencies and
training/awareness
requirements for
information security

ol 5 8 )bl clllaiag
A ——alli e Sl
gl (pal praliaiaY

PO IR s
L L L professionals and 27 ) C(::LSA M‘j
others with specific TS
roles and
responsibilities explicitly
identified?
Is there a scheduled aludll anae 30 gan lllia Ja
reviewing, at lastonce | _le Ugius ya diaal wll
[] [] ] |a year? 8y
Does management play | Ylad |13 ,laY) cali Ja
an active part and is clilee 8 alaiay) Liaga
[] [] [] fully engaged in the Cdas) yall
review/s?
: Ol B 1) allad yand-1-2
Internal ISMS audits L218 cila glaal
Is there any internal | ilal lla gl elllia Ja
audits plan? $la slaall (el 3 ))3) Landl
) O | O
If yes, are da caai Qlsall g€ s (8
responsibilities for i lee 3 la) gy e
conducting ISMS L) A€ g AAJAl) il
[] [] [ ] [internal audits formally e slae Ln g 55 _S0e
assigned to competent, Colly 8 e e iy s
adequately trained IT o i
auditors?
Does ISMS changes in | ol 5 la) albal cuatiin Ja
response to the shl Al ) il asleall
[] [1 | [ |identification of 3 ) 5 b yiciall g A3 yadll
significantly changed ¢als sale

risks?
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Questions

Information security policy (15

il pleall (pal bl -3

Controls)
Are the policies JsdsagdyJbiiaiyda
communicated, faalatial) bl
understood and
accepted? Lol oY) Lalae e
: | sall
]  Standards for 1S5 ey
physical security of Llial
e SO i i
installation and . #-’\ Af?ﬁ“} —
associated facilities; | «* oS>3 .M‘J
e HR procedures u———‘l_ dﬁfL—J‘
] ] governing access to | Sl ahaiulg
and use of IT Sl shaall L o1 915
services Cpedisae slaul)
(usernames and ¢y Gl WS
passwords, Al Gile) s
disciplinary (...
procedures); |' sl i) e
] e End user guidelines | . | T preddiwuall
covering PC 0 s Ll as
software licensing R
and virus T \C“’U_’
prevention, etc? S
(&...
Are they reasonable | ijihic il ulual sl a Ja
and workable? ¢ sudaill A1
1| O
Do they incorporate | g clubadl oda JulSi Ja
] ] suitable and sufficient | €S 5 dulia aSa3 &l gl
controls?
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Questions

Do they cover all | aws clubadl oda Jaas Ja
essential computing | A alaiall 4ol o sall
[] [] and telecommunication VLAtV 5 el gally
services?
Internal Responsibilities and 4180 el g sanal)-1-3
Communications Sl gl il g
Are the following | g2 Jadis oy 23 a5 Ja
positions well defined AUl Cualiall
and activated:
aall b0 ) o e
] e Senior manager | - c Jyse JoV
responsible  for 1T | -y, Jaa) La ) s
and ISM; el 33l
o Informa_tlon security R N
professionals; | L
L] Security Bl “stnae
administrators; "ft"l’“f Al
 Site/physical 0333l el e e
security manager | &8sl = Al
O O and Facilities | L) sl—zels
contacts; .38 yall
e HR contact for HR | b—2i)) 5 ac e
matters such as | o 4 dall 2 sall
] disciplinary  action | dalidl | se¥) Jal
and training; Aol Qs e
e Systems and il
network managers, | i 1 o e
0 security architects § 5 eedSe iy
and other IT f L) |
professionals. —ed) 8
U= P —
Los sl 535 ilaad]
L<la slall
Is ISM given sufficient | 53) Lads s jlay) st Ja
emphasis (is there a Ol 300y Ligd Laca g (o
[ [] ‘driving force’?) and

management support?

fla slaall
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Questions

Is there a senior
management forum to

el A ga el s Joa
Ol 30a) ol A g8

7 ] ] [[] |discuss ISM policies, | La e 5 jhlaaly cila sheall
risks and issues? O (1S Aalaiall Lliadll e
¢ Cacall o1y
Are roles and DVl Gy mia 5] a
responsibilities clearly Oty = s 3 Ll g pasall
8 [] [] [] defined and assigned to Tl ALl (pila sl 2 @Yl
skilled individuals?
Is there sufficient co- CalS (slad g G clilia Ja
ordination within the BU | sa sl s v e
9 ] ] [] | (business unit), _ e Cilaa gl ol aidy)
between BUs and with e N 8l e A
HQ? 7 fLmi
Are the information G54 lee 5wt o
flows (like incident S b Slie) e sleall
10 [] ] ] reporting) operating sl e Allad (&) 5l
effectively in practice? FEA
: dinal) Gl phY)-2-3
External Parties La Al
Is there arisk analysis | ©YLai) fpaaiis Ja
process in place for 3 | Cal , 150 d_ail) Jaal 5ill
11 ] ] [] | -party communications | ;e 3, gas gl & il
and connections? (e L_,:)_u\)"g)_‘;w
¢ Llaal Jolas dlee e
Is there any individual | oe s 25 gl it Ja
who has responsibility | as Jay) 5 31 48 () Gl
for ensuring that all 3- | .5 13 4l L0 Gl LY
. : a8 A

12 N L L party links are in fact Sl Sl s s L iy el
identified and  risk i Sl Adlerd)

assessed? ‘ ]
Are ISM arrangements | (el 3 laY <lad 5 (e Ja
in operation on 3-party | a8 )l a )l Ao s lall
13 ] ] [[] |connections  routinely | Juasyl 3 s alasily aal 53

reviewed against the
requirements?

Ll o L3I Cal 5 1Y) e
gelllaiall ae
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Questions

Are there formal
contracts covering 3"
party links?

i Ay 3 g Slllia Ja
A Gl LY ae dagl 5,

3_}]}3_.“}3_“\5.& °

] u o Ownership_and G dleid) gl
responsibility for . FY
ISM issues? s el
] u Legal r(_aquwements? S il i) o
e Protection of i LN e e
systems, networks )
. and data via B E— s
physical, logical and | &— ‘—’l—;‘k"‘l‘ﬁ
the right of audit by | kil il
14 [] the organization? G—as il
e Procedural controls | (82l A all
] ] business assets, fleale
availability of St Glel ) e
services in the event | (J, YU i alaidll
of disasters, il ca
management a8 cleral)
notification for T
.. J_la} ‘Q)\JJ]\
security incidents? o N
e Security clearance U::g \_ “:)#—c“
of staff? Pated] Sl 2l
| O Coy Ll Sald o
o —ailly G WA
?i:\MJ ‘;\A‘)“
Does the outsourcing J e J iy & J a
contract adequately et A gl Gl LY
15 [] [] [] address the previous el 5 JS Aalud) Llcadl)
issues? ’
Information Asset Management . W
(7 Controls) “ilagiaal) Jguad) 3,134
Are there any Glati il 5 agl @lilia Ja
arrangements to O Al LBl
1 [] [] [ ] | establish and maintain Sitila shaall J gua¥)

an inventory of
information assets?
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Questions

Is there a ‘registration | (uuhd aSa5 (il 8 clllia Ja
process’ for  new faaall dadaiyy)
[] [] [] application systems?
Are there asset tags on | a4 dlay el Iy Ja
all  PCs, network | JS o lasbdl Joa¥
[ [] [] equipment, etc? &l AKuk 5 et 5 cadla
Are power and data | elo Sl COLS avea Ja
cables clearly labeled | (= sz 5 i gina sl
] ] ] and are wiring diagrams | <MWY el blhia s
kept complete and up- ¢ aliy J LI AL gaae
to-date? fleas
Is Information Gila slrall Cayiad Jaidy Ja
classification in place, Jee V) e e 2303l
] ] ] covering business da Al ga,ud Joad e
requirements for CWRENTI
confidentiality, integrity ’
and availability
Are appropriate Lnlie @) il aadis Ja
markings used on D2 5 gl g G B
u u u documents, forms, gl Lail sy gl Ll
reports, screens, gelall) Jai g  algaY)
backup media, emails, i
file transfers?
Is staff made aware of | (¥ ki HoKI 2y Ja
the corresponding Y [PSON | R PV W FE A |
[] [] [ ] | security requirements il
for handling sensitive
materials?

Human Resources Security

(5 Controls)

dga a0 clylliie-5
A ) 3 ) gal)
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Findings

Questions

Are information security
roles, disciplinary
actions and
responsibilities defined
in job descriptions,
terms and conditions of

Sl slaall el cailla g Joa
3 ol 23y
3 sy 4d e Sl 55l
by by oy 5 s

N ] employment etc. for )f\ﬂ wb ‘C&““\Z‘”
specific IT security staff, "'l_”u ‘ o= o= !
system/network Al VYIS il o) 2
managers, managers Oﬂ‘&—“"‘”{“ﬁ—"ni
and end users in faule 3 ) goas
general?
Are there appropriate Gled ya) g bl Slita Ja
HR policies and o Ayl ol el A ulia
[] [] procedures that Lin o 5585 el £50lse gl
transgress IT security e sladll
rules?
Are there enhanced Dlia) albalee oLl Joa
screening processes for | / oL <l Joaf ;o4 Sara
[] [] stafffmanagers in o) s Tapaats o) jadll
particularly sensitive fhuloal) gl 5all
roles or sites?
Do end staff and their pd )iy ol oS 8l S
managers routinely Ol e Tabia Uy ol
receive appropriate 1y 8l sladll
training on information “i'\-:b:ﬂ el y a1l
n u security mclgdyr_ng roles al il el )
and responsibilities, LAl 3 o
login procedures etc., :: i ‘?:;“ﬁ Ll
within the context of S ;’b £
general IT systems Ficle shadl
training?
Are there any of s el pa) Al Glllia Ja
procedures and/or Ol aliag la ol )
guidelines relating to Jhia (e Y 6 Sl slaall
[] [] information security Sk ll st 5 Jaadl 5

elements in the cases
of termination or
change of employment?
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Physical and Environmental

dalll) o Oa¥) cililhie-6

Security (23 Controls) Agalal) g duinl
Are discreet facilities s Jillug g ai Ja

sited to minimize

[] [] | [] | disaster potential or
cost of protective

countermeasures?

S ) 5l Y il Jd
Qs gl Jplal) Call<s

Is the construction
physically sound e.g.
D D D walls go "slab-to-slab",
thick solid doors, etc?

O YL a5 L) Ja
Ol N dpalall Ll
e ol i al i

¢all i

Are suitable access
control systems

[] [] [] employed with

matching procedures?

Sl Alie daladl 3k Ja
AL el yaYl s Jsaally
el

Is there appropriate
physical protection for
external cables,
junction boxes, air

[] [] [ ] | conditioner chillers,
microwave dishes, air
inlets etc. against
accidental damage or
deliberate interference?

Ales Glel ya) s La
Gy RN B P R 23la
el il e Al
‘LE\}_U\ “LAJ;&J\ Ay
o A sl JAla s
}i B _ax’iall e )\)_a'aS“

5 5ie J sl

Is there any
protection/control of fire
D D D and smoke, e.g. fire-
resistant/low-smoke
construction materials,

fidles il 4l ollia Ja
o Gl 5 Le o <o

. oAl laa)
wiring, etc?
Is there any evidence of SO A& (paxiaa g Ja
smoking?
O d o
Are no-smoking signs pre Gl L) i Joa
0 0 0 displayed? 7 san sy il
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Questions

Are fire systems and
interlocks regularly

Aalay iLL}.&A}()AAﬁ(‘.\S.-jLJA
d_iﬂb é_‘ﬂ‘)aj\ Aia J\.J_]}“

8 [] ] inspected and J8 e i alatia 3 gy
maintained inspections ¢ ailadl
by professionals?

Is there enough JsnddlS€d e gaa g Ja

9 ] 0 awareness of fire Gigas aie DAY Cilel ja)
evacuation procedures? ¢ syl
Is there an adequate Glan g e (S Lo elllia Ja
UPS capacity to el il g i) aae

10 ] ] support all essential gl 43\5 L@_.Lu i
computer equipment Adaaall 5 Ay Ay gudall
and peripherals, and all | flele i,
such equipment?

Is there an adequate Al jeSsatse el la Ja
Back-up generator CAAIS s )3 Aplalita

11 [] [] capacity?

Is there adequate A/C 4818 Aoy i 48 el Ja
capacity to support heat ool Jaaldl dslladl

12 ] O load? j
Are there adequate ahdll e (S e cllia Ja
redundant/spare units | i1 gasall o A LaliaY!
or portables available to | 35, jall sea 14 slid)

13 ] ] improve resilience and Sl i sl aloall
permit maintenance ¢iaaal)
without affecting
service?

Is temperature sensing | 4ol s Gllua 345 Ja
with remote-reading Ay ekl 8l a3

14 ] ] over-temperature Bl adl da jasaly ) <l i)
alarms and incident Cilel yal 1) Gl
procedures available? ‘ el 5kl
Is water/flood protection | aiSy aia aldai aa sy Ja
with detection and sl st Jsn 1)

15 O | O remote alarms applied? £l gk g
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Findings

Questions

Are computer and
telecommunications

by yd e iliiladl 3 Oa

16 D D rooms maintained in e Laty)
clean condition?
Is there a special il d alacragoa
treatment for dust ¢ 5Ladl cuadl
17 [] [] avoidance? 7
Is all exposed JShell A8lS i a5 Ja
metalwork earth ) Leday 5 48 5 8ST Ayl
18 u u bonded to a common o) Y i L
safety earth point for el eI J s 5 Al
both safety and static sl
reduction reasons?
Are lightning OB - LN P g Y
conductors, cable (Sl J ) e elal)
19 [] [] isolators, and fuses etc, &l Al oSl Al plal g8
mounted where SSY) i o
applicable?
Are all physical S Ala s Jaadi 2y Ja
equipments operated La Slid) g 4ol cl jagadl)
and maintained as per | il e Jaall sl
20 ] ] manufacturer's Liaaa, Ll agadll clioal sall
specifications and T edailiall deall
tested on-load )
regularly?
Are all physical controls | aSaill il s 48S &35 Ja
following major 3 ,5uSl) il el dalall
21 [] [] changeg? Sl
Is there any EENSUEIUV i Pr e Vg I
management Jsa¥ 330 s 30 Loyl
7 n u authorization process Lo &g (g Aila slaall

for removal of
information assets from
site?
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Findings

Questions

Are there any secure
disposal processes to
erase sensitive

O Al clilee A lllia Ja
bl clibd) mse dal

23 [] [] [] | corporate and personal | s_yja 4 sl oy sl
site data fully from Sy iyl Jid A1 30
removable or fixed ) ) ’
media before disposal?

Communications and Operations Jaddll cliles 3 00)-7
Management (31 Controls) alail g
Is there a full set of Jeall adly daapda
security procedures in Glel ya) e Al de gana
1 [] [] [] place relating to general | Ju i clless ddlaiall paY)
IT operations? e gae e slaall Lia o 555
Is there a full set of Jeall pdly daanda
security procedures in Glel ya) e AldS de gana

2 ] [] [ ] | place relating to Al 5 ol daleiall o)
systems and network et
management?

Is there a full set of Jeall adly daapnda
security procedures in Slel ya) e Al de gana

3 [] [] [] place relating to ol A alaidl WY
incident management? ) gall
Is there a full set of Jdeall adly daagnda
security procedures in | cile) ya) e A€ de gana

4 [] ] [] place relating to IT Ol B ylals A alaial) oY)
security admin? e slaall Lia ol €5
Is there a full set of Jdeall adly daagnda
security procedures in Glel ya) e ALl de gana

5 [] [] [] place relating to change | ¢ il 5 ol dalaidl aY)
management?

Are the previous Glel yaY oSaill iy Joa
procedures reasonably | ;<331 a ) ¢uay Al )
6 [] [] L1 | well controlled? fdaalaiall Aalal)
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Findings

Questions

Are corresponding
responsibilities

A8V G ISl s
agae dpuliie L g ey

7 [] [] assigned to individuals?
Are there acceptance Js—d ol ylmal o ag Ja
tests and capacity Caay Gl Jay Tadd
8 ] ] planning including CPU cElladll A gr e/ pladd ul
usage, disk space, A8 das (m y 8l 4
network capacity, etc? i
Are acceptance tests Gl lad) JW g yat Joa
completed prior to the | d_aduf alaii il J8 J sl
9 [] [] introduction of new oAl ) saaa
systems onto the
network?
Are fallback G PA [P VIV P Sy
arrangements updated | e i s 3alai )
10 [] ] to reflect new/retired Chanliiall 5 sanaal) dakaiy)
systems?
Are there ey ) paiuly aig Ja
continuous/frequent ol gall Jasd fpaa il g3
11 [] [] virus-checks on all PCs 3 pandl 5 Lgia Lgilay dqilall
including s 5 yail) Aza
standalones/portables?
Are infection levels Glsie (far 83 a5 () a
minimized (is the Ja) Liadl s all A ay)
12 [] [] situation broadly under | 4y syl cuat gl
control)? ¢ (Al
Are staff and managers | LSl ¢l jaall elliag Ja
aware of the protection | ileall Cile) ya) Jsa 46 y2e
13 [] L] against malicious and ALl 5 Lipal) mal ) (e
mobile code
procedures?
Is there a sufficient L il Al aa g o
protection against i an) J e Ol _angl)
14 ] ] Trojans, worms, el =) cglaall sl g da

spyware, rootkits, etc?

VAN | cn\_)_\x\ Al
S
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Findings

Questions

Are backup strategies
and procedures

G iy Bfisi o Jt
'cuﬂ\ Q\;\ﬁ)} Q\:\;:ﬁ\‘)lm\

15 D D documented and AR
tested? )
Do these strategies Gladl yiuyl oda axd Ja
cover data, programs, ldla cgmal pall el )
system files, parameter | ) yidl L) il caltall
files, etc, for all systems | | s |, Lyl Jul<) &
including servers, il el sall ciloradl)
desktops, e S el ame. e
16 [] [] phone/network Jd ‘J‘\),‘TZ;M ms:'” u.v\_@J:
systems, . ‘?L‘Jﬁ A
system/network At senall Lty Aaldll
management systems, . oSl Ak
standalone/portable
systems, control
systems, etc?
Are backup frequencies | il g si9 il o5 iay Ja
iate? el “
17 ] 0 and types appropriate? flaslio aliaY)
Are backup media by il bilu g Ja
protected against l0ss, | 48 )l ca &l & a4 vana
18 D D theft, damage, fire el 3l all ¢yl
including both on-site SSe b sl Lalaa o 3al)
and off-site/remote - ¢ Al
storage?
Do all backup media il Ll g asen Ja
listed in the —d A Ssaall el _galV)
19 [] L] procedures/records el el Al
actually exist? flis 53 5 g
Are security elements 80 Gile) ya) 358 a8 Ja
of network bz A slatiall A<, &)
20 [] [] management ey
procedures properly
documented?
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Findings

Questions

Are information security
aspects such as
security arrangements

- .S... “ u}‘y‘w“j ...63&
il ) Jie il slaall ey

oyl ae JaidU Aial)
21 L u for 3”’-p§1rty SIS 3 ) gy Gl
connections adequately
covered?
Is there an up-to-date G ae Jin i el i Joa
and complete asset fill A 51 J SV J iS5
7 ] [] register for tapes, LA ) 48Y) R
removable disks, CDs idainadl Lal 5841 G 5
etc? ¢d)
Are archival media Sga sy oo 2SI 21y Ja
duplicated and verified | ;o (i85 556 o s
23 [] ] prior to deletion of Al ae Jod il
source data? PRI
Are archive tapes A dsale)s sl 2iy Ja
periodically verified and | JoLs da & )5l 3o , 59
24 [] [] re-tensioned? S onna e il 5
Are there appropriate Lyw e blaall iy Ja
controls to maintain aSat Jilu 5 45 Al il
25 L] [ confidentiality of stored Cauulia
data?
Are there suitable Lgial aSad Qg aa gy Ja
security controls for e glaall Jala! duilia
26 [] [] exchange of
information?
Are there any security dal iy agda
arrangements for 5w Jead e dalia
27 [] [] Internet, Intranet and gdalaid) dakail 5 e iy
related systems?
While using or providing | alaaiul al 33) i aiy Ja
Web-based bl miail) J5 S i 5
applications; is there an | ;a5 4 Jasiul 2 e https
8 n u enforced use of https, ol (e A Lalal) il gylal)

for example, to protect
sensitive data en route
between browser and
Web server?

G bl ety ol
O g 88 (s A ulall

S sl aada g miiaiall
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Questions

Are main systems
monitored for logging

«r“: d)'ﬁﬂ‘ u‘)‘e:‘—)d-&
DM gy 5 a1 Ayl

29 D D and reporting security agiall Caal gall
incidents?
Is there a process in et Al dlee aa g3 Ja
place for reviewing and | st Y sd aal b
30 n u responding _ el il A i)
appropriately to internal ¢l g e Al
or external security i -
alerts?
Are the logs and reports | Jsaal culdle daylia 235 Ja
followed-up with tellwe Al alely yjlall
31 [] [] principles of Sl 5 4 5 pusall
responsibility and
accountability?
Access control (14 Controls) Jsaall g J geaslly asalill-8
Are business aall G gl 5 Graaill &35 Ja
requirements for access | i_aidl Jlec Yl il llidl
control properly i - R PO
1 [] [] documented and Zju_i_u:}fﬁ n') izs\_ﬂ
approved by il slaall (] !
information asset )
owners?
Are business Al el o 5 J o
requirements for access | Jali e Jlac Yl cilllyial
control (for breadth and | 4_gf 4 haas) Jsaally sSal)
2 [] [] depth of coverage) i al gall 6 (A s
properly included in L Al Al
system security design | ¢yl
specifications? el
Are access rights Gsia s Silasale Ja
normally limited as far | o ds350  acJsaa 1l
3 [] [] as practicable? 96 Unuual
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Findings

Questions

Are access rights
regularly reviewed and

Bia il g daal je o Ja
faalall s eLLu.\L\ Jsaall

4 [] [] modified as far as
needed?
Is management pay Lalaial 30y s Ja
special attention to b oSaill Bl ud Lals
access/account controls | i_alid) cillwall /0 sl
5 ] ] for t_he users of 2ol ol Bl addi e
privileged system-, 653 O ilail] el Ll
database- appllcatlon?- (ag;u.ul\ JulS) < i
& network-managers” ¢S o) yra g
Does the organization Beln) (e A gall a3 Ja
suffer from abuse of Ja 0 e @l aladi
6 ] [] privileges? Is this case aa A Al o) A Caial
classified as a great eidlall LA Y)
potential? |
Does the organization Jli g Ao gal) LGS (Ja
have password ¢ J lalSy a8al)
7 L] [] controls? 25 piad
Does anyone routinely | plbuiily 58 g} ailiis Ja
check for weak gl LIS Ca BST 380
8 [] [] passwords and follow- | Cy 0 5/ 4_c 55 dimal)
up with user security NI RGN
awareness/training?
Do authorized ()l A3 4 56 Ja
individuals effectively Glsplll Y Jsan
9 [l [ limit access to flelay cilaaall/
applications/services?
Are network nodes Gaailly Al gal) o 685 (o
authenticated and Aaaling il (3hlie udlis
10 u u established distinct e ddlaal) ol paa aladiuly
security domains using el Jsaall
firewalls, key lock-out,
etc?
Are session timeouts Aeadal) lal) s adad Ja
implemented on the —le o Bl A&
11 [] [] desktop, network, (S A c ol gall

application or operating
system levels?

¢ Jasial) Al cculaplal)
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Questions

parddy
Arenreq

Are suitable access PR CX 7 - S S N g S
controls in place, e (e cdaulia Jsaall
including the use of Gl 8lay aladi W G .
individual user . a_aadll 1
12 ] [] | [ |identities, user gl ) cariedl
authentication, el sl

automated access
controls, encryption,

etc?

Are there any security | Al aSad Jiluy an g da

controls relating to Cmeddtall o) gally dalatia

mobile, home users () Jsaal) cpad Hsdll
13 ] (1 | O | (remote access), Sl G o sl

laptops, mobile storage | i<, sl i< aidll cuasll
devices, VPNs, etc? ?'@\ ‘2\..41;1\ 4_:\ )

Are portable systems pSailly e Blaall o5y Ja

maintained and 4 ganall AadaiVl
14 [] [] [] controlled?
IS acquisition, development and Ula ) (luis)-g
maintenance (13 controls) Cila glrall dalai)
Do changes trigger pladll @l ydll e xid Ja
security reviews/risk Dhlad) 2@/ diel dxal ya
1 [] [] | [ |assessments and, if L) (e yisale) Jia
necessary, re- fialall Jla 3
certification of systems? )
Are formal systemic daeny B aladinl 24 Ja
methods used Calatily dangia
é 3 A
2 [] [] [] routinely?

Are data controls such | arulic aSa5 Jilu g (ki Ja
as input data validation, | séaall Jhe clbbal Jal o

processing validation, 2 FRA [ T, TN

3 [] [] [] | encryption, message Al ¢yl dalladl
authentication etc, ) e  giad)
employed
appropriately?
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Questions

Has a formal policy
covering the use of

L) Gl Bokal o3 Ja
S ﬁx\d:\\_m‘j('a‘.' L.i P

[] ] cryptographic controls 40 )
been implemented?
If yes, is it covers: da ey @il Js A
tJedis
e The general
principles under Al aslaa b agl o
] which business i Jee V)
information should L_giles
be protected; el bl
" appledforte. | e
[] efggctive el d_uu‘
implementation of d"““‘{*""" g
crypto; Lo ?S“”
e A process to S s Jaaiy oLdll o
(1 | [ determine the level | —=—=sl Aleal)
of protection to be Ayl
applied, Ll mileas )y o
e Management of gla il Lgd Lay
[ _crypto_ keys, Jla 8 Ala gleal)
mc_ludmg recovery o ezl gl
of information in the Had) Gl
event of lost, o
damaged or = & Hw‘ *
compromised keys;
e Alignment with any
[] documented
requirements.
Are there adequate S alay Jilus an i da
controls isolating O—e pehaill A Ay J =l
[] ] development from Sy e cuyall

testing from production
environments?
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Findings

Questions

Are changes Sl el s aviy Ja
acceptances built on )yl o cpaiaal) Sl
professional ensuring llaall Jdaas Y Cilagaadl)
7 N ] ] that new/changed €5 AY) Al
cases do not disrupt o
other operations?
Are changes properly S35 &l yuall 3565 4 Ja
documented, justified Leraai g Ly aladll &l ) yua
8 [] [1 | OJ | and authorized by 1Y) (e
management?
Are tested data derived | <l lud s a3y a
and protected against O Lgild a sy ol jLaiay)
9 L] L] [ | disclosure? eaisl)
Do control procedures | aSaidl el ya) mllad Joa
cover significant Al @l sl aeial e
changes to computing Il g g A o) 3 alaity)
10 99 4K g
[ Hig g and o seyLaty)
telecommunications
equipment?
Are there suitable 2 Alie Gllac ax 0 2
processes in place to AV 5 Ak Aaal e
review the inventory of | ¢ 33 e (Sleylaidas
11 ] ] | [ | systems and identify €l Ailaia el
whether announced ' i
vulnerabilities are
relevant?
Are patches assessed | Aaall a8l o & s
for applicability and Aallaad A3 Slana i)
12 [] ] [] | risks before being O (Aaiall gl @l y3d
implemented? i 5 Wikt AL Cua
fladuari Jud
Are the processes for Al kil allee Ja
implementing urgent e s A< Ha0 D ) a8 )l
13 [] [] [] patches sufficienftly slick 4] 5380 5 ) gy
and comprehensive?

Information security incident
management (4 Controls)

Gl &) ga 51010
<ila glaall
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Questions

Are those who should
be reporting security
events and weaknesses
aware of, and in fact

&) e Ol pich Ja
Lol Aia) Eal gl s
el LY e Ly ol

[ falgall o2a dallae cililec
use, the processes for Jadl 1y wa Yl
reporting security TSR
events and ek
weaknesses?

Are the policies, Alnlally ol 3 23y Joa
procedures and e s Y g i sl

] guidelines followed in Sl Ual
reality?

Does the organization allae gl a1 Ja
have a relatively mature | «cual sall 3 oy Lo daals
incident management L aill ¢ 3siall fay gl
process, |1y a1y el
evaluat_lon/mv_estlgatlon, al s oY ¢ ,ay)

] corrective action and S e )
the other parts for oe— = Ll
managing security e
incidents and improving
protection opportunities
in place?

Is the organization Alal e 8 ) gumny (50 o
proactively learning Gl g all e alai A lee

D from incidents, LAl 48 e Bacally

improving risk
knowledge and security
controls accordingly?

iy A iaY) Sl il g
el gall 3l e

Business Continuity Management

(9 Controls)

Jard) Ay ) paiaa) 303011

Are suitable designs of
‘high availability’
employed for IT
systems, networks, etc,
which support critical
business processes?

Y PP
ol sbaall L 51 iS5
ali) el &l )
Jee ¥l dallag acasille

fhsaalsla a Y
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Findings

Questions

Are those who involved
understanding the risks

Lyimall il LY agdis Joa

D D the organization is s 5all
facing?

Are business critical, e iy i s s
the associated assets ol s all Gl laall

] ] and potential incident Aiila sl J s s Jae DU
it R R
Are suitable plans in Aouliedk bhia s doa
place to maintain aldee e i hilaall

[] [] business operations or | s lgistaiul 5 Jsa il
restore them within €avna e yUal
defined time frames? e
Are suitable aSat Jilu g alaic) a5 (Ja
preventative, detective | is aiacydd GIS54 aile

[l [ and corrective controls ke V) il

mandated?
Do the plans take into Oas o adll o3 a 3 Al Lo
account the LY calay yadll e )
identification and il (g pasally dalxiall
agreemgn_t_qf 1wl Cile) yoa) i gal)
'requr'15|b'|llt|es, Gt g byl 5 Aalladl)
identification of L s .

[] [] acceptable loss S wslel,—Y)
. C faalaiiall o yladll
implementation of
recovery and
restoration procedure,
documentation of
procedure and regular
testing/exercises?

Is there a single Galile 2y g k) asn g Ja
coherent framework for el 4 ) jatns) kol

[ [] business continuity

planning?
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Questions

If yes, does the
framework ensure that

s o ilayl Jia 8
o2a Ailie HLLY) 138 (e

] ] u all plans are consistent | i, Y1 o yayg o daall
and identifies priorities Siluall 5 HLaadl
for testing and
maintenance?

Are members of the 31 el—acl oy J—a
crisis/incident Bu—d el 31/ ¢aal g all
management, recovery | - «.a, ¢ dalladl

u u u teams and other b bl o) gy ey yinall
relevant staff aware of ol Ll €50
the plans and are clear ¢ o
on their personal roles RIS
and responsibilities?

Compliance (36 Controls) delhal) g o) 53 (2 512
Is the organization il ad A gal) a8 Ja
subject to specific legal | i_ala 4y 6lE culal 31l 4

[] L] L] obligations for data bl ey 3 Las
protection and privacy? i gl
Do the storage/archival | 4a-i ¥ cilas 3 2 al Joa
arrangements take Lol o) ali Jlaial) (g yadll/

[] [] [ ] | account of the ¢ ey
possibility of media
deterioration?

Are appropriate long-life | (p a3 kil g el la Ja

storage media used for | J gh ; ac cild i Ll

[] [] L] long term storage? Ol Jdoal g padi s
S Jyoha

Is the use of IT facilities | 4l yal alasivl ol Jalay Ja

for any non-business or | ci__aglaall L ol 638

unauthorized purpose, | JlaeYU Glati Y (al e

[] [] 1| without management Gy Lt g oman e
approval, treated as e Al e 5 oY) Al g
improper use? ) ’ ¢ 5
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Findings

Questions

Is an appropriate
warning message

ot Jilay A yelai Ja

[] [] [ ] | presented to €ag)
unauthorized
behaviors/users?
Do managers ensure e O o)) ey
that all security Cama Al Cle) A
procedures within their 5ol agil g5 ase (3Ll
] ] ] area of responsibility J P 5 '
are ca_rrled out co_rrectly s Ll ol 5y S
to achieve compliance ¢y elae o i
“ . .. ‘R )i.} 9 () Lo
with security policies
and standards?
Technical Security Policies Y clubud)-3-3 (&%)
4idl)
(30 Controls) i
Is a technical security Al WY b Ja
policy in place? e pac diilas
O O | O
Are unused services Glarall asea @he) a3 Ja
] 0 0 disabled? fdaadtuall ye
Are unused interfaces e Slealdll 3Me) a5 Ja
] 0 0 disabled? AP UREGAN
Do any applications use | clipkill (e gl aadius Ja
telnet to perform Al A jlae Jal (e telnetd)
[ [] [] | management activities gt i (e Ay o) Aa il
such as backing up faieall Lol
configuration? o7
Do passwords appear | 25—l Sl —ekii Ja
] ] ] in encrypted form fcaa s Lail i IS
wherever they viewed
or appeared?
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Questions

with the required

Do the passwords meet

HJ})A\QLASM&
Ggtaall 0 el 41 e

6 L] u N complexity as defined flulpull (& s yrall
by the policy?
According to policy, Is | +58 = «slosbaudly Sae
7 ] ] ] there any enforcement | sl GlalS ol i 54
to change passwords AEBYS
regularly?
. . L')_,c\(BJ;AS""‘4\_\3.4;.{:...~ (‘.\:\_'I'd_%
Is authentication done A
through: '
e Locally configure g e
3 u OO usernames and ,\:Pjé‘”:)‘ =
passwords Je e Ll -
e TACACS+/ cL e
Hippn RADUIS/ Database | =5 —lea—ss o
server [
TACACS+/RAD
uIS
Is there a documen}ed eeillall Lz Jal
9 [] [] [] | procedure for creation
of users?
Does each plai snedSelliada
administrator have a fo pald 3 8 s
10 u u L unigue account for
himself/herself?
Is there a login and — Jsda e o 0y o
logout biVlel vz
11 N L L tracking/command 2diall el s¥1
history?
Are all user accounts | S hbuadl £L) a5 da
assigned the lowest Zlale u—"ﬂjuﬁ (e
ivi ) | e A8aa
12 [ u u privilege level that elee il Al o

allows them to perform
their duties? (Principle
of Least Privilege)

dacl8) $4 slaall (peodinll
[ ey e (Y sl
(cibalod
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Questions

Are the default settings

GlalaeY) oz i J—a
JalS e Cay gl Ayl

13 ] ] changed in all systems e« ] e
. ) | | aeall
and equipments? s s
Is the NTP server J5S555 0 pade dpndi 8 o
14 ] ] service used to Glelall (el 55 lasal il
synchronize the clocks ) gl AAS e
of all equipments?
| " ) & LAl A lae V". 30—
s configurations ) eiald Ll gyl
15 [] [] backed up done A o ;i .
regularly? A By
L;l:.l_)za‘;!\ el Jas o Ja
16 ] ] Is the backup moved to | ¢85/ >3 gd5a
an off-site/DR site? RPN RPEN PV
On the system where Iglaa g ol I paaiu Ja
the configuration files ol dadail e At
are stored, is the local RYS IR INLNING S |
operating system'’s aad Jal e dlgdll cilale
oo vy |£) S g
. . 3 el A Jeaall ~ Ll
17 ] ] access to the files (i.e., el A sl o

the machine should be
password enabled and
prevent unauthorized
individuals from
accessing the
machine.)?

?(MA)})AMSOJJ
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Questions

Is the TFTP protocol Js—SsispandiyJ—a
used to transfer il cld S TFTP
network configuration or 4.l
image files?
pd Jla
If yes,
18 i dell J s e
u u e |Isthe TFTP process cuslin s,
restricted to certain e o
addresses only? .
- w\ - -
LI | O |e isthe TFTP service | 875! e= d::‘ ¢
disabled when not | &= ==
in use? Plgaladin culd
Is there a documented | 1| sy) &l cillaal
19 procedure for backup of | ~ il il
configuration files? -
Are all changes and Gl yonil) A4S 3055 a8 Ja
updates documented in | ma—ui 4§ yhay iy il
20 a manner suitable for e 3-8 51y Lay Lglinal e
review according to a ¢ yuaill 3 5)a) Sle) yal
change management
procedure?
iolie clblis) aa g Ja
Is there a redundant € jala 5l 5204 Ao
21 machine in cold
standby or hot standby?
Are disaster recovery [SETPEN. PR S P PP g S
procedures for the IR PN SPEN PYRLH M SN |
22 network documented 4.l
and are they tested?
Are all attempts to any | =Yslae A4S dai s
3 port, protocol, or S e gl () Jpaal

service that is denied
logged?

fhganedad o) JS g5 0
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Questions
¥
= &
B =
(s
Al &l @l e a3 s
o4 ] ] Are all CPUs /memories | “labus/ 815l Cladleall
/ storages monitored? € oAl
_ Lial jald ardcdamda
Is thgre a special Y Jsaall il
25 [] [] logging server enabled ﬁ; 53 53m0 J it dalows
and login restricted? R
Are procedures for ey dgaiada
audit log review e Jsaall (3835 Gl ya)
26 [ [] generated by different oe 3ol Jgaad) cilile
systems and machines | ez day) ¢l jaeatll Calis
documented and
followed?
Are all logs (covering | <bile 43S Al o 215 Jb
o7 ] ] administrator access e Jsaa Lgd La) Jsaall
/access control) (I3l a8l /o)
reviewed?
Are reports and allaill 5y )LEil) aciad Ja
)8 ] ] analyses carried out Jil s pllaill Jils ) (e
based on system and eJsaall clala
log messages?
What is the course of | A Jnd Al aa 5
29 ] ] action to be followed if | <als (o) Ao (o Alad
any malicious incident $(42 zomae )3~
is noticed?
Are the network/ Aday) il sunigs Ja
system /applications e cilea Al cul gyl
/services engineers a8 ) il Al e )
30 [] [] aware of the latest ? N EMJ
vulnerabilities that could i
affect their domain of
proficiency?

Lol o ¢ (A sulaall) cilaglrall (el cilathiia g8y g Jlad 7 siiall 73 galll Gl 20T 8 Ailgdl B

g3k 4lgs
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Introduction

This survey aims to weight each control of the security
domain with numerical value, which reflects its
importance.

We have conducted a survey for assessing the gap
between your company information security situation and
a new security model. And we have divided the model to
security domains.

Please assign an integer number for each control in such
a way that the sum of control's weights for each domain
is equal to 100.

-

4Aaiall
Loty il sleall (oY aSaia JS Jaad ) o UiV 138 Chagy
Sl 5 il sheall Gl (Bl o Alad] Sl Angaia dyad
) e slaall oyl 28l g agaatl g Dt o) el Tl Lidd
MJH‘&.\MU-&“AAE.\G ‘;C CilaSaciall L\DJ}JEJ eslw.uajya

RERN PONRPS Ot (- W

g aSaie JSldania dad ) dal juag (o
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Questionnaire: Implementation of

Information Security

ila glaall pal (Gaadati 1g i

\ Findings

Partiall
Fle|E|E|8 8|z v .
S| & |2 |2 |2 |2 & applie Z = Questions
18 |E|r |8 & | d ’
-Information security Cila glaal) pal 3 1) aldai
management system (ISMS)
6 Controls
Is there any sl Vo aa s da
evidence that aga s oyl of S
management Il A acd g cae gl
1120115119124 | 21 HERInn genuinely pei— S m
understands and
supports the ISMS?
Is there any Osalddaanda
21151151161 111 18 [ ] [[]|[] | exclusion from ISMS | 3 ,la) aldai (yc sarise
scope? Sl slaall
If yes; are there BEYPELEWEN |y N
justified reasons for | ¢ ;5 ddlaie Cland @lllia
511018 |10 9 13 . excluding any £l slasiad
elements?
Does organization's | 5_la) bl canlii Ja
ISM Policy s Sl slrall Gl
adequately reflect b P | C PN PV
the organization's PR I PR RO
41151213 |17 |16 ] (1| | general Mﬁtﬁd\sm :
L : SN
characteristics and
its strategic risk
management
approach?
Does ISM 30a) o (3-8a3 Ja
incorporate the S Gl gladl
organization's daaldll JleeY) calillaig
business Al ) Asla) s sally
5/120(25|21[17|20 L1 |03 |00 | requirements plus | )" s a5
any legal or el il A i3
regulatory ’ el ;S,.A\
obligations for )
information security?
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Findings

. Partiall
Flz 8|8 |E |8z v |
50 ¢ |E |2 |2 |2 |8 applie Z = Questions
Z|l® |5 || & | & |8 d @
. = N @ =
Has it been formally | 5280 Jwl 5o (paiaii Ja
approved by hlas anil iee i3
management and G ol glaall
6 120(25(21(22|12 1 |O|0d | setmeaningful | 3 0 lgile 25 nal
criteria for evaluating e oY)
information security )
risks?
Risk Assessment (14 shlial) ol
Controls)
Is there any g g bl Ja
systemic risk ¢ hladl apdil daiia
1 3
101131101 9 | 8 . assessment
method(s)?
Are the results of AL sl aa iS5 Ja
risk assessments Ly sale ) g 45 jlaall
2 g2 ly 4y
615 577 i comparable and
reproducible?
Is the risk A A4 Hla Cpaalt oy (Ja
3/ 7/ 6|18 8|6 (] |[]|[] | assessment method | L. le slsy jhl il
updated as a result? ¢ s
Is the definition of ol gl 2 paasa 5 (L
criteria sensible and | ;i bl a3 s Al
practicable in G JS iy la gladll
4 . - 0
9| 4110112110 i relation to ¢ ukill L8
information security h )
risks?
Are all relevant in- aill (e mia i s
scope information Ll slrall Jsua¥) paen
518191878 L) {20 | assets included? s Jale (e 53 g sl
$la glaall cal 303
Are responsible PSRV INRYCIRE RN
owners identified for | ;o (A<Il) 55 uall
6 . -
1 1 1 1 1 . all the information a5l slaall J g
assets? ]
Is there an adequate | Laydis Solaiasg Ja
7164|569 [ ] [L]|L]]| analysis/evaluation felaagill Lals
of threats?
Is there an adequate | ais Jdaia s g Ja
analysis/evaluation $la ili g el jadll cals
8161 7]18)4/5 i of vulnerabilities and
impacts?
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| Partiall
§ ; § § § EU’J Z yl‘ z Questions
2|4 22|38 M FE
b N @ =
Is there an adequate | LS 3-fsiaagnda
documentation of VL sl ca TRl
9159|326 [ 1 |[]|[]]| risk scenarios plus o e e lLal
the prioritization or fled el f
ranking of risks?
- Risk Treatment Plan Jhlial) dallas dade
Are appropriate e (i agiaida
“treatments” bl Al 48t o ubia
101101218 11119 . specified for all 944 y2al)
identified risks?
Are changes suitably | < il a2ty Ja
ni 64,5178 L fitted in tr?e plan? Y .. C::L;Je\-‘_’wm
Is the Risk Curaigaladin) a8 Ja
Treatment Plan bl Al A alles At
being used and 3alS Al Al 3 ) gun
28 |10 9| 8|5 [ 1 [UJ |0 | updated proactively Scila slaall (pal 3510Y
as an information )
security
management tool?
Are defined controls | aSaill Calaal ,dad Ja
objectives and | 48 yadl Sai Vel g il
B8 71216 07 Hpg selected controls fan d}fm@\;
satisfied?
Is the organization gl iy @ o
effectively and A8 99 A4 Mad Aaa ya
proa_lctively revie_wing 30 oldas 3 ki A Y
the implementation | - s<lall cila sladdl oyl
ensure that the iadlae i 8 A4 yad)
1wl 10918112111 0 1010 security controls al_mwlj}k Ll

identified in the Risk
Treatment Plan,
policies, etc. are
actually
implemented and
are in fact in
operation?

L;AJLAA:LS.LEA 6@\___}
) ¢ Jans

Management responsibility (9
Controls)

5y @J‘gm
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Partiall
§ z “50’3 “50’3 “;‘J § Z y z Questions
e S  Applie ™
z|& 2|22 |2 |f Mo ¢ B
. = N @ =
Are there enough idSa)gaclilia Ja
resources allocated | 5 la) L Laild aiais
1 (2017123122119 [] [[]|[]]|totheISMSinterms | & o w el aglaall
of budget, 3o all il
manpower etc? ¢4, ALl
Are sufficient funds | s)l¥) v aai Ja
allocated by Joad e Ldls Sy i
management to Llzad A allre 5 dgal g
address information | .. - - 2
2 1151714 |13 | 16 [ |[J|[]| securityissuesina | ., RN
reasonable ¢y i)
timescale and to a T
suitable level of
quality?
Do the top Adda o) padl oyl Ja
managers seriously | JMA e clasheall (el
3/6|9|61|4]|5 1 []/[] | committo ¢ il
information security
in their behavior?
Are necessary Tl gl cay il a5 Ja
competencies and I3 WPON | IR W | 5
training/awareness A il gyl
nformation seourty | £ ds—s)
£112) 1311131 Hppupn professionals and / ph s Shestaall o
. o ) ga¥) A jaas
others with specific | 2~ ‘,“ft; ¢ "
roles and s
responsibilities
explicitly identified?
Is there a scheduled | 30rseddgaa clllia Ja
5110 8 [12]11] 9 (] |L]1[] | reviewing, at last 8 — ¢Aaal jally oLl
once a year? ediY Lo U s
Does management | 1523 oyl o alid &
play an active part b alaial) _dia g Yl
6 _ Cale ey
6154|510 Loy and is fully engaged Phaal el Clilee
in the review/s?
- Internal ISMS audits L&) e glaal
Is there any internal | 4dals kha gl cllta Ja
7 8 7 6 10 8 |:| I:' I:' audits plan? U_“i BJ\J“ uaéﬂ
il glzall
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Findings

Partiall
g z “;J “;J “;J “; z y > = Questions
) S  Applie r

z 14|25 |B |58 N ¢ B

. = N @ =
If yes, are aad Gl gall GS Js
responsibilities for dlac 3 la) Gl g e Ja
conducting ISMS A e Al sl
internal audits {

518197 )6 )10 i formally assigned to | -, aslaa L gl 4S5
competent, cL
adequately trained | <~ e u“f,z:
IT auditors? )
Does ISMS changes | 5 )3 aldai cuni s Ja
in response to the o) il glaal)

9 115115117116 | 12 1 1[]10] iden_ti_fication of > PN (Y KON
significantly changed | ; byl
risks? €10 saLe

Information security policy (15
Controls)

il pleall el bl
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Findings

| Partiall
g z §’ §’ §’ §’ z y > = Questions
) S  Applie r
z|& 2|22 |2 |f Mo ¢ B
. = N @ =
Are the policies Jsds agdy Jali iy Ja
communicated, Paalaiall culubaud)
understood and
accepted? SEA RV EPON,
e Standards for N N
physical security Lesliala 38
of the computer ,'| |
Qle) Y\ [ ]
and L
telecommunicati | >0 =l
ons installation | *o———=
and associated Sl w‘;
facilities; o dsaall 8
e HR procedures | phai——ul
11 governing Sl 2
115 11112114 23 [ access to and SR Pt
use of IT Gl 4 gladll
services cla i
(usernames and e
passwords, e S
disciplinary i 2
dwals cilg) yal
procedures); o Rk
[] (1] End user o (Cj‘
guidelines I
covering PC u“**-‘—*“”
software Uiy (3 L
licensing and zal e pad)
virus prevention, | ia ol sall
etc? Gl gyl
(&
Are they reasonable | djihic bl sda Ja
21819110167 I and workable? € kil 418
Do they incorporate | ciluludl s2a JalSi Ja
3/ 513|481 5 [1 |[]|[]] suitable and | A ulie aSad @l ol ae
sufficient controls? fois
Do they cover all | <lubudloda Jhsida
essential computing | Al PENI[FEEVEN
4|/ 871106 |5 (1 (L](L]|and o all A aheid)
telecommunication feLaYl
services?
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Findings

. Partiall
§ z g § § § Z yl- z = Questions
2|4 22|38 M FE
b = N @» =
- Internal Responsibilities and FIREU I RERI PP
Communications Jual sl ellf g
Are the following | Lo Jaéiy <oy =i 23 Ja
positions well Al Cualial)
defined and
activated: Ciall e e o
. J55—ia J5Y)
e Senior .g;ar;agle_I[ Lan ol oS3 o e
O|o| Pt L
! Lg_m\ EJ\JJ}
¢ Information R =
Hiim security Ol iloadl e
professionals; #lote cclasle
Security oo sbes Aok
administrators; Gl s e
LI|7|e Sitelphysical Al 5 5-all
security manager | a—3sall 3
504 |5 7|2)|2 ] and  Facilities | blsi ) sliacis
contacts; .38 yall
[] ] e HR contact for | LL g, ¢ cac o
HR mat_ter.s _such 4 il o) gl
as  disciplinary | | & i ;e
3’(;Elr1oi:g' and O e i sheiall
[] []|e Systemsand il dl':j;”
ol
network A
managers, “L““ gl e
security pranal «S3d
architects and (oY) JSael
other IT O pd —E g
professionals. e B
sl S
Ll glzall
Is ISM given Lrda 5oy daad S
?_uffir::ient ercr;phasis Lot Lacay (a0 5 5-3)
is there a ‘driving ecila AR
615151456 N DDforce’?)and aubakeal
management
support?
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Findings
Partiall
Fle |2 E|E|E8|2 v . ’
5 : 5 5 5 _5 & Applie 5 = Questions
Z|l® |5 || & | & |8 d @
. = N @ =
Is there a senior | gala (saficclllia Ja
management forum | ;w5 s colula Akl
to discuss ISM | Ll sl el .l
7121411312 (OO policies, risks and | | __all o oL a e
issues? o) ia (e ) sSe dilaial
Y Caall
Are roles and Dl ey miaida
responsibilities T s—a s Sl g5l
8/ 8119|6710 [1 |00 | clearly defined and | Sl 5l o) ;831 s s
assigned to skilled fles aLall
individuals?
Is there sufficient co- | oslais Gawii SLllia Ja
ordination within the | sas Jll 5 sl e CilS
9132 [2|3]|5 [] [[]|[]]BU (business unit), | Lo culaa gl cigalaiy)
bgtween BUs and il il ey clgin
with HQ? ol
Are the information Gaa A lee e ()
flows (like incident | x4, S 4) cil_a sladll
0| 5|/6|6|5] 3 (] L] |L] | reporting) operating | il (& gall )l
effectively in Sadl sl )i e
practice?
. Aaal) ) Y-
- External Parties La Al
Is there a risk YL (panal o3y Ja
analysis process in >SS 1| 9
place for 3" -party o Al Gl LS
nl10!/1121111 9 | 8 [1 |[]|[] | communications and Py 13y Gall
connections? () Gl 5,5
¢ Ll
Is there any | Jssese 38 ol el Ja
individual who has | 14 i (ko
responsibility for | G, Ly Lo 5 >l
25 |3|6]9]|3 (1 |[J|] | ensuring that all 3- a5 A8 A eal) A
party links are in fact LAl iy gy yas
identified and risk T el
Ples dalaiall
assessed?

180




Findings

. Partiall
g z g g g §’ z Y. - = Questions
) S  Applie r
z|& | B[22 |8 a ° @
. = N @ =
Are ISM
arrangements in | gal Lo claslaall Cl
operation on 3-party Al daiily aal yi o Bl 4l
B 7(7]19]8]|5 [ 1 |[J|0L] | connections e ¥l G,k
routinely  reviewed e i 5 4200 Gl , Y
against the el oo
reguirements?
Are there formal | sy 2sdc llla Ja
contracts  covering | &l g ) 1 o lais
3" party links? LGN Cal Y
D D . Ownersr_lip_and idysmasdisle o
responsibility for | g )
. :_Sél\g/llallssues? S PN
. il glzall
?
HEn requirements? - Ladl e
e Protection of o1 x s
1] systems, Ran
networks and i‘"‘L"’y‘ “—'L“ .
data via physical, S
logical and the O Glhasall
right of audit by | Ailaiall A alill
the organization? | G3— il
14 )
121151 9 | 11114 L] e Procedural W WA |
O controls business | flgle @l
assets, Saill Gl ja) e
availability of i el
serw;:e? in the a5 < sals
endl |
management R s
notification for “:’J‘H‘
security e.)u—“-! So—hs
incidents? Sl sally 510Y)
e Security $431aY)
O clearance of |\ G S
staff? S (o, L)
st
?L;\A.m) L;“‘\j‘

181




Findings

. Partiall
g z §’ §’ §’ §’ 2 [ > = Questions
) S  Applie r
z 14|25 |B |58 N ¢ B
. = N @ =
Does the Jlac) J&iagde Ja
outsourcing contract | ;jeat s A Gl yhY
5131213 ]4]2 LI |00 |0 | adequately address IS Al Ll
the previous issues? Sl
Information Asset Management (7 Jga¥) 81
Controls) dila glaall
Are there any Gl ia ) ol ila Ja
arrangements to Ahay oLl 3 tai
establish and Js Y1) ia
111511311213 | 21 HEIENE maintain an e e
inventory of i
information assets?
Is there a | aSad il g8 el llia Ja
‘registration process’ Shaad) dakail) Gulas
21119 131012 . for new application
systems?
Are there asset tags | «ay =3 48Ua clilia
on all PCs, network | le iladedl JaYl
eall, A
Are power and data | LSl <3S aea o
cables clearly | «z s g 4 gina Uil
labeled and are | sDLY clbbhia &
4115120181210 RNy wiring diagrams kept Gaal g JalSIL 3 giae
complete and up-to- ' el
date?
Is Information ot At et S (s
classification in e A dll Gl g slall
place, covering dal (e Jlee Y cilillaia
business ja Al gy, )
5117 | 15|19 |16 | 18 HEEIE requirements for 2 *;L;w‘j
confidentiality, o
integrity and
availability
Are appropriate | TR P SV g B
markings used on daall g GGl 3 daulia
documents, forms, R . PO i
6121510 |10 |13 [1 ||| reports, screens, ) L

backup media,
emails, file
transfers?

=959
Scalal Jiiy  Lbaay)
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Findings

| Partiall
§ ; § § § EU'J Z yl‘ z Questions
2|4 22|38 M FE
b N @» =
Is staff made aware | clallia olSH =y o
of the corresponding | ula 13 L) oY)
security faulial) 3l sall
7| 151014 221 15 RN requirements for .
handling sensitive
materials?
Human Resources Security (5 44 e aY) cldliia
Controls) g ) 3 ) gal)
Are information Ol il Jag ) a
security roles, J=i¥) g il sladl)
disciplinary a}cﬁ_o_ns Gl g5l g Al
efnedmios | SRt
descriptions, terms ﬁbﬂ‘ *;; }J‘i
112513027221 21 alinlin and conditions of MJL\ ‘éJj__J_q_éL}ﬂ\
employment etc. for ;
specific IT security Al pal A ol
system/network L o S
managers, el sl g gl jadll g
managers and end fddle 3 ) gan
users in general?
Are there Al wbae el W J a
appropriate HR ) gall duilia Cile) jal g
policies and foalia At s Ay il
2120\ 17117124 ) 22 0oy procedures that fuuﬁu:j)&):j‘
transgress IT
security rules?
Are there enhanced | [Lial cllee Sl Ja
screening processes | / <l Jal oo dbaza
3 125(22|26|25|27 (1 || | for staffimanagers in | ;S fayaaiy o) ol
particularly sensitive fiulal) g8l sall
roles or sites?
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Findings

. Partiall
§ ; § § § EU’J Z yl‘ z Questions
2|4 22|38 M FE
b N @» =
Do end staff and RPN [P\ g Y
their managers Lo sty aghl e
routinely receive el e L ulie
appropriate_ training | sy ot Lay il shell
on information el 5 3 aaall 5 CailLa gl
4120 18|21|2120 O |O|O| seeunyincliding oy “guaat el ol
responsibilities, login | S e
procedures etc., Al e plall oyl
within the context of Il slaall Lin 51 53K
general IT systems
training?
Are there any o Clel ya) Al @llia Ja
procedures and/or G—Tlati a5 ) of
guidelines relating to | il ladll yal 5 aling
51100131 9 | 8 |10 O 1010 |n|format|o_n security | &l 5 5 s Qy\‘é o
elements in th_e _ Sk sll i 5f Janl)
cases of termination
or change of
employment?
Physical and Environmental dalll (e GaY) cilallaia
Security (23 Controls) il 58l g Al
Are discreet facilities | iaSa Jiluy aa s a3 Ja
sited to minimize G oS Y laial) Jodadl
1132|432 [1 ||| disaster potential or | sl gl Jlall Call<s
cost of protective
countermeasures?
Is the construction e YL o s oLl Ja
physically sound e.g. | S« ¢i_aldl i_alill
234|322 L] L] | walls go "slab-to- sl Aial jie o aa
slab", thick solid ... Al S
doors, etc?
Are suitable access | dulic iakail Gk Ja
control systems Jsaa—JhaSai 1l
31 311131415 (] || | employed with el Alladl cule) aYl
matching ‘
procedures?
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Findings

. Partiall

g | % §’ §’ §’ §’ 2 [ < Questions

155 |2 |2 |2 |5 Aevhe & 3

Fl®|e|b|& E|" 4
Is there appropriate | dgles el ya) clilia Ja
physical protection G N P RV ST DA
for e>_<terna| cable_s, (el @l Cale i Al
junction boxes, air L) o ) (el 3y s

s 5016l 5]4]s5 alinlin conditioner chillers, am g e Jalas
microwave dishes, D snmmiddl s o soat
L : sl BB B
air inlets etc. against € sie a2l
accidental damage e O
or deliberate
interference?
Is there any Jlwga el Ja

protection/control of | 5 1% a—Sa3 A laa
fire and smoke, €.9. | Jia glandl of 3 ally
502111221 L1 (U] | fire-resistant/low- IR U

smokg consf[r_uctlon AL /3 jall 3 a gLl
materials, wiring,

atc? oAl Hlaa)

Is there any oIy anda
611|111 (] [[]I[]] evidence of SCA|

smoking?

Are no-smoking pre &l L) i si Ja
7161914166 . signs displayed? 7 sa 50 (paail)

Are fire systems and | Llay jasi iy Ja
interlocks regularly RS R ] I SN

i ted and B J-aall § (390 yal
8| 775|106 1 ||| "sheet s Q5 (55
_malntal_ned L& 5 Ly
inspections by ¢ putilasl
professionals? i
Is there enough idSid e gdaagda
awareness of fire AAY Glel ya) Joa
214121536 RNy evacuation €yl o e
procedures?
Is there an adequate | G— S La clllia Ja
UPS capacity to Dbl gLkl axe Gilas
support all essential s 24l 2SI
w|7|8|5|9]7 O 10lO; el (ks (s e

computer equipment |z, Jiail il jeatl 44l
and peripherals, and | ; P L)

all such equipment? flele i
Is there an adequate | 4l S 32 oo lllia Ja

1| 8|7 |16 |9 1 (U] |0 | Back-up generator LS Frs 0l Alalgia)
capacity?
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| Partiall
Fle |2 E|E|E8|2 v .
g s »5 »5 »5 _5 & Applie ? = Questions
Zl® |8 |8 |85 |2 |83 d @
b N @» =
Is there adequate Ay als ellla Ja
221211 1 3 (] [[]|[]|AC capacity to J—aall d_alladd 48l
support heat load? Sl all
Are there adequate | = S La clllia Ja
redundant/spare sl A hliay) L)
units or portables e 1A aliall 4 gesdl)
Bl1 1] 1]1]1 [ 1 [[]|0L] | available to improve 5l Ailpaall 5 A3 g all
resilience and permit i Siasall 5 o
maintenance without
affecting service?
Is temperature Gl ules jhg W) A
sensing with remote- | (3¢l )&l acaidy i sa
reading over- Ao 0 3305 <A 5 e
14| 8|12 5|59 [ || | temperature alarms | Ty a5 1, all
and incident 05 ) shall sl yal
procedures
available?
Is water/flood i€y aia allai aa g (o
protection with Gt Jea dmy HIAg)
15/ 7(8|8|7]|5 [ ] |L]|L]]| detection and Pl sha 5 slsall
remote alarms '
applied?
Are computer and e A bdlaall iy Ja
telecommunications | o, & i_dlsidag,
] 5 3 6 [ ] I rooms maintained in YLty s <l jueail)
clean condition?
Is there a special alddallacaa g da
7| 33|52 2 (] ][] treatment for dust $ Jladl (il
avoidance?
Is all exposed JSLel) 288 s 5 Ja
metalwork earth Leday 5 5 48 038400 dpiamall
bonded to a PSRN B S |
82| 12]2]3 (1 U] |0 | common safety ﬁ, Ll uaf):“i
earth point for both SRS el el
safety and static )
reduction reasons?
Are lightning ol B AES by at Ja
conductors, cable S J )l se aelial)
19| 8 7 6 1101 9 D D D isolators, and fuses Al el Al oLl 48

etc, mounted where
applicable?

S s
A<y
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Findings

| Partiall
g Z 9;*3 “;‘J ";‘J g z Ve oz X Questions
b N @ =
Are all physical Ahay Jiii oty Ja
equipments Al )yl 4 8IS
operated and Jeall coas La jlidl g
0|l 213121112 0 00 maintained as per il gall el e
manufacturer's Leal) Liaaa i) Ayl
specifications and ) il
tested on-load
regularly?
Are all physical JlwyddlS i Ja
2100 51 3|7 |6 | 4 [ ] |[]I[]]| controls following ol ypnil) Al a8 )
major changes? €550l
Is there any da pacdglee 22 da
management Jsa¥ A1) a3 Gl
authorization o 28 50 (e dgila gladll
215141665 RN process for removal & e K
of information assets
from site?
Are there any secure | il ciblee 2 elllia Ja
disposal processes | bl = e Jeal e
to erase sensitive QLS Lpadl g Al
n| 24|21 1 alinlin corporate and Ll oA il s Cpe
personal site data J A 0 AL
fully from removable ’ ‘?L«_‘ qﬂ\
or fixed media ’
before disposal?
Communications and Operations el clalas 3 14)
Management (31 Controls) alaiyl g
Is there a full set of | Jlall &8l y 8 2a s Ja
security procedures | ;<4 LIS i< gaas
1164|767 [0 || |inplacerelating to | i_alaiall ¢y Y1 cile) 1l
general IT Las o) 563 Qi il
operations? ¢l sac o sladll
Is there a full set of | JLall &8l 8 2a g Ja
security procedures | ;o i WS d_c sana
) in place relating to el oY) Cle) )
6|7]5]6]6 Hpy systems and A<l 5 Aadasy) 5 ol
network
management?
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Findings

| Partiall
§ z § § § EU’J Z Yoo z = Questions
z|& |2 |2 |2 |2 |8 M ¢ B
b N @» =
Is there a full set of | Jladl adly 4 2 s Ja
security procedures | ;o i LIS d_c gana
3/ 6|/ 8|5|5]|6 [ 1 [[]|[]]in place relating to i) ey o) yal
incident ) gall 3,100
management?
Is there a full set of | Jladl a8l y 4 2 s Ja
security procedures | ;< i LISi_c gana
4| 6 5 7 7 3 D D D in place relating to IT | i_slidl ;Y Cilel yal
security admin? a1 iS5 el 5ol
e slal)
Is there a full set of | Jall adl5 8 2 gy Ja
security procedures | ;<4 LISd_c gana
502141211111 C] (][0 | in place relating to Lalaial) e el ya)
change ¢ yuaill 5ol
management?
Are the previous Sl jaYl oSadll o Ja
procedures e A B s Agludl
6 3 6 2 2 1 D D D reasonably well - «:ﬁ;:‘ daalil)
controlled? '
Are corresponding A,V e ISy s
responsibilities ¢ Anulite Gl g
12|21 3|2 RN assigned to e s
individuals?
Are there Js8 Gl sl s o Ja
acceptance tests ity Olall oy hadd g
and capacity PR WAL |
812111 ] |[J (]| planning including il ;‘; laal
CPU usage, disk Al A day
space, network d
capacity, etc?
Are acceptance Gl lial) JalS 5 yad Ja
tests completed prior | ikl alsiiu) J8 J 58l
ol 111111111 [] ] I|[]| tothe introduction of il s
new systems onto ‘
the network?
Are fallback Glel ya) duaas iy Ja
arrangements e gl s BalaiwY)
021331 (] L]0 | updated to reflect 22 }m:f\\r? ey
new/retired Siartiiall 5

systems?
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g z “;‘J “;‘J §’ §’ z y > = Questions
) S  Applie r
z|4 2|2 |2 |58 M FE
. = N @ =
Are there Gy ) paiuly oy Ja
continuous/frequent | o ~8 p xa yilg
virus-checks on all el Aol ol gall
11 . . : -
1 1 1 1 1 RN PCs including v n i enall s Lgia
2gandalones/portable Ol gyl
Are infection levels Gl giiee (farddi ot Ja
minimized (is the Ja) Laall 3 saall Alay)
213131324 LI 00| L] situation broadly a5 ylasndl a3 guia gl
under control)? ¢ (Al
Are staff and A5 el elliag Ja
managers aware of | el ya) Jon 48 y2a
the protection |l e A Jlaall
13 : - : = O =
121 1 1 N against malicious < Al 5 A5al)
and mobile code -
procedures?
Is there a sufficient La 48K Ales 2a g0 Ja
protection against aal e il aagl)
4| 5|6 |4|7]|3 [] [[]|[]| Trojans, worms, aall laall a4k
spyware, rootkits, el
etc? ¢, Alilaid)
Are backup G iy B et o
strategies and Glel ya) g lad) i)
56| 41|41]10]| 5 (] ][] | procedures g aliay) el
documented and i
tested?
Do these strategies | oA—a — i J—»
cover data, el bl bl 1Y)
programs, system caldaall ldle cal 5l
files, parameter files, &l el Ll il
etc, for all systems | 7 4,25y J !
including servers, vl ) cileradll
desktops, ;s il A
6| 3 |4|2|2]|4 [ 1 L[] phone/network Y T e
systems, Sl 5 )] Ak
system/network Al Aoyl el
management Aalail A ganall 5 Lg3lay
systems, S, aSaall

standalone/portable
systems, control
systems, etc?
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. Partiall
§ 5 g) g) g) gn Z y .
50 |2 |2 |2 |E |& Applie Z = Questions
8|2 |58 |8|® 4 ’
Are backup gy st yiay Ja
7| 33|23 4 [ 1 |L]|L]| frequencies and flalic alia ¥ gl
types appropriate? )
Are backup media il il g Ja
protected against 2 A geas Ghl gyl
loss, theft, damage, | . AP | ¢ aall
8| 6|39 |5 |7 HEiEnn g:]esiﬂglicgliggof?oth L;j:j ‘;\ni_,_‘dé_,b;j\
- a . .
site/remote storage? A e 5l e
Do all backup media | gl Ll § aes Ja
listed in the § 4 gaall  JalsiaY)
19 3 | 1 5121 4 HEEI procedures/records ?A? jx\ P jj )_'_;y\
actually exist? §lis 53 53 50
Are security Glel ya) Bdigi o Ja
elements of network | i__alaiall a<y &) 5 )y
2021|322 [ 1 |L]/L]| management €Y ualing
procedures properly
documented?
Are information AVl A daxiaida
security aspects Sl sladll (paly dalial)
such as security A el ) J
a1 2112124 0oy ardrangements for Gy Ll c_‘.j}_msm
3"-party connections SIS 5 gy L
adequately covered?
Is there an up-to- Garaa Jonns i Ja
date and complete il dda il JSI JalS
2|4 | 3|54 4 [] [[]|[] | assetregister for ol 8 ¢ L aY)
tapes, removable ol Y1 G U ALY
disks, CDs etc? ¢ daikad)
Are archival media dga g e 2SU 1y (o
duplicated and O Ol 5 g (Al
B 3|52 111 L] ][] | verified prior to adl e Jd el
deletion of source ) PRI
data? i
Are archive tapes absale) s sl L Ja
ul 214121111 [] |[]|[] | periodically verified | JSa 2 sall dda Y

and re-tensioned?

fpre s S5
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Fle |2 E|E|E8|2 v . ’
5| 3 5 5 5 _5 § Applie Z Questions
18 |E|r |8 & (% 4 7
Are there Ly o Bliall 2y Ja
appropriate controls | Jil. g 45 3384l il
%5 3|3 |42 4 1 (OJ |0 | to maintain f4lic oSa3
confidentiality of
stored data?
Are there suitable aSai Jilws aa g Ja
security controls for | Jal_al 4yl 4yl
213123126 i exchange of el slaall
information?
Are there any il Gl siaa g Joa
security < i) Jad e dilia
27| 4| 4|3|4]|5 [ 1 |[]/0] | arrangements for )y ey,
Internet, Intranet and ealaial)
related systems?
While using or plasiul ol 31 Se s Ja
providing Web- Dl miatll J S 535
based applications; | i.aai s e https
is there an enforced | _lo dlda)l cilinkill 6 6
use of https, for Anlaal @l gl
- I L L IR I Eppup example, to protect | - s i uliall el sl
sensitive data en il (o Lggan s
route between S sl ardag
browser and Web
server?
Are main systems Jsaall A8l e ain Ja
monitored for A adaly) e
2905|4567 [J ||| logging and Gaaly ) L ey
reporting security eiiay)
incidents? |
Is there a process in | il ilec 2 a g Ja
place for reviewing > W P JVN (Y W P v
and responding Al dlan WY
V2131231 | EyE appropriately to Salall dudy) ey
mtern_al or external £ oa il Leia
security alerts?
Are the logs and Gl P WP L PP
reports followed-up | slaicly Ll g Jgaall
31| 3| 23|41 L] (][] | with principles of Ay ed) sdl s
responsibility and $inladll 5
accountability?
Access control (14 Controls) J‘Mﬂ"';s.aj‘
$3lg
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Fle |2 E|E|E8|2 v .
g5 g »5 »5 »5 _5 & Applie ? = Questions
Zlw |5 |&|& | |8 d @
. = N @ =
Are business Gisill g Gaaill a5 Ja
requirements for JacY clllyial Al
access control Jsaalls Sanlly dalatial)
115615145 . ggcc):ﬁﬁrrllgnted and G5 fu‘dﬁm
faila glaall Y (¢
approved by ) =Y (o=
information asset
owners?
Are business Ll el as Ja
requirements for Jal e Jlee Y1 clillaial
access control (for Aast) Jsaall S )
2>l 10l101 121111 7 0O OO breadth and depth of b (e see 5 Al
coverage) properly | 2y 1 gl cii sl pal
included in system c. zy\ Uas .
security design e
specifications? ]
Are access rights GBsia S Lasale Ja
3/ 81819916 (] |L]1[] | normally limited as A 83350 aa Jsaal)
far as practicable? 96 Uniuaal)
Are access rights Jiaaigdaal jeais Ja
regularly reviewed Ll Jaa ) 348
7 6 9 8 5 D D D and modified as far faalall Cues
as needed?
Is management pay | Lalial 3 ,lay) ‘Eg); Ja
special attention to 2 aSaill Jilu gl Lals
access/account dalaial) libaal) /J a0
controls for the seld sl %
o 5 ‘@ GAJA_\_A.&A.\
5/ 5|5 5]4]|6 (1 |00 users of privileged 5 ikl el
system-, database- ' <) ol .
C d—8) &l iy
application- & N (il I
network-managers? | &0 (&
etwo anagers fiSuil
Does the O A gall Ao Joa
organization suffer el Baladi ol sel
from abuse of caiat Joa Sl Hiay)
6 - . Bl
8181873 Epp i privileges? Is this . i Al sy
case classified as a el LAy
great potential? )
Does the Jils 5 A el Al Ja
7189|7610 [ 1 1|0/ organization have ¢ el L) Wil

password controls?
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g z §’ §’ §’ §’ z y > = Questions
) S  Applie r
z|& 2|2 8|2l 9T F B
. = N @ =
Does anyone ALl o 8 6l il Ja
routinely check for Gl o 3T 3dn )
weak passwords ie &g ddm all gl
8 - 3C 519 A% B
811017 /86 RN and follow-up with s;i_“ﬁﬁie:; Wy y/
user security
awareness/training?
Do authorized O el ol @Y1 a6y Ja
individuals Glaphill J) Jsaall asy
effectively limit eile Loy claasll/
9 3 O
61513889 L DDaccessto
applications/services
?
Are network nodes LG Al s Gl s Lo
authenticated and Ghlie Luuliy Gaailly
established distinct Jasn ol A alia o 4yl
10 ) ) ¢ g 3
109 |10} 9 112 i security domains e dleall ()0 o
using firewalls, key - e A s
lock-out, etc?
Are session timeouts | L&l 48 3 ki Ja
implemented on the | cud gl Mla s 4udA)
desktop, network, N el @l e
11 o : g
213|321 U |0 application or N X IR B T
operating system ¢ il
levels? )
Are suitable access | aSai JilwgaagiJoa
controls in place, O—e cdoulia Jsaa 14
ndvidual vser | o e
Indivic aail) ey yaill i,
2110| 8 [ 10| 9 | 12 HEEN fliﬂtelztrﬁia:zir sl cpoiiandll s
' el el cdiad gall
automated access & Aiaiyal
controls, encryption,
etc?
Are there any St JilusaagiJa
security controls ) gally A alatia dyidl
relating to mobile, Ol i) ppandt )
home users (remote | (. sl ¢(amd) J 52
- bl J 5
B, 7| 7|7]8]|6 ] [ || access), laptops, ( )

mobile storage
devices, VPNs, etc?

8L .)A.\S. ) d:ll_a.n} (ANl

Al € Al
Ll i ) iyl
ol
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2z &322 (3|8 " ¢ 8
b N @ =
Are portable e blall iy Ja
4/ 6 | 6|5|7]|6 [ [[]|[]| systems maintained | il Sa3 iy
and controlled? 4 ganall
IS acquisition, development and Ll lae) cbuds)
maintenance (13 Controls) ila glaal) dakisf
Do changes trigger | <l il et i Ja
security reviews/risk | api/ dsial dzal ya aldl)
assessments and, if | sl 3 (A
L7985 7 . necessary, re- Ja @L::}y\)im S
certification of i eialall
systems? )
Are formal systemic | &b plasiul iy Ja
21 7/19(8|6]|5 (1 [UJ |0 | methods used SaUsiily Lingie dyan
routinely?
Are data controls aSat Sl s (3adai Ja
such as input data bl Jal e dulia
validation, Ladla (e (3aadll e
processing Galleall s AL
311515131517 ] 10 (L] validation, 4l Al ¢yl
encryption, message e
authentication etc,
employed
appropriately?
Has a formal policy | <lowlbs Galaias Ja
covering the use of | alasi Wy xidpe )
41 9|65 /|12|13 [ 1 ||| cryptographic €1 ol oSl il g

controls been
implemented?
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AR AR ERE: y < Questions
13|22 |2 |2 |5 Aele Z 7
18 |E|r |8 & (% 4
If yes, is it covers: and laY) il Js A
tJedi Ja
[ ]JI[]|e Thegeneral
principles under | cilaglas oo sl o
which business | Yl
information leiden o gias
ulln should bg tsadl
protected; 1l
e Standardstobe |. )
. 4_.\.;\55\ Jﬁl_bd\ °
applied for the S
effective Jeamad Gkl
1] implementation | ~—& 4—lad
of crypto; e S
e A process to -:‘-Jﬁ‘
determine the Aol ull e
°| 9| 8110 7 111 N (1107 Ievelof_ ileadl (5 giusa
protection to be Adnhd cal )
applied; il —das ) e
¢ Management of Lt Ly 4y 5ol
crypto keys, A d |
HN including ;QI_AM‘
recovery of Pelm s
information in the | = &= —
event of lost, S I
damaged or ;C‘;”M‘ sy
compromised Gl e Ll e
keys: A8 0 cilllaia
e Alignment with
any documented
requirements.
Are there adequate | ~Ss3 JilugaagiJa
controls isolating saill Aay J el A8S
development from e~ e gadll
6| 5|67 5|3 0oy testing from i o2 el oo
production
environments?
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. Partiall
g z §’ §’ §’ §’ 2 [ > = Questions
) S  Applie r
z|& | B[22 |8 a ° @
. = N @ =
Are changes Gl yuaill J g8 arian Ja
acceptances built on | o faiiadl 2 S5 e
professional Y Glaaadll fenl )
7110|1011 9 | 8 [ ] [[]|L] | ensuring that il il el dand
new/changed cases | T e 2y
do not disrupt other e
operations?
Are changes | S | 0 B P Y
properly L pllll @l ) pae 5S35
documented 3,0 (e Lgdiaal
8 S ' )IY] O lgtatan
81918197 RN justified and
authorized by
management?
Are tested data Glilni e iy Ja
derived and e Ll aany cl LAY
9 _ e 2@l
41414135 i protected against eaisl)
disclosure?
Do control pSaill ilel jaf mllad Ja
procedures cover Al &l yail) apaal g
significant changes | iy, Al 4oty _a
10 : R e
5131576 RNy to computing and SeLaty) Jils g
telecommunications
equipment?
Are there suitable ulic allee aa g Ja
processes in place O 0—3e Azl yay el
to review the e ad Ja Ay
inventory of Systems | s alaie sl ¢l wa5 -
11 : . el Gl s e
7|7 7186 RN and identify whether fles
announced '
vulnerabilities are
relevant?
Are patches Al @l s Ja
assessed for A Ea il )
applicability and SO\ IR | C P WG PN
2| 7|76|9]5 O Ol0 gl Sl A

risks before being
implemented?

8 L jhalie g gl

Ola Lt
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g Z 9;*3 “;‘J ";‘J g z Ve oz X Questions
b N @ =
Are the processes Gkl il _lee
for implementing iaa gl 28 045 A
B 77 |8|5]|7 (] ][] | urgent patches ;)}juﬁaijh
sufficiently slick and 94 yiie
comprehensive?
Information security incident Cnal &) ga 3 0)
management (4 Controls) Cila plaall
Are those who e Ol ataiy Ja
should be reporting | sl g all ji )l & a4
security events and | Cas_all Ll &5 4yl
weaknesses aware i< (-
1|30 33323025 O |00 of, andinfactuse, | 23 &7
the processes f_or Ja elly e eA‘\JU ¢aledl
reporting security s L3 gariion
events and TR AT
weaknesses?
Are the policies, Glalealls o) 3 S Ja
procedures and Calald yY g #0 6lll g
2125126272027 D D D guidelines followed - ?é‘ﬂc‘_’ub)i
in reality?
Does the dallas el g1 Ja
organization have a | s lay L wids ol
relatively mature (ial) faril) (sl gal)
incident (ominaill J il
g}izzgsmem 31y a6l el
evaluation/investigati SR %:fﬂ:JUAj ‘
3/20/18 /19|21 |22 [ ] ]I/ on, corrective action fleadl o= 2
and the other parts
for managing
security incidents
and improving
protection
opportunities in
place?
Is the organization 8 ) sy s (52 J—a
proactively learning | (e alaill Llee dlial 5ia
from incidents, daca 1 gl |
4 125(23(22|29](26 [ ] (L[] improving risk i: JL\_J;JLTJM
knowledge and e sl 4 aSai
security controls eyl IRTPE
" : okl
accordingly?
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Gape analysis between the existing situation of information security
in financial institutions in Syria and international standards

Dr. Ghassan Fallouh”
Dr. Norbik Basha™

Eng. Wassim Ahmad”™

ABSTRACT

With the need to find a quantitative measurement of the level of security that financial
institutions in Syria already have, which facilitate the gap analysis between them and the
international standards, especially 1SO27K in the field of information security, in order to
improve the level of security for those institutions, comply with international requirements in this
filed, and provide secure environment and services for both employees and customers; we wrote
this research paper, which includes: statistical studies, in-site meetings, analyses of the existing
situations of information security, and comparisons with 1SO27K for 4 main financial
institutions® in Syria, and define priorities for those standards and their effects on business
continuity in a way that provide security and stable.

Keywords: security policy, ISMS (Information Security Management System), Assessment,
Assets Management, physical security, telecommunications.
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% For each sample we have done 2 surveys, for the Headquarter, and branch.
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Abstract

The intent of this paper is to present a novel quantitative equation to assess information security level of

general enterprises, establishments and corporate generally, and financial institutions specifically in public
and private sector in Syria. This method is the result of statistical study® which has been applied to a set of
financial institutions in Syria as a sample of study to assess the gap between existing information security
level and ISO 27K directives for ICT security, benefiting from other international approaches and models
designed for this purpose.
This study aims to spot a light on the special requirements and the modified framework required to develop
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1. Introduction and motivations

“When you can measure what you are speaking about,
and express it in numbers, you know something about
it; but when you cannot measure it, when you cannot
express it in numbers, your knowledge is of a meager
and unsatisfactory kind: it may be the beginning of
knowledge, but you have scarcely, in your thoughts,

advanced to a stage of science.” (Thomson, 1894).

Information technology is not limited to a group of

people or a group of companies only; it is applied in all

sectors of life that is why ICT information security
becomes increasingly important.

While some ideas for quantifiable ICT security
measurements have been suggested recently

(Bond, 2004), they are far from the unambiguous

framework and definitions sought especially in Syria.

The ambition of this work is to bring the research in

the field closer to that goal especially in financial

institutions in Syria which have the highest concerns
about ICT security.

Simply, this research is going to find answers for these

questions:

- How can ICT security level be measured or
evaluated?

- What is the best way to modify international
prototype to fit Syrian financial institutions
requirements?

- How can we produce a quantitative equation
representing the real situation and the gap
between this situation and 1SO 27K?

- What are the difficulties and restrictions
preventing financial institutions from improving
their information security level and reaching
internationally acceptable level by applying
international quantitative approaches?

2. Theoretical analysis

There are many definitions for ICT security, we can
define it as: “a state of well-being of information and
infrastructures in which the possibility of successful
yet undetected theft, tampering, and disruption of
information and services is kept low or tolerable”
[ECCouncil, 2006].

ISO 27K defines it as “the preservation of
Confidentiality, Integrity, and Availability. In addition
other prosperities such as Authenticity, Accountability,
Non-repudiation, and Reliability can be involved”.
Reaching a secure environment in which companies
can operate and provide services is the main goal for
everyone since we are in the internet and electronic
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services era. Therefore all governments and research
centers have been developing rules, regulations,
guides, policies and  controls to support their
companies and organizations to achieve the that goal.
ISO 27K is an example of the result of that effort
which helps facilitating and controlling the
management of ICT security system.

National Institute of Standards and Technology NIST
has well defined the benefit of measuring ICT security
level in public and private sector (Performance
Measurement Guide for Information Security, NIST
Special Publication 800-55) which includes:

- Increase Accountability: Information security
measures can increase accountability for
information security by helping to identify
specific security controls that are implemented
incorrectly.

- Improve Information Security Effectiveness:
An information security measurement program
will  enable organizations to  quantify
improvements in securing information systems
and demonstrate quantifiable progress in
accomplishing agency strategic goals and
objectives.

- Demonstrate Compliance: Organizations can
demonstrate compliance with applicable laws,
rules, and regulations by implementing and
maintaining an information security
measurement program.

- Provide Quantifiable Inputs for Resource
Allocation Decisions: Fiscal constraints and
market conditions compel government and
industry to operate on reduced budgets.

On the other hand neither NIST nor other institutions
of research and standards has placed a quantitative
method to measure ICT security level, in simple words,
NIST has defined the importance of the target without
showing how institutions can reach this target.



Research Brief Limitations
Scarfone,2008 It is one of the | No cultural
main models | factors were
which was | taken in
placed to assess | consideration,
ICT security | moreover, it
level in | keeps the door
institutions open to modify
the parameters
of the resulted
model to
conclude
quantitative
model
Murdoch,2005 | Measurement No resulted
model of ICT | equation was

security (without
concluding any
quantitative
equation)

concluded, only
a measurement
model (measures
do not comply
with conditions
and culture in
Syria)

Sadimies,2004

Quantitative
model to
measure ICT
security  level
according to few
directives of ISO
27K

Limited to few
directives of ICT
security, and it
was applied in
Finland

Bond,2004 Quantitative Limited to one
model to | directive of ICT
measure ICT | security
security level
according to
only one
directives of 1SO
27K

NIST Papers They  covered | No equation or
the necessity of | definite  model
using was included in
quantitative these paper
method to
measure ICT

security level

3. Designing and Implementing

In Syria, measuring ICT security level (including I1SO
27K compliance measurement) through applying
international researches or standards like: (Scarfone,

2008), (Gutierrez, 2008), (Sadimies, 2004), (Bond,
2004), and (NIST papers) is not an easy task due to the
following reasons:

1.

There are no laws or regulations to govern
and control electronic services till now, for
example: digital documents — even with
digital signature- is not accepted as valid
documents in courts.

The lack of qualified local staff in the field of
information security.

Decision makers may face difficulties to
understand the necessity of equipments,
services, and procedures which are
recommended by ICT security experts.

The culture factor, where the leader controls
law, not the law is the one which controls the
leader; That means both of GM and IT
managers must be aware of the importance
and the necessity of ICT security in their
organizations to be able to apply ICT security
standards according to their understanding
and approach not to the standards and
regulations.

The lack of good training and awareness
programmes related to information security in
both public and private sectors.

The fact that more than 65% of employees in
IT staff are females, and 90% of them lost
their well and ability to learn and develop
their knowledge after having children.
Although if they are not married, it is not
possible for them to work in evening or night
shifts, because of traditions and local culture.
The average salaries of government
organizations are very low, which results in
losing the young and qualified employees
who move to work in foreign countries or
even in the private sector.

The complexity of the existing guides —like
ISO 27K- to be understood and applied by IT
staff where 80% of them are not aware of
security requirements.

For those reasons in addition to the necessity of
assessing information security level of companies in
Syria, this research was launched by studying the
conditions of four main financial institutions including
the largest bank which is Commercial Bank of Syria as
it has 100 branches, over 5000 employees, and more
than 70% of market share in Syria



This research was developed by following these steps:
1. Statistical study (survey) of the current
security status of these four financial
institutions through formal questionnaire
forwarded to IT managers in these
institutions taking both 1SO 2700land ISO
27002 directives in consideration.
Analysing the results obtained from the four
institutions, focusing on the gap between
current situation and required standards.
Weighting each directive and control of ISO
27K according to their importance in the
current environment.
Developing an equation reflects the real
situation of the ICT security level of the
financial institutions in Syria.
Developing an automated system that can be
easily used by IT managers, security offices,
and auditors to automatically evaluate the
institution ICT security level in those
institutions.
Implementing the resulted equation on one
of financial institutions in Syria (the bank
was not included in our set of survey
samples)

3.1 Weighting
controls

ISO 27001-27002 directives and

Based on statistics and surveys which have been
applied to our set of samples, we managed to
approximate the weight of each ICT security control
and directive according to its importance and to which
limit it may affect the ICT security level in these
institutions, for this goal we followed below mentioned
methodology:

1. Combining the two domains of ISO 27001,

which are:

5-Asset Management

6-Human resources security

7-Physical and Environmental security

8-Communication and Operations Management

9-Access Control

10-Information system acquisition, development and
maintenance

11-Information security incident management

12-Business Continuity Management

13-Compliance

Domain

1-1ISMS (information Security Management System)

2-Risk Assessment

With the 11 domains of ISO 27002:

Domain

3-Security Policy

4-Organization of Information Security
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The resulted 13 domains can build comprehensive
approach to ICT security.
2. Weighting each directive and control from
these 13 domains according to the following:

a) Its importance in the whole security

environment.

b) Ability to apply it. For example the
control  “there is a  senior
management forum to discuss ISM
policies, risks and issues” (domain:
information security policy), cannot
be applied, simply because senior
managers do not have time for this
task, according to the survey.

c) The existence of the service related

to the control.

Concluding linear equation which gives the
final score of ICT security level, taking in
consideration that we chose a linear format for
simplicity and we considered reformatting this
equation using non-linear format as future
work.

the final score will be compared to five levels
of security status, which is produced
automatically by the program:

Score
UP TO 40
40-60
60-80
80-90
90-100

Security level
POOR
LOW
MEDIUM
HIGH
FULL

The output of the program will include in-
depth gap analysis between the current status




of the target of evaluation, and ISO 27K,
along with recommendations to correct the
situation.

4. Designing and Implementing

Here we need to have a detailed version of a prototype
model to assess security level in Syrian financial
institutions according to ISO 27K, taking in
consideration that the design must be presented in
details benefiting from all presented models and
prototypes.

In this part, we are going to conclude and place a
design for ICT assessment of 1SO 27K compliance, so
we can assess its directives weight in the resulting
equation.

Expected results, limitations, and theoretical analysis
must be presented in this part.

Finally automatic measurements of data will be
developed as program which gives as an output the
final equation and automatic analysis of the measures
obtained.

4.1 Measurements and the equation

The following factors have been considered during
development and implementation of this information
security measurement research that vyields the
quantitative equation:

Measures must yield quantifiable information
(percentages, averages, and numbers).

Data that supports the measures needs to be
readily obtainable;

Only information security processes which
might be applied to all financial institutions
should be considered for measurement.
Measures must be useful for tracking
performance and directing resources.

Rules and regulations in Syria related to
information security especially for financial
institutions should be taken in consideration.
Country culture, social barriers, traditions,
and realistic approaches to reach a secure

environment for financial institutions to
operate are also considered in these
measurements.

4.2 Weighting controls and domains and the
resulting equation
We followed below mentioned method:

Each control is assigned a specific weight
(integer value).
The summation of each domain controls
values will result in the domain value, which
is 100 points as maximum.
Each domain can be powered to a positive
integer number and/or multiplied by positive
integer value; according to its importance.
Appendix 1 displays samples of the survey
conducted, and weighting of controls.
The final equation will be of the form;

n

1 .
m

i=1
Where:

L : The final level of the organization
security, which is an integer value from
1 to 100.

m : The sum of a;, which is related to
how we decide to allocate controls —for
example 13 domains-, and the value of
B; and a;.

n : The number of domains.

a; : Factors multiplied to each domain
final value according to its importance.
V; . The domain final value, which is
the summation of all its control’s value,
V; is from 1 to 100.

B: : The power of V; according to
domain importance, f5; could be 1,2,3...

4.3 Assumptions
For the sake of this paper and to reduce complexity, we
will follow the following assumptions:

4. We will consider B; =1 foralli. ; Could
be for future development.
5. n = 13, the number of domains.
6. m=Y13 o, where o; is the values of «; are
the average values collected from the survey.
I | Domain o
1 ISMS (information Security Management 2
System)
2 | Risk Assessment 1
3 | Security Policy 2
4 | Organization of Information Security 2
5 | Asset Management 2
6 | Human resources security 5
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7 | Physical and Environmental security 4
— - Information security | Yes | No Comments
Communication and Operations Management 2 policy
9 | Access Control 4
Information system acquisition, Are the policies
10 . 3 .
development and maintenance communicated, X
11 | Information security incident management | 3 | | understood and I
- — accepted?
12 | Business Continuity Management 2 e Standards for | [X
13 | Compliance 3 physical
security of Needs to
the computer review
and
telecommuni
m = 35. cations
7. Important Note: all variables in the equation, installation
the number of domains, controls in each and
domain, and weights can be modified associated
automatically by the program developed for facilities;
this purpose. e HR
8. The equation will be of the form: procedures
governing
1 & access to and
:—Zai.Vi use of IT
35 i=1 services
(usernames
. . . and
5. Experimental results and discussion passwords,
disciplinary
Here we are going to apply our application which was procedures):;
developed based on the quantitative method we have e End user
concluded from our research on a bank in Syria as a guidelines
sample of Syrian financial institution and measure the covering PC
level of Security in this bank, then we applied our software
survey and experts’ measure to check and see how licensing and
much is our model gives right results virus
The results of applying our quantitative method, were prevention,
assembled in detailed report and submitted to this etc?
bank, this report consists of more than 40 pages, and as Are they reasonable X
it is impossible to include the results in our research and workable?
paper we are going to spot a light on main weaknesses Do they incorporate X Partially
and ICT security limitations in the bank, in addition to suitable and sufficient
the level of ICT security in the bank based on our controls?
quantitative model: Do they cover all X Only applied
essential computing on technical
Security Policy and level

1.1. INFORMATION SECURITY POLICY

1.1.1. INFORMATION SECURITY POLICY
DOCUMENT

1.1.2. REVIEW OF THE INFORMATION
SECURITY POLICY

telecommunication
services?

Section 2




Technical Security Yes | No [ Comments Is the NTP server

Policies service used to X
Is a technical security < synchronize the clocks

policy in place? of all equipments?

Are unused services < Is configurations backed X
disabled? up done regularly?

Are unused interfaces < Is the backup moved to X
disabled? an off-site/DR site?

Do any applications use On the system where the
telnet to perform configuration files are
management activities X stored, is the local

such as backing up operating system’s
configuration? security mechanisms

Do passwords appear in used for restricting [
encrypted form < access to the files (i.e.,
wherever they viewed or the machine should be
appeared? password enabled and

Do the passwords meet prevent unauthorized

with the required X individuals from
complexity as defined by accessing the machine.)?

the policy? Is the TFTP protocol Yes to all
According to policy, Is used_to transfer network

there any enforcement to X configuration or image

change passwords files?

regularly? If yes, X
Is authentication done Is the TFTP process

through: restricted to certain

Locally configured addresses only?

usernames and X Is_ the TFTP service

passwords X disabled when not in
TACACS+/ RADUIS/ use?

Database server Is there a documented

Is there a documented procedure for backup of | [X]
procedure for creation of X configuration files?

users? Are all changes and

Does each administrator updates documented in a

have a unique account X manner suitable for X
for himself/herself? review according to a

Is there a login and change management

logout procedure?

tracking/command X Is there a redundant

history? machine in cold standby | [X]
Avre all user accounts or hot standby?

assigned the lowest Are disaster recovery
privilege level that X procedures for the <
allows them to perform network documented

their duties? (Principle and are they tested?

of Least Privilege) Are all attempts to

Avre the default settings any port, protocol, or
changed in all systems 0 (O service that is denied

and equipments?

logged?




Are all CPUs
/memories / storages
monitored?

Is there a special
logging server
enabled login
restricted?

and

Are procedures for audit
log review generated by
different systems and
machines documented
and followed?

Are all logs (covering
administrator  access
faccess control)
reviewed?

Are reports and analyses
carried out based on
system and log
messages?

Is there any course of
action to be followed if
any malicious incident is
noticed?

Avre the network/ system
[applications /services
engineers aware of the
latest vulnerabilities that
could affect their domain
of proficiency?

Gap Analysis

As long as Information Security Policy not reflected on
the bank strategy and business objectives, despite of
general unawareness of necessity to be fully
understood by staff, it makes policies too hard to be
followed or applied.

The gap can be divided to three critical missing
processes as below:

Follow up process;

e Review process;

e Corrective actions; and

e  Tracking /over sighting process.
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Code of Practice!

Objective

Information ~ Security  Policy  should  provide
management directions and support for data protection,
in accordance with the norms of professional ethics,
business requirements and all relevant laws,
regulations and private certificatory requirements.

Scope

ISP, taken as a whole, should provide clear controls for
all data collected, used or stored in the bank’s data
processing, communications, and storage systems, as
well as for data collected, used or stored in the systems
of external parties under contract with the organization.

Approval
ISP should be formally approved by appropriate
organizational authorities.

Documentation

ISP should be fully documented in designated

organizational ~ document  repositories. Policy
documentation could include:

e overall objectives and scope, including

statements of management intent,

supporting goals and principles;

e listing of identified authorities (statutory,
regulatory, private) and requirements that
condition or control data protection
activities, including an explanation or listing
of policies, principles, standards and
compliance requirements relevant to the
organization;

o framework for setting policy objectives and
components of the policies themselves,
including a structure for risk assessment and
risk management;

e definitions of general and specific
responsibilities for the organization’s data
security management;

o references to additional documentation that
supports or underpins the policies; and

e Formal historical record of material changes
to the policies and any accompanying
approvals.

! SOURCES: 1SO-27001/27002:2005, sects. 5.1.1 —5.1.2.



Communication, training and awareness

ISP should be communicated to all relevant affiliates
of an organization, as well as relevant external parties,
via an appropriate training and awareness program.

Periodic review

ISP should be reviewed at planned intervals, and when
significant changes in the external environment occur,
to ensure their continued suitability, adequacy and
effectiveness. Review steps could include:

e solicitation and integration of feedback from
all interested parties inside and outside the
Bank;

¢ independent contracted external reviews;

o checklists of  recommendations
requirements of relevant authorities;

e consideration of trends in threat types and
threat capabilities, system vulnerabilities,
and available technologies for counter-
measures and mitigation;

e consideration of trends in compliance
requirements of domestic and private
certificatory authorities;

e consideration of trends in and anticipated
changes to the organizational environment,
business  circumstances, and resource
availability;

e historical data on information security
incidents at the organization itself and at
peer institutions; and

e Formal historical record of the reviews
undertaken as part of policy development
and refinement, and their outcomes.

Coordination with other policies

Review of ISP should include consideration of other
relevant  organizational policies, to  minimize
inconsistencies and gaps. This could include:

o identification of all other relevant policies;
and

e Inclusion of the representatives from the
areas responsible for such policies in the
periodic review of information security
policy.

After applying our model, we have submitted our
report to the technical department of the bank —subject
to the search- and we asked about their feedback and
evaluation of each directive in addition to their
evaluation of their total level of security as a
percentage of accuracy and we have the following
results which reflect accuracy of our quantitative
method.

and

Bank
Domain feedback

(%)
ISMS (information Security 85
Management System)
Risk Assessment 90
Security Policy 83
Organization of Information 88
Security
Asset Management 82
Human resources security 91
Physical and Environmental 95
security
Communication and Operations 80
Management
Access Control 87
Information  system  acquisition, 83
development and maintenance
Information  security  incident 88
management
Business Continuity Management 89
Compliance 90

Average Acceptance 87%
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The result shows that the Bank IT experts agree upon
87% with the results given by our equation.

This means that our equation can be considered as
acceptable method for measuring ICT security level of
financial institutions in Syria.

9. Conclusion

The few quantitative methods which were developed
by international institutions and researchers to measure
the level of ICT security level in organizations,
establishments, companies...etc are limited to the
culture of the countries and business sectors in the
countries from which they came, moreover, these
approaches needs to be fine tuned to comply with
business requirements and needs in financial
institutions in Syria.

We have developed new quantitative method based on
ISO 27K standards benefiting from the knowledge base
we assembled about business sector in Syria in general,
and financial institutions in particular.



Based on the experimental results we could verify that
our model reflects ICT security level in financial
institutions in Syria including recommendations and
countermeasures which can be a corner stone in
recognising the level of security in these institutions
and to solve all problems and vulnerabilities which
may affect the whole process of business in these
institutions.

7. Future work

We can summarize the future work in below
mentioned points:

1- We have developed our quantitative method
based on linear approach (as an
approximation), as a future work we can
compare our linear approach with none linear
approaches which may result in better model
and methods

2- Due to long time and big effort we need to
spend on our samples while making our
surveys and applying resulted models, it is
strongly recommended —as a future work- to
use more samples while performing surveys
and concluding quantitative methods and
models.

3- To foster our results and concluded methods,
it is more convenient to use a third party
consultants to measure the gap between ICT
security level in financial institutions and the
results calculated based on our quantitative
method

8. Appendix 1 (Survey and Weighting —
Samples-)
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Brief of Thesis titled: Ay AL Eall fe Jage

"Novell Approach to the Design and Implementation of Network and

Information Security Based on Layered Approach?”

Introduction:

The aim of this research is to design a new model for network and information

security with the following objectives:

1.

Covering all aspects of Network and Information security.

2. Including international standards especially ISO 27000 series.

. The model contains several layers which facilitate the implementation, and

each layer contains several security domains.

4. Defining risks threatening information security, using specific methodology.

9.

. Defining Security Controls for each domain. Controls are rules and

procedures to overcome a specific risk.

Ability to practically apply the model on the Syrian Companies.

Develop a new equation for measuring quantitatively the overall security
status of a specific company.

Write research papers about the research, and submitted to well known
refereed Journals to be insure the research importance and feasibility.
Develop a program to automate the process of applying the model.

10. Apply the model and analyze the results.

Thesis Sections

The research includes in depth study of several topics in the following sections:

! Note: the research thesis will be submitted in Arabic.
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1. Section (1), the referential studies: reviews and analysis of the following

subjects:

a. System Analysis and design.

. Networking

b
c. Information and Network Security
d. Cryptography

Symmetric and Asymmetric Cryptography.
Block ciphers.

AES algorithm.

RSA algorithm.

Diffie-Hellman algorithm.

PKI infrastructure.

Digital Certificate and Digital Signature.
Cryptanalysis

e. International standards of Network and Information Security.

ISO 27000 series.
Control Objectives for Information and related Technology
(CobiT 4.1).
National Institute of Standards and Technology (NIST) Special
Publications.
Social Engineering.
White papers and researches published, related to assessment
and measurement of information security.
= NIST SP800-115.
= A Quantitative Evaluation Framework for Component
Security in Distributed Information Systems, written by
Andres Bond & Nils Pahlson, 2004.
= Security Measurement by John Murdoch, 2005.

2. Section (2), Analysis and Design studies
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In this section we introduce a proposed Model for Network and
Information Security based on the referential studies which included the
following standards:

a) ISO/IEC 27001.

b) ISO/IEC 27002.
c) ISO/IEC 13335-1:2004.
d) ISO/IEC TR 13335-3:2004 .

e) ISO/IEC 15408-1:1999.

f) NIST SP800-53 rev1:2008.

The model has been developed to help achieve more secure information
systems within government and private institutions by:

Enabling more consistent, comparable, and repeatable assessments of
security controls;

Facilitating more cost-effective assessments of security controls contributing
to the determination of overall control effectiveness;

Promoting a better understanding of the risks to organizational operations,
organizational assets, individuals, other organizations, and the Nation
resulting from the operation and use of federal information systems; and

Creating more complete, reliable, and trustworthy information for
organizational officials—to support security accreditation decisions,
information sharing, and government compliance.

And security controls defined in the model are able to be measured
guantitatively.

a) The proposed model:

277



Logical Layer

Administrative Layer

A

This model includes 18 security domains:
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¢ Social Engineering Countermeasures and Policies
¢ Awareness and Training Programs

H uman I_a ye r « Monitoring of Employees and Telecommunications

and Unplanned Inspection
e Intelligent Inspection

P hys | Ca I Laye r ¢ Building & Equipment security

N etWO r k La ye r « Network Security Administration J

* Security Policy
* Assets Management
. *Operation Security
L0g|ca| Layer * Access Control
«ISystems Aquisation & Maintenance
*Security Events
¢ Business Continuity

*ISMS

Ad m i n | St rat i O n ¢ Organizing Information Security

*Risk Assessment & traitment

La ye r *Human Resources

e Compliance

Each domain contains security controls to achieve its objectives.
Information security is achieved by implementing a suitable set of controls,
including policies, processes, procedures, organizational structures and
software and hardware functions; in addition to controls related to
countermeasure social engineering and human related aspects of security.

b) Analyze the proposed model:
We offer in this chapter an in-depth analysis of the proposed five layers
model and how it is related to ISO 27K series and other international
standards and guidelines, in addition to its reflection to the special
situation and requirements of information security in Syria; and how
this model can be applied to improve the overall security environment
of institutions and companies working in Syria.
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3. Section (3), implementing the proposed model and quantitative
measurement:
In this section we introduce a new equation to facilitate the
implementation of the proposed model, and produce a security report
analyzing the gap between the current situation of TOE (Target of
Evaluation) and proposed model, in addition to the practical steps and
procedures to narrow this gap.
And using the equation to measure the security situation of the TOE.
Then develop a special program to automate the whole process which
facilitates the implantation of the model.
And here we briefly explain the steps we have done:

e Consider the 18 domains of the five layers:

| Domain

1 || Social Engineering Countermeasures and Policies

2 Awareness and Training Programs

3 || Monitoring of Employees and Telecommunications and Unplanned Inspection

4 || Intelligent Inspection

5 || ISMS (information Security Management System)

6 Risk Assessment

7 || Security Policy

8 Organization of Information Security

9 || Network Security Administration

10 |} Asset Security Management

11 [| Human resources security

12 || Physical security
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13

Operations Management

14

Access Control

15

Information system acquisition, development and maintenance

16

Information security incident management

17

Business Continuity Management

18

Compliance

Weighting each directive and control of the proposed model,

according to their importance in the current environment.

We follow below the proposed method:

6.
7.

Each control is assigned a specific weight (integer value).

The summation of each domain controls values will result in the
domain value, which is 100 points as maximum.

Each domain can be powered to a positive integer number and/or
multiplied by positive integer value; according to its importance.
The final equation will be of the form:

1 n
L = —Z Q; . Vi'gi
m .
i=1
Where:

e L :The final level of the organization security, which is an
integer value from 1 to 100.

e n : The number of domains.

e V;: The domain final value, which is the summation of all its
control’s value, V; is from 1 to 100.
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e q; : Factors multiplied to each domain final value according to
its importancez.

e [;: (for future development) The power of V; accordingto
domain importance, in case the linear o; values do not reflect
the domain importance. [5; could be 1,2,3...

e m: Thesum of ;. Inorder to have a final value of L out of
100, we need to divide the summation by m. m is related to
how we decide to allocate controls —for example 14 domains,
each is out of 100-, and the value of S; and ;.

Assumptions

For the sake of this paper and to reduce complexity, we will follow
the following assumptions:

10.We will consider 7, =1 for all i. Could be for future
development.

11.n = 18, the number of domains.

12.m = Y18, a;, where q; is the values of «; are the average values
collected from the survey. The following table shows the average
values of o; and calculation of m.

% Some domains are more important than others, and this is related to IT manager perspective, company
policies, and services provided. For example some companies need Physical Security much more than

Risk Assessment.
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| Domain Q;
1 Social Engineering Countermeasures and Policies 5
2 Awareness and Training Programs 5
3 Monitoring of Employees and Telecommunications and Unplanned 4
Inspection
4 Intelligent Inspection 4
5 ISMS (information Security Management System) 2
6 Risk Assessment 1
7 Security Policy 2
8 Organization of Information Security 2
9 Network Security Administration 5
10 Asset Management 2
11 Human resources security 5
12 Physical and Environmental security 4
13 Operations Management 2
14 || Access Control 4
15 Information system acquisition, development and maintenance 3
16 Information security incident management 3
17 Business Continuity Management 2
18 Compliance 3

Here we consider «; having a value between 1 and 5. Then we got
m=58. And the final equation will be:
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18
1
L= g5 -V
i=1

o The resulted value will be between 1 and 100.

We developed a program using C# .NET and MS SQL 2005 to automate
the model controls and domains, and to produce automatically the
security report and measure the level of security for the TOE using the
proposed equation; and applying the program on a bank operating in
Syria, then submitting the results to the bank IT manager, and according
to his feedback our model and measuring method has got 87% of the
bank expectations.

To be more confident of the overall work done we wrote a research
paper titled "A Novel Approach to Design Quantitative Method for ICT
Security Assessment”, and has been published by Damascus University
Referred Journal for Engineering Sciences, No. u</20146 dated 2011/7/6.

Section (4), Analyzing the results and future work:

In this section we analyze the overall research, its implementation, results
obtained, and the benefits of the proposed model and equation for
Information security in Syria. And then suggest future developments.
Section (5), Appendices.

Glossary.

Table of Figures.
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