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' S'can of t_i'trt_bs:/'lebank.reﬁ.sy:m/r

Scan details

Startime 112872012 123537 AM

Flnish time: The scan was shonaa by ine user
Scan time S0 minutes, £ seconds

Proflle |_Fisk_Alens

N Vit HBUITTREOO

Responsive Tree

Sesver banner Microsoft-ISE.0

Server OS5 Vincows

‘M acunabs threat level | Acunelix Thraat Level 3

Leval 3: Migh One of more high-Geventy fype vulnerabiifies Nave been discoversd by Me scanner, A
andior 0eface your webeie

Total alerts found 47

@ rgn . |

@ medum s .

O Low o |

@ informational 37

Knowledge base
suaemrnmmq[tcj
A SSL3 server is running on TCP port 443,

SSL server Information:

- Version: mmm»m

-SSL3 CK_RSA_RC4_128 cliphemame: RCA-MDS, Protocal version: SSLv3, Key Exchange: RSA,
Awmentication: RSA, Symmeinc encryption methad: RC4(128), Message authentication cods: MDS) - High sirengn
-8SL3 CKX_RSA_RC4_ 128 SHA(OpenSSL cphemame: RC4-SHA, Protocal version: SSL3, Kay Exchange: RSA,
Awmentication: RSA, HMRMlmLWWMI) Qs&engn
-SS8L3 CK_RSA | 192 CBC3 | OpenSSL cphemame: Protocol v3, Key
Emrmge: RSA, Autenfcaion: RSA RSA. Symmetric encryption method: 3DES(165), Message authemicaon code: SHAT) -
High strangm

- Carificate 1:

Issues
Common Name: TRXKTRUST Eiekironik Sunucu Sertifikas Hiznetier

Country Name: TR
Organization Name: TRKTRIJST Sig letim ve Bifim Gvenil Hzmetier A . (c) Kasm 2005

Acungtix Website Auadlt 2
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Algorthm ID:  1.2.840.113549.1.1.5

Vaality start  Mon Fed 14 17:46:50 UTC+0200 2011
Valityend:  Thu Fab 13 17.45:50 UTC+0200 2014
Expreln:  442days

- Camtficate 2:

Organization Name: TRKTRUST Sig letim ve Edfim Gvanil Hzmetier A () Kasm 2005

Common Name: TRKTRUST Eiekironik Sunucu Sertifias Hizmeten

Country Name: TR
Organization Name: TRKTRUST Sig letim ve Bilim Gvenil Hzmetien A (c) Kasm 2005

Certitcate version: 2
Serdal numper: 03
Fingerprnt  133c34cacSabaledeTbaic1b23902900
D 12.840.113549.1.1.5
start  Mon Now 7 13:14:43 UTC+0200 2005
VaDlityend:  Tue Sep 15 14:14:43 UTC+0300 2015
Exprein 1021 days

A TLS1 server is running on TCP por 443.

.aﬂ.senremm
- Version: SSL2,55L3,TLS - Ciphars suported:
TLSiCKRSAMmthﬁ dphemame: RCS-MDS, Protocol version: TLSv1, Key Exchange:

RSA, Atgenbeation: 128), Message authentcaion cooe: strengn
-TLS1_CK_RSA WITH_| %: simeRg‘(m CA-SHA, Protocdl verson: Tl.smese)yEFga\gE
RSA, ALrertcation: RSA, SymimesTc encryption Method: RCA(128), Mass30s authentication code: SHA1) - Han Strangth
-TLS1_CK_RSA WITH_. aoes EDE_CBC_SHA(OpenSSL ciphemanme: DES-CBC3-SHA, Protacal version: TLSVY, Key
Exchange: RSA, AUENIC0N RSA, SYMMetric encryplion Method: 3DES(165), MESS30E SUthenticaton cods: SHAT) -
High strengm

- Ceificate 1:

Issuer
Common Name: TRXKTRUST Elekironik Sunucy Sertifikas Hizmeten

Country Name: TR
Organization Name: TRKTRUST Biigl letiim ve Eilim Gvenil Hzmetier A (c) Kasm 2005

Name: SY
State Or Province Name:

Acunetix Website Aualt
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Locallty Name: Damascus
Organization Name: RES

Unit Name: IT
Cerifcate varsion: 2
Seal number: 0601
Finger print  S7330246270MSB951SCI7 3262023860
Algortthm ID:  1.2.840.113549.1.1.5
Vapilty St Mon Fed 14 17:45:50 UTCH2200 201
Vaaplityend:  Thu Feb 13 17.45:50 UTC+0200 2014
Expreln 442 days

- Certificate 2:

Name: TRKTRUST Sig letiim ve Eilim Gvenll Hzmetler! A (C) Kasm 2005
Common Name: TRXTRUST Blekironik Sunucu Sertifkas Hizmeter!

Country Name: TR

Organization Name: TRKTRIUST Big letfim ve Bilim Gvenll Hzmetier A._ (¢} Kasm 2005

Certtcate version: 2
Sedal number: 03
Finger 133034cacSaDa0EDEThANC10239023dC
Ngumr% 12.840.113549.1.15

Vaabllty start  Mon Now 7 123:14:43 UTC+0200 2005
vadiityend:  Tue Sep 15 14:14:43 UTC+0300 2015
Expire In: 1021 days

Alerts summary

@& ASP.NET Padoding Oracle Vuinsrability

Affects
/

& Application eiror meesage

Alfects
J

¢ Login pags password-gussasing attack

Alfects
‘ebank pudiciogin. 350x

Acunetlx Website Audt
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i  GHDE: Typical login page

Affects

Jebankipunicilogin.asm
Jebank/pusicilogin.zsme ((360a7 199 160E455144n0ar238aTaee)
Jebank/pusicilogin.zsme (0515067 coafT 1130655006525 2850531 )
Jebank/pusiicilogin.zsme (OTTESC20caaPhSINE0TIAEISI0A3ET)
Jebank/punicilogin.zsme | 103357535403005 74506008037 ae 2500
Jebank/pusiclogin.zsm | 1648423330055 b 3e5 640055524 )
Jebankipunicilogin.asm | 111S0bDacro3n7 SOS385730dTetand)
Jebank/pusicilogin.zsm (224bceona 14N BE2337 d3a3e T Iad 153)
Jebankipunicilogin.3sm (2e5aT40ES05600E3052eta56002c3171)
Jebank/puDiclogin.zsm: | 3204000664 B TISa 2 DebaCESDaE |
Jebankipunicilogin.asmx (3073ab 1641 4ebeiDNena 3080 11077
Jebank/puoiclogin.zsm: (4400151356100l 2aacDaes sl
Jebank puoiclogin.3s (43805302501 Made 1774009 1407 ee28)
Jebank/puoiicilogin.zsm: (4e 150f35542054038050649037 115055)
Jebank puniclogin.3sm (S6a006 1 E2535 TINSbeA530efE00 1 (2e)
ebank puDlclogin.3sm (SCOARTE0RSShance 24 Se0E00403E523)
Jebankipunicilogin. 35 (E65Tac20030660b66 1 63D53ec039016)
Jebankipuniclogin.3sx (EEcKII003667 3350173342 300582002
Jebank/puoiclogin. s (630531001 0453335355005407 cas6ard)
Jebankipunicilogin.zsm: (EMcdB4alsdeT o5 N34 ShMch35a5400)
Jebank/punicilogin.zsox (753155096008 ch5 003006 3909060034)
Jebankipunicilogin.zsm: | Th3S5ebbINSE354034 3000a6 T4 ckd)
Jebankipunicilogin.zsmx (E4cean00e00244coo4eTICETd1502d)
Jebankipunicilogin.zsmx (S6bdSa200ecT 262384622 305001 Ta5)
Jebankipudicilogin.zsm (E83005cTeal3cSaaciba Te20c2 aahe)
Jebankipunicilogin.zsm (9364055553 1 TE003000aadEE 5 TN
Jebankipudicilogin.asm (SE3E0CE5255430a2abiTShastadde 11T
Jebankipunicilogin.zsm: (SabTECS adce 54 3a23Eddd3dE3ca)
Jebankipudiciogin.asmx (acl 1963301 aacE25hebMcdeTS 1T185)
Jebankipunicilogin.zsmx (D67 2edat12abcsEaciTEX05a50e3T 1)
Jebank/puoicilogin.zsm: {c49055403057 2 16338 3cb3alceel7 13)
Jebankipunicilogin.zsm {cad T EbSOHSA4 27 deficaT addcddo3b)
Jebank/pusicilogin.zsm: (dbsdaPeeES57 S03det Al 3320030 3g)
Jebankipunicilogin.zsm: {deddal 40105 3Mbd0ad8a0467 23783 T0E)
Jebank/puoiclogin.zsm: {eda 145 MEDae3 0SS 3560408 195)
Jebank/puoicilogin.zsm: (fE26e330eaasrn5e000 1 b2734 58a73)
Jebank/pusicilogin.zsm (fOoEa55TISeS5c2 bl Aesa SE0R0T)

e e S 3 P AU A U (U S (U AU I T G S S D U S S O T Ui R A A S S S T S S A S Sy
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Alert details

© ASP.NET Padding Oracle Vulnerability

Severty High

Type validation

Reported Dy module Scripting (ASP_NET_Oracke_Padding. scrpt)

Description

ASP Net EnorypHoes PlemEnaion Can 10w a1 aCher 1D OSCrYPE 3 P W NS CaEa. Thi WnErDity Sxtss

dl versions of ASP.NET. An azacker who expiotied Tis vuinaradiily coul view data, such as the View State, which was
encrypted Dy the tanget server, of read data from fies on the 1anget server, such 35 web.config. This woud alow the

3k 0 Wwith e comients of the data. By sending back the aliered contents 10 an Fected server, the attacker

A workaround to prevent fis vunrabiity is 10 enabie the <customErTors- feature of ASP.NET, and expiciily configure
YOUr 3ppications 10 Jlways FEtUm Mie SaME ST Page - FEganless of Mie &or ancouniered on the server. By

3 emor pages 10 3 §NgIS STOr PAgE, YOu prevent 3 hacker rom dsinguishing detween the d%ierent types of emors that
OCCUT ON 3 S2rver.

Impact

An attacker who explotted this vulnerabiity couid view a3, such as e View State, which was encrypted by the target
sewer,onaadmmmesmmtzgetsetw.masm. .mmﬂmmmnmm"ﬁ
mamma’mmmmmm’! server, the Facker could cbsasve e amor
00026 EtUMad by the Server.

Acungtlx Website Aualt 3



MiCrosoft relaased 3 workaround 0 prevent this vuinerabiity om being exploited.

Enading the Workaround on ASPNET V1.0 V35
If you are using ASP.NET 1.0, ASPNET 1.1, ASP.NET 2.0, or ASP.NET 3.5 then you shouid follow the balow st=os 0
enable <cusmEmmors> and map 3l emors 10 3 single esor page:

1) Edit your ASPNET Appiication's oot WeD.Config fie. If e flle doesnt exist, then create one I the root directory of
the appiication
2) Create of modity e <CustomEmTors=- 5action of the web.config fle 1o have the below settings:

<coahguration=-
<System webe-
<CustomEmors mode="0n" defaultRadinect="~/emor itmi” =
<sysiemweb

<configuration:»

You C3n than add an 2o him 2 to nat conans an &Tor page of
B e, o, 1 s PRt A O,
Notes: The important ings o note above is that customEmars is set 10 “on”, and that af aTors are handied by the
Of3utRedrect STor page. Thers are not any pr-stalls cOdE &or pages defined — which means that ere &= no
<RITOr> SUD-emEnts Wi the <CUstomEMDns= section. THis avoids 30 aTacker Dang abie 10 dIfferentas Wy an STor
ocourmed on e senver, and pravents Informaton dlsciosure.

Enabing the Worarund on ASP.NET V3.5 SP1 and ASPNET 4.0

If you are Using ASP.NET 3.5 SP1 or ASP NET 4.0 then you should foilow the below steps 10 enabie <CustomErTors
and map all e7ors 10 3 SiNge 2Tor page:

1) Edit your ASPNET Appiication’s oot Wed.Config fle. If he file doesm exist, then creaie one In the root diractory of

he appication
2) Creanz of modiy e <CustomEmors saction of the web config flie 10 have the below sattings. Note the use of
radireciMode="ResponseRewrta” with \NET 3.5 SP1 and NET 4.0

e

<CUSIOMEITOrS MOote="0n" redrectMode="RESpONSERSWME" OEfIURREINECt="~/ETOr. 350X />
<i5ystemweb>

qmlmb

3) Yousan then add an Emor 3spx 10 your pplication that Contans an 3pOropnais emor page of your choosing

i whatzaver content you Ike}. This flie will De dispiayed anytime an ETor OCCUNS Watnin the web

&) We recommend 30ding the below co0e 10 the Page_Load() server evant handier within e Ermor.aspx fle 10 304 3
random, smal sieep delay. This Wil halp 1o further obfiscate Smors.

Acunetlx Website Auant 7
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Detalis

Acunetix detected this vuinerabiity by comparing the HTTP status and body for two aifferent
request when the padding is 3 anOUker one where awmmmumm
e affarent, this vuinerabillly can be expioied.

First request:

Status code 500

Second request
Status code 404
WmmMMMMMMMmmmm»mm

Font-tamily:"Verdana” ont-weight:nommal font 6i2e: Temoaior Diack )
Wwwuanw
for-family. Versana" font-welght noma font-sze:

tep:eaumlnz(
font-family."Vesdana” font-weight nomai font-slze: 14pt.

Request headers

CET /Weblesource.axd BITP/1.1

Cookle: ASP.NET Seasionldeygawrlind3fpedlivgexvoecn

Host: ebank.reb.sy

Sennection: Keep-allive

Accept-Enceding: gelp, deflate

User-Agent: Mozilla/5.0 (coopatible; MSIE 3.0; Windows NT 6.1; WOWEd) Trldent/5.0)
Accept: /¢

1y



1

This page Contains an eueWwaming message hat may discioss sensiive Information. The Message can 3lso contan the
focation of the fie that produced e unhanded

This may be 3 faise posizve If Mie &Tor message is found In documentstion pages.
Impact
The emor messages may dsciose sansiiive iInformation. This Information can de used 1o launch further anacks.
Recommendation

Review the source code for this script.

Refarencss

PHP Rurtime Configuration

l| i
s

Pﬂlﬁw mml\ns
m >MWHTW«WIM size=1 m-d'lb

oxe Il?ub:lcll‘aq aspy HPTP/1.1

Cookle: ASF.NET Seasionldeygawrlind3fpedlwgexvowon)  IblanguagaCookle «Culturseen-04
Host: ebank.reb.sy

Comnection: Keeg-allve

Accept-Enceding: gzlp,deflate

Dser-Agent: Mozilla/5.0 (corpatible; MSIE 3.0; ¥Windows N7 6.1; WOWE4; Trildent/5.0)
Accapt: */*

'|

Pat Fragmen: (surtx 3spx) Input / was s2t to
wmmmw»mmn?mm«mimmdmb

) I/M.lz:/ﬂth'.q‘ aspx HYTR/1.1

Cockle: ASP.NET Seasionldeygawrlind3fpevdlivgexvoecn)  IblanguagaCooile «Culturseen-04
Host: ebank.reb.sy

Comnection: Keeg-allve

Accept-Enceding: gzlp,deflate

Dser-Agent: Mozilla/5.0 (corpatible; MSIE 3.0; ¥Windows N7 6.1; WOWE4; Trldent/5.0)
Accapt: */*

'|

Pat Fragment (suMtx 3spx) Input / was set to
mmmw>mmn?mm«m1mw1mmb

ey IlPub lz:lvuvacysut.mt. aspx H TR/

Cookle: ASF.NET Seasionldeygawrlind3fpedlivgexvoecn)  IhlanguagaCookle «Culturseen-04
Host: -bu\k.ub.sy

Comnection: Keeg-allve

Accept-Enceding: gxlp,deflate

Dser-Agent: Mozilla/5.0 (corpatible; MSIE 3.0; ¥Windows N7 6.1; WOWE4; Trldent/5.0)
Accept: */*

Acunetix Website Auant s
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Pﬂlﬁqul‘l I“w
mﬂmmn?w«mtmm-tmb_
mgdnu -

CEY //Public/Aboutus. upa mr/x 3

Cocklie: ASP.NET Sessionldeygewriind3fovilugexvoecn; IblargoageCicikle «Culturesen-i4
Hoat: abank.reb.sy

Connection: Keen—alive

Accept-Encoding: gzip, deflate

Usee—Agant: Mo2illa/5.C0 (coopatible; NaTH 2.0y Windowa NT €.1; WOWE4; Trident/5.0%
Accept: */*

Mm l“w

Ermor message ¥ m@a&mmn?m«mqmm-tm«w
mnnls
ceY Ilrubnc/nctxmmnc asps HTTE/1.1
Cockle: ASP.NET Seasionideygewrlind3fovilugexvoecn; IblargoageCiciklie «Culturesen-i4
Hoat: ebank.reb.sy
Connection: Keen—alive
Accept-Encoding: gzip, deflate
Usee-Agant: Mo2illa/5.C (coopatible; M2TH 9.0y Windoua NT €.1; WOWE4; Trident/5.0%
Accept: */*

m@:ﬁ'“a&wrw«mtmm-t color=stver=<Hi>
nnuanuns

cEY l/rubu:lconr.mua.aapa arn-/x 2

Cookie: RIP.KEY Seasionldeygawrlind3fpviliwgeswcecn;  ITbLanguageCockle «Cultureeen-08
Hoat: sbank.reb.sy

Connection: Keen—alive

Accept-Encoding: gzip, deflate

Uses-Agant: Mo2illa/5.C (coopatible; M2TH 2.0y Windous NT €.1; WOWE4; Trident/5.0%
Accept: */*

mm s was set to
gﬁ@:’ﬁmmn'rw«m-tmm-i color=siver=<Hi>
wm B

cEY Ill.bctam-l{hy. aap:. mr/x b

Cockie: ASP.NEY SHeaslonideyquwriind3fpvilwgesweecn;  IbLarguageCockle «Cultureeen—08
Hoat: sbank.reb.sy

Connection: Keen—alive

Accept-Encoding: gzlp, deflate

Dser—Agent: Mozilla/5.C (compatibler M3IE 9.0y Mindaws NT 6.1) WOWE4; Trident/5.0}
Accept: */*

Mmm;qu jwas satto
’mmaun'rm«nm-tmm-i color=siver><Hi>
nupuuuu

cer Ilu-ul.\ccounmy.u % BTTR/L.1

Cockie: ASP.REY Seasionideyqaswrliind3fpviliwgeswoecn;  IbhLarguageCockle «Cultureeen—08
Hoat: tbank.zcb.sy

Connection: Keen—alive

Accept-Encodling: gzip,deflate

Camr—Agmnt: Mozillea/5_ 0 (corpartible; MSIE 95.0; Windows WT S.1; WONES: Trident/5.0)
Acceapt: =/~

%4



.igjll page password-guessing attack

Repored by moduis  Scripting (Himi_Aumentication_Audit script)

A common threat web developers 1302 15 3 DassWord-guessing attack Known 35 3 brute force Stack. A bruta-force 3ack

Bmmmmamwmmmpmmammm
symbois LNt you IScover the one comect combination

This login page doasnt have any protection against password-guessing attacks (brute force attacks). It's rRcommendsd
to Impiament some type of account lockout after 3 sefined number of INcomact password attempts. Consult Wed
references for more information about fing this protiem.

Impact

AN attacker may empt to discover 3 weak PISSWORD by Systematicaly Irying every possiie combination of iesers,
PUMDETS, 30d SYMDOiS LNt It AISCOVErs e 0Ne COMmect COMDINATan that works.

Recommendation

It's recommenaed 10 Impiement some type of account lockolt after 3 defined NUMDST of INCOMECt PISSWORD ATEMpis.

mmmwmmmmmmmm

oSt !cbo:;k/p.xbllcllogln.upx?htumvzI-chunlliuboumnllmcculclty.upx HTTP/1.1
Content-Largth: 3507

Content-Type: application/a-vww-form-urlaccoded

Hoat: ebank.zeb.sy

Connection: Keen—allive

Accept-Encoding: gzlp, deflate

Usee~Agant: Mo2ililae/5.0 (ccopatible; M3TE 2.0y Mlndowa NT €.1; WOWE4; Trident/5.0;
Accept: ¢/

(line truncated)

oo LIYO2BLILVIYVIRG2 1 1 R200 AxR2D5AA1do 1 xw s AL y2 423 20A 2D 1 L aULGARACQCTVWV A LR R 2Dwrelber SHMa P
PE4BRISF2 XL ROVAgyY20SA35FEL0U0a 3 20N DI 030U ] t PUNDYE Sq 50wkt $ 20 B 2w 2 aPq Y SRR I US2DA2T
YAABPI 2 ICTRVNCAChMYCUgRZTERE T JRVS vY 18R L0uE fondC ) vabiDi Ly § ZHEMONghe QAR FE TUNIwE v D205 8N
NHA04 D222 xR 2LUTVRCTR2 fH2r gL 2DER L FODEGIHY DeaS I Vg YRDIR T EVEYW LR TUEZ 403 2 M2 RpE TUpan PSR

JLAIDE 2badYD2HACODB2 5QTQaT A0 Y REGA R 2 FSeREURNODK Y3 | HAJCDRCAR ILURCTACS ) Th LEaBR2 K IENDERA 96T
XM TwSIRCFINVAL | ITRIHCS S IMe I 202 y Loy XIWLPAS JOCA2WNC FRAS e ViNG 3d

Ve



& GHDB: Typical Iogmpage

The dascription for this Jiert is contributad by the GHDE community, It May contain Inappropriate languags.
Category - Pages contaning login porials

This is 3 typic login page. It has recently becoms a targes for SQL Injection. Comsac's artice at
DNV, QOVEMMENtSECLITTY Ong/ ArTcies/ SOLINeCIoNBasc

Tutoriai php Drought Tis 20 My tertion.
The Google Hacking Database (GHDB) appears couriesy of the Google Hacking community.
Impact
Not avallable. Check description.

cET /cbanklpub'icllcgln.npx HITP/1.1

Pragna: no-cache

Haferer: httpa://ebank.reb.ay/EBank
Acunetix-Aspect: enabhled
Acunetix-Aspect-Password: *eeee
Acunetix-Aspect-Querles: filelist;aspectaleszts
Caoklie: ASP.NET Sesalonldeywgawrlind3fpedlwqexvieech
Host: ebank.reb.ay

Comnectian: Keep-allve

Accept-Enceding: gzip,deflate

Dasr-Agant: ¥02i1la/5.0 (cooparible; M2IR 9.0 Windows NT £.1) WOWES; Trident/5.0)
Rocept: */*

MMW

Reques: headers

CET chnnt/pub;ic/logm.up:?uczuxu.): I-IMk/hb\.mnml/suBnquu.nl.upx RITP/L.1
Pragna: no-cache

Referer: httpd:/Sfebank.rel sy/ebank/NabChanrel/SteBill Paynent . aspx

Acunetly~-Aspect: enabled

Acunetix-Aspect-Password: **vee

Acunetix-Aspect-Querles: fllellst; np-ctnlcx ta

Cackle: ASP.NET Sessionldeyqawrlind3fpvdliugexveecn)  IbLanguagsCookle eCultureear—£Y
Host: wbank.greb. ay

Sennection: Keep-alive

Accept-Encoeding: galp, deflate

User-Agent: Mozilla/5.C (ccapatibler MSIE 5.0y WMindsws NT £.1; WONES: Trldent/5.0)
Accept: */*

Acungtix Webslte Auait 3
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) /tbanx/pm'icllogzn.upx?utmnﬂzl-/!unk HTTP/1.1
Pragna: no-cache

Befarer: https://ebank.red. ay/EBank

Acunetix-Aspect: enabled

Acunetix-Aspect-Fassword: veeee
Acunetix-Aspect-Qoaries: flleliat;aspectalexcs
Cockie: ASP.NET Seasionldeygawrlind3fpvilwgexvoeon
Hoat: ebank.reb.ay

Sonnection: Keep-alive

Accept-Enceding: g2ip, deflate

User-Agent: Mo2i31la/5.0 (coupatible; M3IE 9.0y Windows NT 6.1 WOWE4; Trident/5.0)
Accepr: */*

posT chnnllpubuclloqln aqu?lncuxnﬂzl-lmnk m/: 1

Pragma: no-cache

Referer: https://ebank.reb. sy/ebank/public/login, aspx

Content-Langth: 3507

Content-Type: application/x-~wwW-fom-~urlescoded

Acunetix-Aspect: anabled

Acunetix-Aspect-Password: *eeee

Acunetix-Aspect-Quarles: filelist;aspectalazts

Cooklie: REP.NET Seasionldeiqawriind3fpvilwqesweecn;  ThLanguageCockle eCultureea:-8Y
Host: ebank.reb.sy

Camnectian: Keep-allive

Accept-Enceding: gzip, daflate

Dser—Agent: Mozilla/5.C (coupatibhler M3IE 9.0 WMindaws NT 6.1) WOWE4; Trident/5.0}
Accepr: */*

(line truncated)

o« < FOnDz BaMPN I aws 206 PSCBPnZsc T BoQRr 2pME1 IXUWQUSCRME EOLBSNOELL 1DIKVES A TallelTpntFIXagr2bd
PAofgz a2 CRENQr Y1 x 3ZpRLCC L AHETNON Do ke L oG v 2 | ol y3 SNXTWYeREOH0I INICEEnd rC S Inl SRWXCCR2
bOgPXR2eqa Sa43URIE24D% JnechDhnF onFl 2 62K CFYCLMO TANKS J RIS Z IRy ns | LQT 44Sa1 8 1 Da JBVIMTITNEDSC
LIGnXAY kI S2LTXECEVQr DL IMEPS 200 Ry Cxb VWX D2 3 2000w po2 TUA L CRUREIOX VIS 2bpy 2L RHIR 2L CREF XY
20aPIx TR IONINTE1e 9T STpan3C I I Bhe 9 JUDO VRIThy 1 nNTMA IPE U INS TN TRPIRe3 2 2bgDR2bx a2 08 LoV

24 7ahBEORCHI C2URA LRI TET X IONF ] tROq L I0dkEUE ] J 3 21 aNANGCEMS 3d

MMW

Request headers.

POST lcbnnk{publlc/logtn.aq::?actumvzx-/mnxllmum.anlrc)mm. asix HTTP/L.1
Pragna: no-cache

Refarer: hotps://ebank.rel. ay/ebank/publlic/loglin. sagx

Content-Length: 3915

Cantent-Type: application/x-wwe-forn-urlencoded

Acanetix-Aspect: enabled

Acunetix-Aspect-Passwoxd: *evee

Acunetix-Aspect-Queries: fllellstiaspactalexts

Cackle: ASP.NET Sessionldeyqawrlind3fpvdlisugexveecn;  IbLarguageCookle eCulturesen-i8
Hoat: wbDank. nb.ay

Sennection: Keep-alive

Accept-Enceding: gzlp,deflate

Dser-Agent: Mozilla/5.C (ccapatibler M3IE 5.0 Windows NT E.1; WOWES: Trldent/5.0)
Accept: */*

1y



(line truncated)

o« - QENFI G2 Fdpd 0N aslR98 1 o Zha nNS ) a cVETNS S 25pnEACE 6 Tq P03 e Ty § SRTXEZHQIGW KUSOWTY
TLHUTaSDTE4Ine2G M I 2NY LT SpudSCuY 04 L LIR2 CNOCHANER 03092 £5 2L ROCOSRIVECNE FIRY RS EcNVIVeyLlv
WIIEEp2 L ICZNedCHanIRY BN R Z0N0phyb I Bod YR gur C IRV ko nl KRy L0 tul) HXGCI 6 EFqDBR T T I YRIATE
o 2ParauPiQethul KEOZsgAe Mn33yD 1 S 8MCGEARADCT LacdT T5 TAJehln] yalORR2baohEnSaq Gy PYYEoYHP
GUarHENA2 L a30yaoHbIVA2 L0064 14200 1 chaa T tyUDSVAQ 1 qLacl 1GWEL 2 J eSVNYRIAX LowNnnG XA 2R LNPR 2TV
TalBpriTa0d r 2yCd rKir EMIPY AL ATES S L ILAL THI Ty Db Pvls2 fellla

voe'r chlnllpubucllogta.am mr/x 1

Pragua: no-cache

kafarer: https://ebank.reb.sy/ebank/pablic/legin, aspx

Content-Length: 3825

Content-Type: appllcation/x-vww-form-urlenceded

Acunetlx-Aspect: enabled

Acanetiz-Aspect-Pasaword: *eeee

Acunetix-Aspect-(uerles: filellistjaspectalazta

Cocklie: RAP.NET Sessionldeygawriind3fpvilwgexveeon:  IbLanguegeCeckie  eCultureeen-03
Host: ebank.reb.sy

Connectlon: Keep—allve

Accept-Enceding: gxig,deflate

User-Agent: Mazilla/5.0 (compatible; MSIE 5.0; Mindows NT &.1; WONE4; Trident/5.0)
Accapt: */*

(line truncsted)

+ - FAEDECVOQLLIRLGENQNR2 T s 1oury 1022 02 INXg LoONDQULGKS 20K 0 4 DREvoRa L QuaY TV oY k302 kT3 Tux2
CaxXyrVETES22FXr €444RVT RICDEQabaa 0SRIECHY shY vig2 I Dacky Orenl v T EnDe RYST Y 07 LLFOTRE 2L ISy 28y
BOXRhI2ArnIME4gRS 203 2h 2 bal SLodnd k) Jax32nul Lod Sc4cIMepeMEwBogrt TugF Rl TYARZD J25 00 cKED
BYETXDBRD L LTCHIWOOUGOODINGERE T oga s ana [its 9pc § £ T7SynNbdpOX 0nd ] 63 20 x 10T E Lud UCWS Rl oo eMALSK
34 LISVEC2EXDIZCOBOVRZLISR Dl uwDLpan S Y Ha QKX IREXANEX SIS SLD0XEX ] feY chiathelpliabId
KAOVRZEA 1L TMLT 28580 I0cMs A TKE: X7 121 dE2 VX2 SRCCA0EDUEC L POINEXE S 3d

cEY /cb.n!,*pub‘ic/logln.upz?uuuwxlnlcbanklhb(:hnnmllnm aspx HITR/LOL

Pragna: no-cache

Referer: httpa://ebank.rel.sy/ebani/NabChannal /Min.aspx

Acunetix-Aspect: enabled

Acunetix-Aspect-Password: *eeee

Acunetiz-Aspect-Quarles: filellist;aspectalazts

Cookie: REP.NET Seasionldeigqawrlind3fpviiwgeswcecn;  TbhLanguageCockle eCultureear-8Y
Host: ebank.reb.sy

Caomnection: Keep-allve

Accept-Enceding: galp, daflate

Dser-RAgent: Mozilla/5.C (ccopatikler M3IE 9.0y Windaws NT 6.1) WOWE4) Trident/5.0}
Accept: */*

Detalis

Requestheaders

posT /cbnnklpubllu.llogua.upa?hl:umuu-lmntbo:omllmuuulty.upx HTTP/1.1
Pragua: no-cache

Referer: https://ebank.reb sy/ebank/pablic/legin, aspx

Cantent-Length: 4124

Content~Type: application/x-www-form-urlanceded

Acunetlx-Aspect: enabled

Acunetiz-Aspect-Password: *eeee

Acanetiz-Aspect-Quaries: filelistjaspectalezts

Acunetlx Webslte Audit 15
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Cookle: RSP.NEY Seasionldeywgawrlind3fpevdlwqexveeon;  IblarguageCookle «Culturesen—Us
Host: ebank.reb.sy

Comnection: Keen-alive

Accapr-Enceding: galp, deflate

Dame-Agant: M02111a/5.0 (corparible; MIR 9.0 Windows NT £.1) WONES; Trident/5.0)
Aooept: */*

(line rruncated)

oo - 3Z2D3Nacpel xEXG1L Y r INQHIBOHESOR 150G Tal A 2B TTYMRVE I 3CYVesohe JIAURS IMyK] 2Y L ZBXVRRQeMX Ty
KIPRCINU3LI0R2 FHICOREXRCIZREVELATIZICIL a2 glaShiONBVT LanaVE VIR URAZS | rwl 5292 MT1aSCTo VIERKUTY
rUZAIRSR 2 FagEPNS 1 ovg R 2DCVESA AR 2 CR2L ynOMF P KIBXTZ R LW 1 cw3NN1 VSR04 O ORRPOPE JeVGRNLTOpS
203X 9205121 wBSAghOME TR SVDRAQICYFI2 DT J Ao FLlt Favg FROBF1 KNV Qe yMke tekY 341K 5aT00basgl
AOPRCRnY AT S 2DCIEALRI nOMPYLXCAPWICUa S 1R 2haRSnduN VI g 1 SSp gLy L3 Zhp l K2N2DARI¥ IR C4rnDi 6F
EFRZIES2DHIVAX S FnT JuR 2b 1 1 DEVT yRNd Uk FORS rEb oquy PAVAR 2ICFyX Q9 3d53d

Requesthexders

POST Jebank/public/login.aspx?Raturnlsle /ebank/MebChanne ] JAyaAdaiCard . aspx HITP/1.1
Pragua: no-cache

Refarer: httpa://ebank.red.ay/ebank/public/login, sapx

Content-Length: 4124

Content-Type: application/a-vww-fore-urlascoded

Acunetiz-Aspect: enabled

Acunetix-Aspect-Password: sevee

Acunetlx-Adpect-Quaries: fllellstiaspactalexts

Cookle: ASF.NET Seasionldeygawrlind3fpedlvgexveeocn)  IblanguagaCookle  «Culturssen-08
Host: wbank.reb.ay

Connection: Keep-alive

Accept-Enceding: gelp, deflate

Dau-hqm>: Moxilla/5.0 (coopatible; M3IE 3.0; Windows NT 6.1; WOWE4; Trident/5.0)
Accept: */¢

(line truncated)

oo - A2BR3INScpolxfUG1L i r INGHIBUHE SR SO a7 AR 2D TYMRVE S ICYVescle J FAURS Py R 1 2Y TR X TRAaMX Ty
hAPaCTRUZLS0R2 FEICODe XRCIZXFAVCY TR G2 LCR 2y o SN AW T LnaVE VERLAZS frwl 522 IT1aSCPTaVIEKUTY
TUZAIRSR 2 M PagEINS r vy 2bOVEA L2 TRID ymOMED KT T2 Rnlwl CWIRN1 £V FMME Duyr ONXPOPE JevACKNLTOpS
2O3LRIIDE 15 1wESAGhOME TN L EVIRAGPCY PIX DT JAC AL Fevg FEOE FLENNMInVG2 yMCkE tokY 941 Ky 5a TD(basgl
XUPB LeaY AT SKE 20C 3R InOMPYLAGARW I cla d 22 2R vV 95 S0 el g LI 2o L K2R 2LAATY T32 £4 raDi 6F
$32FERILHIVANS FnT Jud 2l 1 DEVE yWhA K FUREIChOgQUR PAVAR ZEGFYXGR 3d33d

oxe /Mllpubnc/logxn.upnungmgm lﬂ'ﬂ'll 1
Pragpa: no-cache

Roferer: htips://ebank.reb.sy/ebank/public/login, aspx
Acunetix-Aspect: enabled

Acaneatiz-Aspect-Pasaword: *eeee
Acunetix-Aspect-Quarles: filelistjaspectalesta
Cookle: RSP.NET Sessionldeyqawriind3fpvilwgexvoecn
Host: ebank.reb. sy

Connectlion: Keeg—allve

Accept-Encoding: galp,deflate

User-Agent: Mazilla/5.0 (compatible; MSIE 3.0; Mindows NT &.1; WOWE4; Trident/5.0)
RAccept: */*

mmmmgusp
Request headers

POST Jebank/public/login.asex?ReturnlUrle/Edank S1TP/1.1
Acunstix Website Audlt 1€
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Pragaa: no-cache

Heferer: https://ebank.rel.sy/ebank/public/lagin. aspx

Content-Langth: 4302

Content-Type: mpplication/x-wwwi-form-urlanceded

Acunetix-Aspect: snabled

Adunetiz-Aspect-fassdord: *eeee

Acunetix-Aspect-Queries: filslliatraspactalerts

Cockle: RSP.NET Seaslonldeygawriind3fovilugexvcecn;  IblargoageCickles «Culturesen-U4
Host: ebank.ceb.ay

Connection: Esep~allve

Accept-Encoding: gzip, deflate

User-Agent: Moziila/5.C (coupatible; MNSIE 9.0; Windows NT 6.1; WOWE4) Trident/5.0)
Accept: */*

(line truncated)
0o AZ00e1370 L n 2B S A2 CF AN 2 TET R 2Dk X aOkAFR I 2bgopI IFDCAR2OCR 2 £ MBOQMELYA 1 ENne 3 YOpULLY 382
VIR] +DyS R ZaDeZOOVRRGKEZU I IR QL MRS Y IDEn R VERS 2BONDL r TR T 8201 ROBX P100R2 FaTASBISER yCYR 2 fa 1]
DIXAFOWMKGEIIPR2L0R § 1 Cont tAMEUR LMY XDWTCDVE2 3 203 2 CVD gMewX 18083 20 1 IT5 2budHaMFue Lite LRy
21#ECTEIVIRZVEhIY 2  2LNOCTOQUoORW L LER 2L XnZ YT €91 800 | yEKGN Lol dNEL 4195 2 fgPOT { DOva O TNV a L0
XiQua2fvinp2Uke QLo ] CEpbS L0203 20332 ot L U29 2DV K e f CHIDFNR I WR2DDRK AR Z TS A LA DTN NN YT 3 214
KYsCuwId 2akl 2 LxQEMAR 2182 TLyS 2 DAIGEO4HGFEC IECEToSmCKE1 508k 3d

CEY febank/public/login.aspe?faturnl: le/ebank/NebChannel /AysRdslCard. aspx HITE/1.1
Fragua: no-cache

Peferar: https://ebank.reb.sy/ebank/NebChannel /AyardsiCard. asps

Acunetix-Aspect: enabled

Acunet lx-Adpect-Passwozd: *****

Acanetiz-Aspect~Qoaries: filelistjaspectalexcs

Cocklie: ASP.NET Seasionldeygawriind3fpviliwqesvcecn;  IblargeageCockle  «Cultoreear-£Y
Host: ebank.reb.sy

Cotmection: Keep-allve

Accept-Enceding: gilp,deflate

Dser-Agent: ¥o2illa/5.0 (compatibler MATE 3.0; Mindows N7 &.1; WOW6d; Trident/5.0)
Accept: */*

POST /ebankSpublic/legin.aspx HITP/1.1

Fragna: no-cacha

Beferar: https://ebank.ted. ay/ebank/pablic/lagin. aspx

Content-Lergth: 4196

Content-Type: applicatlon/x-vww-fom-urlapcoded

Acunetix-Aspect: enabled

Acunetix-Aspect-Fasaword: oo+

Acunetiz-Aspect-Queries: filelist;aspectalarts

Cookie: ASP.NET Seanionldeygawrlind3fpellwgexveeon; ToblanguageCookle «Culturesen-08
Hoat: ebank.reb.ay

Sonnection: Keep-allive

Accept-Encoding: geip, deflate

User-Agent: Mozilila/5.C (coupatible; M3IE 9.0; Windows NT 6.1; WOWE4) Trident/5.0)
Accept: */*

(line truncated)

oo 00N SLIK1ITUREYQZAN0L0 JoERITSARJQL Bx1 T SvaxOeCEIFyp i 0gS2r gl J S Thyxa I TQ G anI¥FVIRRIL
1yQtbReCREIXELIIbANS 2 FADECKCIE 1a I3 2bXdR2bPPIBGEHYY KIVEAQd vawd X 0uuLogV 1B N2l rany DS R IbLyE
LRQRaulRSxXoT L INx ke ASCAbA 2oh kIOCKT 1 OCXBIINEAS ZPvaVi T d JviDduyCle 30Te80a 8 2 fo 1 PaoLTG f kibd
D2VWPREQPIadNE S HUe BVLAUKG 1 AR 20N (hva SCRNANRDHYER 2 fEgBND Y AP BW 2CUoVIX IR L I3 2dwEad osal.
ALANDRCP 2 Loy JPE U U] Lozl aed fpasall GO LNl 2T ug | LOFHLNE40WR 2R 81 30ge 1 pH40W S 2 CNCRID1 I Dpli
CCIUPINGS INT 4o Do OCOXWIgAS Rr TYVIJN 20 DOBLI tavenI TR YT AR 303 34
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POST Jebank/public/login.aspx?heturnlele /ebank/NebChannal /Default aaps HTTP/1.1
Pragna: no-cache

Kafarer: httos://ebank.reb. sy/ebank/pablic/login,aspx

Content-Length: 4220

Content-Type: appllcation/x-vwd-form-urlenceded

Acanetiz-Aspect: anabled

Acanatiz-Aspect-Pasanoxd: veeee

Acunetix-Aspect-Quarles: filellstjaspectalesta

Cocklie: RIP.NET Seasionldeygawriind3fpvilwqexveeon:  IbLanguageCeckie «Culitureeen-03
Eost: ebank.zeb.ay

Connection: Keeg~allve

Accept-Encedling: grlp,deflate

User~Agent: Mozilla/5.0 (compatible; MSIE 5.0; Mindovs NT &.1; WOWNE4; Trident/5.0)
Accept: */*

(line trunceted)
o+ - SUSZIHORO G KOVWRETAR 2 M SO TARORAZ Y QSR DUl 2 L P3gXpMCHIC KRS ULIROF JDWEwi Ca FCUS 2 Ta s FARGSe
al3)25Te0TL26409ex T Savaen3 2TRgOa IANEFHEA 2 fqUoRS2D4A4q Y EDRASMIVEVWIL Salqnllve THMAVINZ B2 0320
KRS 1aCHAIPA Z0QUe T Iomy L ERoaviA 2D I BR 2B THERTWED | J 0 ZEVKESCruv | JBTZEFHAL JviquB g SPweow i 25
2T0fnlenix SR 2 £5CVRITUNS 2 CErdeaMTO i SIWOR 14 LEUN cBeoDILOI UL PPLPREL T M PNVOWYORIBgan1 0CyPeC2
10bea ThIONFIRIZNTE22v0O3wgMe 2 BaBeB LIVIUIVE 6Y 935 LERVINTUGO TAS Brghtx 7 Sa 0wz e WU SCHFINRI ST
FOPnECon PR 2EMANURS LLa0suEZ 2aeT J L4 ShY SURYME ZX e ORE Suanen 008 3d%3d

CET Jebank/public/loglin.aspe?ieturnlrle/ebank/NebChannel /Aya. aspx HITPR/L.1

Pragne: no-cache

Heferer: https://ebank.relr.sy/ebani/NebChanrel /Aya.aspx

Acunetix-Aspect: anabled

Azunetix-Aspect-Password: *eeee

Acunetix-Aspect-Quarles: filelist;aspectalazts

Cooklie: REP.NET Seasionldeyqawriind3fpvilwgqesweecn;  ThLarguageCockle «Cultirmear-SY
Host: ebank.xeb.sy

Camnectian: Keep-alive

Accept-Enceding: gzlp, daflate

Dser-Agent: Mozilla/5.C (coupatikler M3IE 9.0y Mindaws NT 6.1 WOWE4; Trident/5.0}

POST Jebank/public/loaln. aspx?Returnls le febank/NebChannal /Tasdid . uapx BETTP/1.1
Pragna: no-cachs

Kafarer: https://ebank.reb sy/ebank/pablic/login,aspx

Content-Length: 4124

Content~Type: application/x-www-form-urlancoded

Acunetix-Aspect: enabled

Acanatiz-Aspect-Pasawoxd: veeee

Acunetix-Aspect-Quarles: filelistjaspectalezta

Cockie: ASP.NEY Seasionldeygawriind3fpvdiwqesveecn;  IblarguageCookle  «Lultoresen-US
Host: ebank.zeb.sy

Connection: Keep~allve

Accept-Encoding: gzip, daflate

User-Agent: Mozilla/5.0 (compatibler MATE 3.0; Mindows NT &.1; WUWSd; Trident/5.0)
Accapt: */*
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(1ine cruncared)

£ 4 A2LRIASUPCLRC 2] S IhOHI BUERSOS 1 S0gET AR A AN L TYMRVE I ICYUvacte | £ 4URS M1 2¥ L 2R VIRQaMY Te
BPRC IRI3LSD 2 FHAC O X R 2ZN Ve r TR 2 (0GR LCec 2 g T SN VT LaaVEVERUAZS | rwl 5232 1T LaSUPfoVIERI ™
SUTAINSS 2 L PagEIME X ovg A 2bCVEA LA 2 LR 2D YR K IICT2 I L 2 cu3IRN L VSR04 Dgr ONPOPE JevaGRNLTCRE
2OIZNEILE 121 WESAGhOMETLNL EV0BAQPCY PRz DT ACFLUL Favg FEOB FLKhRdnVQs yMokat ok Y 94 1 Xy SaTDebadgld
XUPBLHAY RATEK S 20C IR EDRILOMPYLASERIcUad 23 2Lal SnduNV GO 1 2 0pgLg L3I0 2hpl KRR SLARIY T2 £ 4xnDI 6F
£3IZCERILHIVANS FInT Ju 2B 11 DEwE yNNE Sk PUBEObequy POvVAR 2 LG YR GR3da3d

FosT lcbcnk/p.lbuc/logm Apxatarnlrle/ekank /MeChannel /fSyriatel .aspx HITP/L.L
Pragna: no-cdachs

Referer: hrtpa://edbank.reb.sy/ebanik/public/login.asgx

Content-Langth: 3509

Content-Type: applicatlon/x-viww-fom-urlencedad

Acunatix-Aspect: enabled

Acunetix-Aspect-Fassword: ***ee

Acunetix-Aspect-Quaries: filelistraspectalerts

Caokie: RAP.NET Sesalonlideygawrlind3fpvilwgaxwseon; IbLangeageCockie eCultureeen—0S
| Bost: ebank.zeblsy

| Connectlon: Keep-allve

Rosmpt-Encading: gzip, deflate

Dser-Agent: Mo2xilla/5.C (coapatihlisy MSIE 9.0; Mindaus NT 6.1 WOWE4: Trident/5.0)
CRocept: */e

(line truncated)

+ - JADJTIWR 2D L NCRAL BO0YUWWO ZIMs 4 L A0FQETaV JeyT4wd CHEUL IMPOMS ICaR I RQLIGIEaRE Le § 7 584N Inew(s
WEBOITECSA2MMO14yRSDIphbeR 2CREVKIAPARYIQPI I TCE5 ywaN Sgivaric Snet ]l 3oV 2CR IVORAYRad 4 Hy fdVe kd
. BQTEAIMVT 6428 Yl oW 2 TRCOwauNI FEPAOha 3 rY 290MY PRECRDINMYyBE 3RS 2 C5 Y SRIS 2BVAKVH S8 tddgyHbY
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posT lcbnnhlpublxellogul mmwmnu-/mmmmuuinm -m HTTR/1.1
Pragma: no-cache

feferer: hitps://ebank.red. ay/ebank/poblic/login.aspx

| Content-Langth: 4220

Content-Type: application/x-wwe-form-urlenceded

Acunetix-Aspect: enabled

Acunetix-Aspect-Pasaword: ***v*

Acunetix-Aspect-Queries: fllelistiaspectalerts

Cooklu: ASP.NET Sesalonldeygawrlind3fpeilwgexwceon;  IbLanguageCockle «Cultutresen—IU2
| Hoat: ebank.reb.sy

Comection: Heep~allve

Accapt-Encsding: gzlp, deflate

Doer~-Agent: Mozilla/5.0 (cospatibler MSIZ 9.0; Mindows NT &.1; WONES; Trident/5.0)
Accept: */*

(line cruncared)
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POST Jebank/public/login. aspxTheturnlels/ebank /NebChannel /Edectricity.aspx HTTP/1.1
Pragna: no-cache

Referer: https://ebank.reb. ay/eabank/public/loglin, assx

Content-Length: 3507

| Content-Type: application/x-www-form-urlencoded

Acunetix-Aspect: anabled

Acunet ix-Aspect-Pasaword: wee e

Acunetix-Aspect-Queries: fllelistyaspectalezts

Caokle: RASP.NEY Sesaionldeygawrlind3fpvdlwgexvoecn; IblLarguageCockle «Culturesen-UsS
Eost: ebank.reb.sy

Connection: Keeg-alive

Accept-Enceding: gilp,deflate

User-Agent: Mozille/5.0 (ccapatible; MSIE 3,0; Mindows NT €.1; WONE4) Trident/5.0)
Acceapt: */*

({line truncated)

v+ f1ye28L2bwlYVIRY21 2200 IR 205 AAIde ] W2 E AL Y2423 2DA 2D 1 L nat CaR MG ot TNV L L ER 2Dl b

PEABRLSF2XabiIvagyY2OSE3S FSIOUQDR R 20N [l OUANnUwgnEC] £ FUNDY 0g 2 IVk L9 2hBN VI o Fy e S kh 1032021

FRAED S 2TCTaNNCAC MY Cvg R TR ) TRV S VY 1aBidv2 iondC vabDiLyS 8 208M0tigheQad 2 3 TVal w2 I § J2 052 el
I NE404D2Zhzxe 2Kl 8 2 (2 rgLA 20 EWA PODB 98 Y uee S eIV TWpOL TEVEYR AQKhXTUR 2408 2 M2 A8 7 Dpan 3R

JLLIDS 2badYD2HAcODE2 50T a0 RSy a R 2 M SeREUMNODK y3 THAI b2 e R 2CURCTZ L5 ) Th1 LEaBR2 K ICH IESA 96T

LM IwSIWCFINVAL {ITAIHCS I 202 yL o XILEAS JOOA2ANC TP ASaVIMS3d

POET Jebank/eublic/login. asexThatumle e /ebank/NebCharnal /Teadid aspz HITF/1.1
Pragna: no-cachs

Feferer: hotpa://edenk.reb sy/ebank/pablic/login.asgx

Content-Langth: 3833

Content-Type: application/x-www-form-drlenceded

Acunetix-Aspect: enaliled

Acunetix-Aspect-Pasaword: *e***

Acunetix-Aspect-Queries: filelist;sapactalests

Caokle: AMP.NET Sesalonldeygawrlind3fpviliwgexveeon;  IblLanguageCcokle «Coltutesen-U4
Rost: ebank.zeb.sy

 Comection: Reep-allve

Accapt-Enceding: gzip, daflate

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows WT €.1; WORE4:; Trident/5.0)
Accapt: */¢

(line truncated)
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Requestheaders

POST Jebank/public/logln.aspxhetarnlUs Is/ebank/MebChannel /Rys. aapx ETTP/1.1
Pragna: ne-cache

Hefares: https://ebank.reb. sy/eabank/public/legin, assx

Content-Largth: 3503

Cantent-Type: aspllcatlon/x-www-forn-urienceded

Acunetix Website Audtt 2
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Acunetix-Aspect: enabled

Acunetix-Aspect-Fassword: veeee

Acunetix-Aspect-Quaries: fllelist;aspectalexts

Cockie: ASP.NET Sessionldeygawrliind3fpvilwgexvoeon; IblanguageCookie «Culturseen—08
Hoat: ebank.reb.ay

Sonnecticn: Keep-allive

Accept-Enceding: gzip,deflate

User-Agent: Mo2i3la/5.C (coupatible; N3IE 9.0; Windows NT 6.1 WOWE4) Tridentr/5.0)
Accept: */*

{line truncated)
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CET fedank/public/login.aspx?hetarnly le/ebank/NebChannel /Tasdld, aspx SITP/1,1

Pragpa: no-cache )

foferer: https://ebank.reb. sy/ebani/NebChannel /Taadld. sapx

ARcunetix-Aspect: enabled

Acanetiz-Aspect-Pasaword: weeee

Acunetix-Aspect-Quarles: filellistjaspectaleasta

Cookie: RSP.NET Seasionldeygawriind3fpvilwgexwveeon:  IbLanguageCockie  «Culturesar-SY
Host: ebank.xeb.sy

Connectlon: Keeo—allve

Accept-Encoding: gxip,deflate

User-Agent: ¥o2illa/5.0 (compatible; MSIE 5.0; Mindows NT &.1; WOWE4; Trident/5.0)
Rccapt: */*

POST JebankSpublic/login.asex?ReturnUrle/ebank /MebChannel /Default .aape BITP/1.1
Pragna: no-cache

Befarer: hotps://ebank.red. ay/ebank/publlic/login, sapx

Content-Langth: 3829

Content-Type: appllcation/x-wwe-forn-urlancoded

Acanetix-Aspect: enabled

Acunetix-Aspect-Passwoxd: v*°**

Acunetix-Aspect-Qoeries: fllelist;aspectalexts

Cackle: ASP.NET Sessionldeyqawrlind3fpvdisgexvoecn) IbLanguageCookle sCulturesen-i48
Heat: sbank.reb.ay

Cennection: Keep-alive

Accept-Enceding: gzip,deflate

Deser-Agent: Mo2i1la/5.C (ccapatibler M3IE 5.0y Windovs NT 6.1; WOWES: Trldent/5.0)
Accept: */*

(line tzuncated)

v WETIAZlcaDCoLlraMOTro¥ LaJa ] LeawtBe ZTRTONRUZLRT TR0 MMt vUC I riny FRHNPOQySC T oW I nEHZ 200
TEYEMLGw2gROAr2 K1 XS 2 £ 8na Inl JEL JCoatNTxIMY Kokl LRBa0GCip 22 OuINETY74CDE T T4cROVL IR IQELET
JFxJlagagn g tSgUFRIV IEbgE4IVA2 fr K SKION T BN pBSa FCnyE YCNCe2 CndaxthSAFYLI 2b i 6axvikva e 2bhi
R200QITIZRROALAREVE? 9etcaqi lulCa 4o YaWVI 2 FUL TRy WRD M 302 IRIQK PN S 1 T vOcOWV LY 2L TVGZAS YLD
JUGDRL2T0S 1vgY IELaquistSgPrinins yasHl hwrd 210 SN Sex UQnaNVILR 2 fpa 2 2o Y BT C X sa Ry us PVEX 2002
S1lVLCIS2DaKiNARGTOZ KIGRLSELE | S 2001 ag BOUEMS Ul TR waRi g Ty 2be 534

R4



cEY /nbant/ptblicllogln.upl?ut.uwrl-/cunk/hmnmllsyruu..upx /i
Pragna: no-cache

Referer: hitps://ebank.reb.sy/abank/WebChannel/Syrlatel.aspx

Acunetiz~Aspect: enabled

Acunetiy-Aspect-Fassword: *ee*e

Rounetix-Aspect-Queries: fllelist;aspectalests

Caokie: RAP.NET Sesalonideygawrlind3fpvilwgexwseon;  IblangeageCockie w«Culture-ar-SY
Host: ebank.zeb.ay

Cormection: Eeep-allve

Accept-Enceding: gaip, dallate

Dser-Agent: Mozilla/5.C (compatiblis; MSIE 9.0; Mindavs NT 6.1 WOWES: Trident/5.0)
Accapt: */*

POAT Jebank/publ fe/login, aspx7hetarnle 1 /eank /MedCharnel /LB L] Paymant . aspx HTTP/1.1
Pragna: no-cache

Referer: hotpa://edenk.reb: sy/ebank/pablic/login.aspx

Content-Lapgth: 3845

Content-Type: applicatlop/x-vwe-form-urlencoded

Acunetix-Aspect: snabled

Acunetix-Aspect-Pasaword: *****

Acunetix-Aspect-Queries: fllelist;espactalests

Cookin: ASP.NET Sesslonldeygawriind3fovdlvgesveesn;  lbLanguageCocicie «Culturesen—8
Hoat: ebank.yeb.sy

 Comnection: Keep-allve

Accept-Enceding: gzip, Gaflate

User~-Agent: Mozilla/5.0 (compatille; MSIZ 9.0; Mindaws NT 6.1; WOWE4; Trident/5.0)
Rosmpt: v/

(line truncated)
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POST /cbunx/publxcnogla asnxTheturnlUelis/ebank /MebChannel /Aya. aapx HITP/1.1
Pragna: ne-cache

Mfeferes: https://ebank.reb. sy/abank/public/loglin, asgx

Content-Length: 4220

Content-Type: asplicatlion/x-www-form-urlenceded

Acunetis-Aspect: enabled

Acunerix-Aspect-Pasaword: wee**

Acunetix-Aspect-Queries: fllelistjaspectalests

Cookie: RSF.NET Seaszlonldeygawrlind3fpeilwgexvoecn) InlangeageCockie «Cultureeen-US
 Eost: ebank.xeb.sy

Comnection: Keep-alive

Accept-Enceding: gilp,deflate

Dder-Agent: Mozilla/5.C (compatibler MSIE 9.0; Mindows NT €.1; WONEd: Trident/5.0)
Accapt: */*

Acunetix Website Auott 2
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(1ine truncated)
.- - S0 20 H00 g KOVWXATAR 2L SO TARCRREN Y SAPLOUAND L P3aXpMCH T KSSULIHE P 2bWEWICa PUOR 2Ta s KARL 2D
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POST Jebank/pablic/login. assaieturnals lefebank /MebChatnel /Syrlatel .aupy HITF/L.1
Pragma: no-caches

Rafearer: hitpa://ebank,reb.sy/ebank/pablic/login.asnx

Caontent-Length: 4124

Content~Type: aspllcation/x-vww-fom-urlencoded

ARcunetix-Aspect: snabled

AcunetiX-Aspect-TFassword: **vee

Rounetix-Aspect-Queries: filelistjaspectalests

Cooklie: RSP.NE? Seamsionldeygavriind3fpvilwgexveeony  IblanguageCockie «Cultures-an-08
Hast: ebank.xeb.sy

Connectlion: Keep-allve

Accept-Enceding: gzlp, saflate

ma-lq-n}z Morilla/S5.0 (coupatible; MSIE 5.0; Mindowa NT S.1; WOWE4; Trident/5.0)
Accepr: */*

(1ine truncated)
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POST Jebanik/pablic/login.aspx HITPR/L,1

Pragoua: no-cache

Referer: https://ebank.reb. sy/ebank/pablic/logln. aspx

Content-Length: 4154

Content-Type: application/x-vww-fom-urlencoeded

Acunetix-Aspect: enabled

Acunetix-Aspect-Password: e+

Acunetix-Aspect-Queries: fllellist;aspectalerts

Cookia: ASP.NET Sessicnldeygawrlindifpedlwqexveecn;  IblanguagelCockle «Culturees:—-sY
Host: ebank.reb.zy

Connectlon: Kesgp-allve

Reoept-Enceding: geip, dallate

Doer-Agent: Moxilla/5.0 (ccopatible; MSIE 3.0 Windows NT 6.1; WOWEd; Trldent/5.0;
Rooept: */f*

(l1ine truncated)
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Requastheaders Ry

oRY /-bank/pubuc/login.ugx?uwwtl-/mnklmml/thtn.un aspx WTTE/1.)
Pragna: no-cacha

fefarer: hitps:/ eabank.rab.ay/edbank/WebChannel /Defaulc. aspx

Acunetix-Aspect: enabled

Acunetix-Aspect-Pasaword: *e*ve

CAcunetix-Aspect-Queries: filelistjaspectalerts »
Cookln: ASP.NET Sesalonldeygawrlind3fpvilwgexvceon;  IblanguageCockle «Coltutesar—SY
Host: ebank.reb.ay

Cormnection: Keep~allive

Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (coopatibler MSIZ 9.0; Mindows NT S.1; WONE4; Trident/5.0)
Accept: */*

Requestheaders

POST Jebank/public/logln.aspx?hsturnls s /ebank /MebChannel /M. xapx BTTP/L1.1
Pragna: ne-cache

hefarer: https://ebank.reb.sy/ebank/public/login.asnx

Content-Lenath: 4220

Content-Type: asplication/x-www-form-urliencedad

Acunetix-Aspact: enabled

Acunetix-Aspect-Fasaword: *eeee

Acunet jx-Aspect-Querias: fllelistiaspectalests

| Cookle: RSF.NET Sesalonldeygawrlind3fpedlwqexwvoecn; InlangueageCookie «Culturseen-US
‘Eost: ebank.xeb.sy

Cormection: Eeep-allve

CRocept-Enceding: gzip, dalflate

User-Agent: Mozilla/5.0 (compatibhler MSIE 9.0; Mindows NT 6.1: WONE4d: Trident/5.0)
Accapt: */*

{1ine truncated)
o+ S0 2FHIMOGKOVWX ST AR I M a0 TARCRAZ Y ORPZUCAR2 tP3gX pMCEIE KR SQLIHI ¥ R 2LNEWICa FUDR 2 faz KARD S0
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cer prwllcllogu.npx?uww:l-lwmmmmllu‘p-uz ap: ITE/1.1
Pragna: no-cache

Fofarer: hitps:/ abank.rab.ay/ebank/WebChannel MonfillPaynent . aspx

Acunetix-Aspect: enabled

Acunetix-Aspect-Pasaword: *****

Acunetix-Aspect-Queries: fllelistiaspectalerts

Cookla: ASP.NET Sesalonldeygawrlind3fpeilwgexvcecn;  IblLanguageCockle «Coltuteear—2Y
Host: ebank.reb.ay

Comnection: Keep~allve

AReccupt-Enceding: galp,defllate

Doer~Agent: Mozilla/5.0 (cospatibler MSIZ 9.0; Mindows NT &.1; WONE4; Trident/5.0)
Accspt: */*

\VvY
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Request headers

poaT lcblnk/pruhllclloqtn mmmmvzlolmmwlhynmmud upx mt‘ll 1
| Pragma: no-cache

Refarer: https://ebank.ceb ay/ebank/pablic/login, aasx

| Content-Langth: 3833

Content-Type: application/x-www-form-urlenceded

Acunetix-Aspect: enabled

Acunetix-Aspect-Pasaword: *°***

Acunetix-Aspect-Queries: fllelistiaspectalerts

Cooklin: ASP.NET Sesalonldeygawrlind3fpeilwgexvcecn;  IblanguageCockle eCulturesen—U2
Host: ebank.reb.ay

Comnection: Keeg~allve

Recupt-Enceding: galp, daflate

Doer~-Agent: Mozilla/5.0 (cospatibler MSIZE 9.0; Mindows NT 6.1 WONEd; Trident/5.0)
Accept: */*

(line cruncared)

++ -S00NNPSSVERLENTSERUDSQO S Tr 20l¥3 OV 14 I T vIpU SCERI FURLFAD 3L S 2 INCLTO RO Ou MO Xe B30
CUOMUNCHSVE] T yRa ZTORARERY2 1 T IpASRA@E S 21 A L yOu SVAEXD P50 5 2hRVyESXpIZh I STR 2 fSasenTytT
ORI TevgWHDEAZNG T F 1Ay oy Sty Doty FCERCAIVVEXHAVRGQIQSng €2 S4 PETHN2 4SS kvowyRgxQzES 253t sc)
rQenCs eI DMRERS 3 2be R 2 FRLROIMIQIVIRCA ZhaC i vV i SYRW0 2 Ex 1 U R0 3an) JEr x H2ELY dpHFNR 20 T
ER20S3URnME42CaQFS 1TVIGKPaXE2x S0 yxva0dn] Ll owe SnAVEFE Vv aPeZb1VY IQCIYUSCaxCvaAba LAR
FALATLAYILRRGCANDXER 2L L2 ATRT L] Yo 92X ET IV WWHE BSOS ZAUZCI2 1 kR I

POST Jebank/public/login. aspx?Rhetarnle la/edank /MedCharnal /SteB 1] Paymant . asnx HTTR/1.1
Pragna: no-cache

Referer: httpa://ebank.rel ay/ebank/public/login.assx

Content-Langth: 4124

Content-Type: applicatlopn/x-vwe-form-urlencoded
Acunetix-Aspect: snabled

Acunetix-Aspect-Pasaword: *e***
Acunetiz~-Aspect-Queries: filelist;aspectalerts
Cookin: RAP.NET Sessionldeygawrlind3fpvilwgervoeony
Hoat: ebank. xtb.sy

Connection: RKeen~alive

Accapt-Enceding: gzip, daflate

User~-Agent: Mozilla/5.0 (compatible; MSIZ 9.0; Mindows NT 6.1; WOWE4; Trident/5.0)
Rozmpt: v/

lbLanguageCockkia  «Culturesat—U8

(line truncated)

e s 3202 3Asup el xfAg1L ) r INOHIBURESSB 30y TaR R 2Bt TYMIVES ICYVacSe J TR INyX L 2 Y E2 R VARQeMY T
RPRC INISLEUR 2 FH3C oL XRCI2X RV T2 (G2 LCac 24 e BN BVT LnaVEVENLARS J rwl 5292 1T 1aSCPTo VIERUTY
SUZAANSA 2L PR ¥ NS r avg R ZLCVEALAR I FR 2Dyl E P KX T2 Rl L cw3WR L OV EMME Dy ORNPOTE JevatRNLICpS
L032x 2051 8 lwB SdghOML TEE L 2 RdCPCYRI2 DT I AP Favg FROB F1 ERNAnVQ 2 yMORkp tckY 541 Ry 5a7D0basgl
KUpB LAY ATSRR 2BC 2R INOMPYLXCARIclad 23 2Dal SnduNV iG99 1490l g L3R 2Dl K2 2DARIY TR24 xn DI SF
£R20RA 2HVEKS PeT Iuk 2b1 1 BEWE yRNA Uk PURDrChoquyPAVAR 2ECPYXQR 3de3d

cEY lnbcnllptbucllogxn.upl?hnguag.-n HTTR/1.L
Pragna: no-cachea

feferer: https://ebank.reb say/ebank/pablic/login, aasx
Acunetix-Aspect: esnabled

Acunetix-Aspect-Tasaword: *oe**

Acunetix Webelte Aucit %
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-1 | 1) PV B ||
ASP.NET Padding Oracle Vulnerability 3 3a¥) @l o 1 dasall o

sda (Jan ‘ézd\ .net framework 4.0 (e 43 Ly DA (e dalls pabad 31581 (Ggiua
Al
ASP.Net uses encryption to hide sensitive data and protect it from
tampering by the client. However, a vulnerability in the ASP.Net
encryption implementation can allow an attacker to decrypt and
tamper with this data. This vulnerability exists in all versions of
ASP.NET. An attacker who exploited this vulnerability could
view data, such as the View State, which was encrypted by the
target server, or read data from files on the target server, such as
web.config. This would allow the attacker to tamper with the
contents of the data. By sending back the altered contents to an
affected server, the attacker could observe the error codes
returned by the server.
Application error message &l (x 4 daeall o

ebank gy ¥ olsie bl e Uadll 13a: Jawgie GLEAY) (S5ima
https://ebank.reb.sy/Public/Faq.aspx i

 gasalls

https://ebank.reb.sy/Ebank/Public/Faq.aspx

89 dusthal) dadall o Uadll Canag ek sy Error.html daisa oy 2 dally
dadall Hseh (e Y Basase e aslhaall i)

yva


file:///C:/ProgramData/Acunetix%20WVS%208/Data/Reporter/SummaryReportItemsTemp.xml%23open_new_window_http:/www.acunetix.com/blog/news/check-application-vulnerable-asp-net-padding-oracle-vulnerability/
https://ebank.reb.sy/Public/Faq.aspx
https://ebank.reb.sy/Ebank/Public/Faq.aspx
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i c X it ebankreb.sy
JEIYE! LIV n ‘*»L ‘\.L‘\lull‘.
The resource cannot be found

Jescrption: HTTF B4 The reaaten poy i i) 000 perencmn ) Coud Mot Denr 00 nd Pl By e g 0l e et ryoen e f g UL d ey

lequested URL: P’ s

Login page password—guessing attack sl o VY daiall @
CVslaa et 2 Claall @BDle) DA e dla 2 aagill a: (adiia GLEAY) Gyl
Jagase laall (sSs Laxie @lldg

a5 Y GVl dgnse e ilead o AaS Calis) Alglae g 3y A Al 3

Shal dgage e Clualdl G8 Jal )9

GHDB: Typical login page »)&ll (4o V¥ dadall @

sl (e Ania (6 LI Jsaall 6 Ysio Jaass ol adiicad) alalet Mo ) (GLEY) (Sgiuns

crab 1385 Jodall s dada Pla e alsda llams
P NS lEg Al e IS ARl el diud) ae ol 13a b il Al axe A5)lhas

GligHall dae Futl)

R URR YO Y—A-YT

pkel B RAY) (sgina lgia BIA) Ay B V) Yo)v—a-v.
Uatdie (35AY) (gsiea lgalel Vs Yo Y=Y .Y

ol canyo LS £ YOIY=)V-YA

o YOyY=yY-v,

v Yoy -y,

L@L&d\ ij.o ‘_A:_ &L\Gj‘);j\ e (Y‘) 65-) dj.laj\
Acunetix Website Audit laa) 5,k o

YA




il pay) (Kly Jagale <o (midn cljailly clig &l e o galad) Jeaal) e Jasdls
5eliS 300 Y (9laall Cipaall b daiial) Y] Clelia] o o dals 138y Bagage U5 ol
L) Lyl daa aae Cafy Lo sag LAT N el e o)

b oalelally Glasleall adii ol ut) pe ol Al Laddl) AR DA e Y-F
geliall aladials Luhall clsdl aal DA o Lale Jgaanl) a5 ) liball dalles o5
G (V) A8 =l (Statistical Package for Social Sciences) SPSS  jiLasy)
A Lo dpliaall Gldhaiy g dnlaal) Gillavgiall aladial 5 dabagll cdldanll aladiu) L
- Glbayll HladY Cningie G lidl aladial
obaa) il b Ladg

oY) L jill Latasll lsliany) 1( ©) 28y Jpan

One-Sample Statistics

Std. Std. Error
N  Mean Deviation Mean
spol 10|1.8125 .12148 .03841

12148 (s)laall CihaiVly 1.8125 cualy Jacgiall dasd o Jaadl gold) Jgaall (4
Y L all Cungin @ lasl 1(1) W8y Jsss
One-Sample Test
Test Value = 1.5

95% Confidence Interval of

sig. (2- Mean the Difference
t |df tailed) Difference Lower Upper
spol 8.135 9 .000 31250 .2256 .3994

YA



1.5 Cgenall augiall o o) Jacegiall Y dulaad 5lal 8,135t dad cualy o
Ay dacaydl) by (6 0.05 (e sral Sig dady il mlla b i) (6
Claall b daiall )Y clehally clabadl o) Join ) Abad) dacajill i

Slaglaall alas 5ol 533 Y

A0l dpzmjall Lnbagl) Clelasy) 1(V) a8y Joon

One-Sample Statistics

Std. Std. Error
N  Mean Deviation Mean
spo210/1.8571 .09524 .03012

. 0.09524 (s)laall CilaiVlg 1.8571 cualy Jacogiall A o Jaadl goliad) Jgaall (1

B0 A il g & JLas) 3(A ) ) dsas
One-Sample Test
Test Value = 1.5

95% Confidence Interval of

Sig. (2- Mean the Difference
t df tailed) Difference Lower Upper
spo211.859 9 .000 .35714 .2890 4253

G 1.5 Csenal) asiall e el baagiad) Y dulay) 5Lk 11.859 t das
iy A0 Aol by (6 0.05 (o sreal Sig dady il mlla & 3l
55 Y Gplad) b dend) Laa¥) @lehaVly Glubdl o Jsi ) dbadl duca al

clasbeall ali 5ol

YAY



Al duca il ddaasl) clslany) 1 1) 8y Jsaa

One-Sample Statistics

Std. Std. Error
N | Mean Deviation Mean
spo310/1.7810 .24302 .07685

0. 24302 (s)laall CilaiVlg 1.7810 ks Jacsgiall A o Jaadl goliad) Jgaall (4

B A ill Cagagios @ L) 1( ) ) by Jsas
One-Sample Test
Test Value = 1.5

95% Confidence Interval of

Slg (2_ Mean the Difference
t |df tailed) Difference Lower Upper
spo3/3.656 9 .005 .28095 1071 .4548

G 1.5 Csend) bugidl oo o) lawgiall oY dula) 5Ll 3.656 t ded cual,
Jaiiy A3I5Y) Lacayil) (adyi (61 0.05 (e yial SiG dady dial) mlla 6 bl
5rY Gladl 8 daid) ) @lehal¥ly Glabadl of Joi ) Aol Al
claglaall i 5eliS

b b Onadl e Bald) e clian Al S Qs (e i

Z\f ) Ciladadly clehadld daudilly ©

- Agdypeadl Jlae) ol b bl s Gleadion G peadl) o))
- Slasles ASuly ddagige Gadpadll £ 8 paen—Y

() Laadlal) AL Sl Lagl (b peadl) )Y

caall Cayndll (o ST SV el (e Alle duas 4y Bage Ciyne — ¢
YAY
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(*) o gl
FREQUENCIES VARIABLES=q1 g2 q3 g4 g5 g9 q10 q11 12 g34 q35 36
437 438 939 440 /ORDER=ANALYSIS.

Freguencies

Notes

Output Created 08-Y VY-~ IDT 21:42:36
Comments
Input Data Fi\Sin (gl S e 5QV

Active Dataset DataSetl

Filter <none>

Weight <none>

Split File <none>

N of Rows in 10

Working Data File
Missing Value Definition of Missing |User-defined missing values are treated as missing.
Handling Cases Used Statistics are based on all cases with valid data.

Syntax FREQUENCIES VARIABLES=qg1 92 q3 g4 g5 q9 q10
g11 g12 934 35 g36 q37 938 939 g40
/ORDER=ANALYSIS.

Resources Processor Time 0:00:00.000
Elapsed Time 0:00:00.000

[DataSetl] F:\s St em\s S g.5aV

Statistics
gql g2 93 /94 95|99 | ql10 |gll |gl2 |g34 |g35 |36 |37 |38 |g39 g40
N |Valid 1010|1010 |10 10 10| 10| 10| 10| 10| 10| 10| 10| 10| 10
Missing o/o0,0/0/,0, O, O, O O Of O O, O] 0| 0, O

"1



Valid

Valid

Valid

Valid

Valid

Valid

Valid

Frequency Table

gl
Frequency | Percent | Valid Percent Cumulative Percent
pnd 10 100.0 100.0 100.0
g2
Frequency | Percent | Valid Percent Cumulative Percent
pxd 10 100.0 100.0 100.0
g3
Frequency | Percent | Valid Percent | Cumulative Percent
Y 5 50.0 50.0 50.0
LN 5 50.0 50.0 100.0
Total 10 100.0 100.0
g4
Frequency | Percent | Valid Percent | Cumulative Percent
Y 6 60.0 60.0 60.0
axd 4 40.0 40.0 100.0
Total 10 100.0 100.0
g5
Frequency | Percent | Valid Percent | Cumulative Percent
Y 1 10.0 10.0 10.0
axd 9 90.0 90.0 100.0
Total 10 100.0 100.0
q9
Frequency | Percent | Valid Percent Cumulative Percent
pxd 10 100.0 100.0 100.0
gqlo
Frequency | Percent | Valid Percent | Cumulative Percent
Lles 7 70.0 70.0 70.0
S plaial 3 30.0 30.0 100.0
Total 10 100.0 100.0

YV



| ql1

‘ ‘ Frequency ‘Percent ‘ Valid Percent ‘ Cumulative Percent
Valid | | 10/ 100.0| 100.0 | 100.0
| q12

‘ | Frequency ‘ Percent ‘ Valid Percent ‘ Cumulative Percent
Valid [y | 10/  100.0] 100.0 | 100.0
| q34

‘ ‘ Frequency ‘Percent ‘ Valid Percent ‘ Cumulative Percent
Valid il | 10/ 100.0 | 100.0 | 100.0
| q35

‘ ‘ Frequency ‘Percent ‘ Valid Percent ‘ Cumulative Percent

Valid |l Jals ol 9% B | 3| 300| 30.0 | 30.0
i) s Gl e | 7 70.0| 70.0 | 100.0
|Tota| ‘ 10 ‘ 100.0 ‘ 100.0 ‘
| 436
‘ ‘ Frequency ‘ Percent ‘ Valid Percent ‘ Cumulative Percent
Valid |a | 10/ 100.0] 100.0 | 100.0
| q37
‘ | Frequency ‘Percent ‘ Valid Percent ‘ Cumulative Percent
Valid | S st | 6| 600] 60.0 | 60.0
sl il | 1/ 100] 10.0 | 70.0
oAl s 3| 300] 30.0 | 100.0
|Tota| | 10 ‘ 100.0 ‘ 100.0 ‘
| q38
‘ | Frequency ‘Percent ‘ Valid Percent ‘ Cumulative Percent
valid v | 3 300 30.0 | 30.0
Liey | 5/ 50.0] 50.0 | 80.0
P 2, 200 20.0 | 100.0
‘Total | 10‘ 100.0‘ 100.0‘
| q39
‘ ‘Frequency ‘Percent ‘Valid Percent ‘ Cumulative Percent
Valid [l Gsasis 1S G el o) IS s | 3| 300] 30.0 | 30.0
AT el ) | 7, 700 70.0 | 100.0
|Tota| ‘ 10 ‘ 100.0 ‘ 100.0 ‘

YA




q40

Frequency | Percent | Valid Percent Cumulative Percent

Valid [ae

10 100.0

100.0 100.0

FREQUENCIES VARIABLES=06 g8 921 922 23 924 928 929
/ORDER=ANALYSIS.

Output Created
Comments
Input

Missing Value
Handling

Syntax

Resources

Frequencies

Data

Active Dataset
Filter

Weight

Split File

N of Rows in Working
Data File

Definition of Missing

Cases Used

Processor Time
Elapsed Time

Notes
08-Y\Y-o)u)~ IDT 21:43:04

Fi\s S cem\sSiw e 5QV
DataSetl
<none>
<none>
<none>
10

User-defined missing values are treated as
missing.

Statistics are based on all cases with valid data.

FREQUENCIES VARIABLES=06 g8 q21 922 923
024 928 929
/ORDER=ANALYSIS.

0:00:00.000
0:00:00.015

[DataSetl] F:\s St (cem\s S g5V

N Valid

Missing

a6 a8

10
0

Statistics
g21 g22 q23 q24 g28
10 10 10 10 10 10
0 0 0 0 0 0

A

g29

10



Valid

Valid

Valid

Valid

Valid

Valid

Valid

Frequency Table

q6
Frequency | Percent | Valid Percent | Cumulative Percent
O yaadivuall 6 60.0 60.0 60.0
s _all 3 30.0 30.0 90.0
OsA 1 10.0 10.0 100.0
Total 10 100.0 100.0
q8
Frequency | Percent | Valid Percent | Cumulative Percent
) gals g 2 20.0 20.0 20.0
oAl clea 8 80.0 80.0 100.0
Total 10 100.0 100.0
q21
Frequency | Percent | Valid Percent | Cumulative Percent
Llal 4 40.0 40.0 40.0
axd 6 60.0 60.0 100.0
Total 10 100.0 100.0
q22
Frequency | Percent | Valid Percent Cumulative Percent
pxd 10 100.0 100.0 100.0
q23
Frequency | Percent | Valid Percent Cumulative Percent
pxd 10 100.0 100.0 100.0
q24
Frequency | Percent | Valid Percent | Cumulative Percent
Y 3 30.0 30.0 30.0
axd 7 70.0 70.0 100.0
Total 10 100.0 100.0
q28
Frequency | Percent | Valid Percent | Cumulative Percent
il gall e alaill geddiiie 7 70.0 70.0 70.0

Yy.



GV (e bl | ganiine 3 30.0 30.0 100.0
Total 10 100.0 100.0
gq29
Frequency | Percent | Valid Percent | Cumulative Percent
Valid | A <l il el Jaly ey 2 20.0 20.0 20.0
Y axe 8 80.0 80.0 100.0
Total 10 100.0 100.0

FREQUENCIES VARIABLES=q7 913 q14 q15 916 917 q18 919 920 925 g2
6 927 930 931 932 g33 g41 /ORDER=ANALYSIS.

Output Created

Comments
Input Data
Active Dataset
Filter
Weight
Split File
N of Rows in
Working Data File
Missing Value  |Definition of
Handling Missing
Cases Used
Syntax
Resources Processor Time

Elapsed Time

Freguencies

Notes
08-Y Y-l 3~ IDT 21:43:20

Fi\s oS g\ S e 5QV
DataSetl
<none>
<none>
<none>
10

User-defined missing values are treated as missing.

Statistics are based on all cases with valid data.

FREQUENCIES VARIABLES=q7 q13 q14 q15 q16 q17
g18 19 920 g25 26 927 930 931 932 933 g41
/ORDER=ANALYSIS.

0:00:00.031
0:00:00.032
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[DataSetl] F:\s St cem\s S g5V

Statistics

10| 10| 10| 10| 10| 10| 10

0/ 0, 0| O

10
0

q7 ql3 ql4 |ql5 [ gl16 |ql7 |g18 |gl9 | g20 |g25 926 927 |g30 |q31 932 933 |g41
N |Valid 10 10 10, 10| 10| 10| 10| 10| 10
Missing 0 0 0 0 0 0 0 0/ 0 0, 0, O
q7
Frequency | Percent | Valid Percent | Cumulative Percent
Valid |l Jas 9 90.0 90.0 90.0
ol 1 10.0 10.0 100.0
Total 10 100.0 100.0
ql3
Frequency | Percent | Valid Percent | Cumulative Percent
Valid ¥ 50.0 50.0 50.0
ard 50.0 50.0 100.0
Total 10 100.0 100.0
qla
Frequency | Percent | Valid Percent | Cumulative Percent
Valid [L)a 30.0 30.0 30.0
axd 70.0 70.0 100.0
Total 10 100.0 100.0
ql5
Frequency | Percent | Valid Percent | Cumulative Percent
Valid ¥ 70.0 70.0 70.0
Lo 30.0 30.0 100.0
Total 10 100.0 100.0
ql6
Frequency | Percent | Valid Percent | Cumulative Percent
Valid ¥ 8 80.0 80.0 80.0
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| = 2| 200] 200 100.0

‘ Total | 10/ 1000 100.0

| q17

‘ | Frequency |Percent ‘ Valid Percent | Cumulative Percent

Valid [l 51! | 4| 400] 40.0 | 40.0

\ il stad alais )| 6  60.0| 60.0 | 100.0

| Total | 10/ 1000 100.0

| ql8

‘ ‘ Frequency |Percent ‘ Valid Percent | Cumulative Percent

valid |z'» | 4| 40.0] 40.0 | 40.0
[ERpN 5 50.0] 50.0 | 90.0
A 1/ 100] 10.0 | 100.0
|Tota| ‘ 10 | 100.0 ‘ 100.0 |

| ql9

‘ | Frequency | Percent | Valid Percent ‘ Cumulative Percent

Valid |l G35k a5 | 6/ 600 60.0 | 60.0
Sl s el S 5| 2, 200 200 80.0
gm0 ISl J3e | 2, 200 20.0 | 100.0
‘Total | 10 | 100.0 | 100.0 ‘

| q20

‘ | Frequency ‘ Percent ‘ Valid Percent | Cumulative Percent

Valid |l 2| 10| 1000 100.0 | 100.0

| q25

‘ | Frequency ‘Percent | Valid Percent | Cumulative Percent

Valid [s5eaY) el ikt gny | 3| 300] 30.0 | 30.0
W s A8 M 5 5eal B | 7, 700 70.0 | 100.0
‘Total | 10 ‘ 100.0 | 100.0 |

| 426

‘ | Frequency |Percent | Valid Percent ‘ Cumulative Percent

Valid |l 530 | 5 500 50.0 | 50.0
(solall il | 5/  50.0] 50.0 | 100.0
‘Total | 10 | 100.0 | 100.0 ‘

| q27 |

‘ | Frequency ‘Percent ‘ Valid Percent | Cumulative Percent |
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Valid |¥ 4 40.0 40.0
axd 6 60.0 60.0
Total 10 100.0 100.0
q30
Frequency | Percent | Valid Percent
Valid | les 10, 100.0 100.0
q31
Frequency | Percent | Valid Percent
Valid ¥ 7 70.0 70.0
Lles 3 30.0 30.0
Total 10 100.0 100.0
q32
Frequency | Percent
Valid |Jhall dsllae Ja Uiy 10| 100.0
q33
Frequency | Percent | Valid Percent
Valid |¥ 10 100.0 100.0
g4l
Frequency | Percent
Valid |aed z saall a3 3 30.0
5 5 50.0
Total 10 100.0

Valid Percent

40.0
100.0

Cumulative Percent

100.0

Cumulative Percent

Valid Percent

100.0

70.0
100.0

Cumulative Percent
100.0

Cumulative Percent

30.0
20.0
50.0
100.0

100.0

Cumulative Percent

30.0
50.0
100.0

T-TEST /TESTVAL=15 /MISSING=ANALYSIS
IVARIABLES=q1 g2 g4 g5 /CRITERIA=CI(.95).

T-Test

Notes
Output Created

Yve
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Comments

Input Data F\oSiu ogu\s_Siu g5V

Active Dataset DataSetl

Filter <none>

Weight <none>

Split File <none>

N of Rows in 10

Working Data File
Missing Value |Definition of User defined missing values are treated as missing.
Handling Missing

Cases Used Statistics for each analysis are based on the cases with no

missing or out-of-range data for any variable in the analysis.

Syntax T-TEST

ITESTVAL=1.5
IMISSING=ANALYSIS
IVARIABLES=q1 g2 g4 g5
ICRITERIA=CI(.95).

Resources Processor Time  |0:00:00.000
Elapsed Time 0:00:00.031

[DataSetl] F:\s Siw g\ s S (og.5aV

One-Sample Statistics

N Mean Std. Deviation Std. Error Mean
ql 10 2.00 .0002 .000
g2 10 2.00 .0002 .000
g4 10 1.40 516 .163
g5 10 1.90 .316 .100

a. t cannot be computed because the standard deviation is 0.

One-Sample Test
Test Value = 1.5
95% Confidence Interval of the Difference

t df | Sig. (2-tailed) Mean Difference Lower Upper
g4 | -.612- | 9 .555 -.100- -47-
g5 | 4.000 9 .003 .400 A7

T-TEST /TESTVAL=15 /MISSING=ANALYSIS
IVARIABLES=q1 g2 g4 g5 q9 q11 q12 g36 g40 /CRITERIA=CI(.95).

T-Test
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Notes

Output Created 08-Y)Y-glu)~ IDT 21:46:46
Comments
Input Data Fi\s oS g\ s Siw gAY

Active Dataset DataSetl

Filter <none>

Weight <none>

Split File <none>

N of Rows in 10

Working Data File
Missing Value |Definition of User defined missing values are treated as missing.
Handling Missing

Cases Used Statistics for each analysis are based on the cases with no

missing or out-of-range data for any variable in the analysis.

Syntax T-TEST

/TESTVAL=1.5

/MISSING=ANALYSIS

/VARIABLES=q1 g2 g4 q5q9 q11 q12 936 40
/CRITERIA=CI(.95).

Resources Processor Time 0:00:00.016
Elapsed Time 0:00:00.016

[DataSetl] F:\s St em\s S gn.5aV

One-Sample Statistics

N Mean Std. Deviation Std. Error Mean
ql 10 2.00 .0002 .000
g2 10 2.00 .0002 .000
g4 10 1.40 516 .163
a5 10 1.90 .316 .100
q9 10 2.00 .0002 .000
gll 10 2.00 .0002 .000
gl2 10 1.00 .0002 .000
g36 10 2.00 .0002 .000
q40 10 2.00 .0002 .000

a. t cannot be computed because the standard deviation is 0.

One-Sample Test
Test Value = 1.5
95% Confidence Interval of the Difference

t df | Sig. (2-tailed) Mean Difference Lower Upper
g4 | -.612-| 9 .555 -.100- -47-
g5 | 4.000 9 .003 .400 A7
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Assessing The Efficiency of Accounting
Information Systems in
Protecting The Data And Information in Syrian
DBanks.

( AComparative Study)

Abstract

This research aims to identify the risks and problems resulting from modern
techniques used in banks, and to investigate the protection measures which are
represented by administrative, technical, and monitoring procedures and
policies applied in banks and which enhance the efficiency of information
systems. Then it aims to assess the efficiency of these systems in Syrian banks in
safeguarding their data and information, and to determine the factors affecting
the efficiency of the accounting information system in ensuring the security of
data and information. Thereafter, as a scientific contribution, it will provide
solutions to the problems that Syrian banks are expected to face as a result of the
use of modern techniques applications.

As a means to realize and achieve its objectives, the research presented the
concept of information systems efficiency, and the factors influencing this
efficiency, in addition to the actual status of the electronic work environment in
Syrian banks and services offered by these banks to their clients. The researcher
also demonstrated the risks and threats facing the uses of technology in general
and in banks in particular in terms of using the global networks- Internet - thus
shedding the light on risks that cannot be overcome unless by taking action, and
applying some principles-the researcher focused here on COBIT and ISO
standards (27001) and (27002).

The researcher has chosen the Real-Estate Bank and Audi Bank as a sample of
her research. She studied the extent to which these banks were affected by the
uses of information techniques, and the risks that they were exposed to, and also
the administrative, security and technical procedures taken to reduce the risk of
technology uses. This was done through analyzing and assessing the actual status
of information and data security by comparing the data of practical reality with
safety standards specified by the appropriate authorities.



Necessary data related to the accounting information systems used in the sample
banks were collected from the managerial reports and statistics beside
interviewing staff concerned in information and data security. In addition to that,
some experimental trials were carried out, like Acunetix Website Audit, in oreder
to know the number of penetrations and gaps that can occur and through which
they can determine the level of protection in some electronic bank transactions.

The research concluded that the efficiency of accounting information systems to
offer security for bankers is relatively limited, and that it could have been better.
These systems were not able to reach an advanced level of safety objectives
through their security policies and procedures.



