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Problem Study and Analysis

rdiianfy Giad) ACEa 1.1

t e S algall waat dalalY lehee 8 zlas ) Ciljgatl) Cmaal ) Lidy
Ayl Do Linglgig luale Tgks a8 ] Ll illally ) echland) (A Cilggl) 8yg]
Gl U Y daagad Al ) Lunas paleY ardiun B aglySall el e o V)
Al L eclinal e 5 e Dlaine Tial Dhaa (Radall) sds padiis ll) catatll seals
oany (&l 1aa 1AL (Ao Suall aeloally (dpagSall Colsally A8l (38a (sandly ol yUadll
Juad) Al Lol lhgjan Guly copnn Dl aligall waas Aalal las dilaia (m LY
Apaall Calaall el Coanl gl dagal) 3gaal) A8 e ae didled SY) Apially (il
Lgy dujsgany 0SyeY) saniall YIS aliall Joall (gal S dnailly digall AaDIS
Ol amaliy Tan Bakea Sl 2y adgal) wand Akl o 35S0 (hgds dall LalanV)
slivg avenatl (sl culiin Ldlad Ay alaadl liady Lae ¢Jall Gand 18s 435S dalis)
Aien S Jal aledl) ddle aliall didaa 3o ) g dala]
Le GPS,GLONASS,GALILEO,BEIDOU :(fie aisall aail desiia dualle Aokl aag
S ddlhde g 3l 3oy B age ot Aakil o gl Aullad duhag el Cingiy
g
= Barrage jamming.
= Sweep Jamming.
= Successive pulses jamming.
= Tone (Spot) jamming.

= Frequency hopping jamming.
= Protocol-Aware jamming.
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il e 5y ud) Gadlaid il (e Zuldat ey Zall Clull dxnlie S
Glubyall el 8 L) Goagill 5 ) il dealse (520 apan3 ) Z8LaY L L agally gl 42
Ldial) Gl & g gay dball @il
PSSR el Joa Al sl i e el ) AL Gluball s e L Lads
Lguil drala (o agiDlayg ayd gilinyg Hlaule slsa e JSIEEE dlae 42018 ole s .1
Loall D) Labail e (fusdn alai aead Jon Uiy [8] cilaglaall LinglgiSiy aglall and
alainl g3k e «SDR @l e alde YL UAVS (Unmanned Aerial Vehlcle) 4 5 g2 gall
4y i GNU Radio Ay gk gl de ganag Nuand 4S54 (pe BladeRF X40 daic
& capailly A8l 5olSy dpdall 5 USH HlacW) & aaY) re cSlugdill Glag (e aaall aniig
1575.42 235l Jlaall wie L1 Ciall o GPS adisall aaas dakil o (g ala apanss
PR Ulsdd QLS (ued aladiuly MHz
= Barrage jamming.
= Sweep Jamming.
= Successive pulses jamming.
= Tone jamming.
= Protocol-Aware jamming.
e eV github 8 585ie 3lSlas aladinls el o3 dije GPS 8L (Je HLasY) el 2
HackRF, BladeRF, ADALM-Pluto, USRP Ji SDR ilaia
oSar st Jumdl Barrage jamming (sl dad o ) Gl 138 Jeag sdaaall gl
AL sl a3t oy Cas o8] Abagiosall HLEYL A jra (gl 25ns p2e Ala 3 40 oL
ol sl il HLEY) delhin) (e el de Uiy Baiun guaai 5L 5 ok e
el dallall dladi 5eUS (@l 8 (505 Lee ASIgiall ALl A o o) g gl 13g]
-l lial daleal) coylaill =8 (1-1) Jgaal)
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o il Chirp 3kl sl ) zbay oS3 Jled J2 Sweep jamming (sdal) 4a& e
A Loadl Al ol 5ol (e daddiveall Clarddl 235 o (e WS ccidgll g pa A bl
(s A eobimll L s 455kl Jal Jugld 5:1S 41 Successive Pulses Jamming (s 83l
Jaladl Carging daid (GPS 8Ly a2l Jaddl JalS Cargina ¥ Tone jamming (i sds 4

Ao de Uil il g Bais (igdil) 138 Aladg 1.57542GHZ 205 xie (gaaill
Ol b GPS bl b (e dual) sda cu€a Protocol-Aware jamming  (iedd duis

-Barrage (fusdty 45 )l doleld Sl A gl ot (Jliay)

[8] Lhugdd culudil JLady) amilis jedi :(1-1) Jyad)
5 meters | 10 meters | 15 meters | 20 meters | 25 meters

Barrage Jamming v v v v v
Sweep Jamming v v v v v
Successive Pulses Jamming v X X X X
Tone Jamming v v v v X
Protocol-Aware Jamming v v Vv v v

Note: Vv = GPS receiver without location X = GPS receiver with location

dasls (e p¢Dlays Hong Li Zhous Ling Fang (s JS IEEE dlae & 2018 ale 543 .2
Jos By ([9] g Saally cililsgl) LinglsiSig aglall yiia s omall "cpad’ Xidian University
D8l Gaagy SDR i e alaeYL UAVS b (s clillall e (g i araa
st U e 5l ogald) 2 ¢ lda e Byl clilall Jlat¥lg dusall dadld) sl e
bl adse oo Alje Claglea gyillall et diaay GPS 5l olli] 3k pe 8yilhall adsll
20dBm delxiuly 1575.42MHz 230l vie elldg (jlall laa dilaie & asal) 128 Jas Can
B e gl aadll 5)L3) algil Sweep-frequency jamming (iagdd 40 dlaic b 15l LS
Gl 138 el ((2.4GHz-2.485GHz) 5 (5.7GHZ-5.8GHz) cpaasill culladl) xie JLaiyl
(1-1) J<& aw Raspberry pi 2 cauls 3k (e 83las HackRF One g53 SDR 4aic e
deUain) adi o) (Sar il cBald KK SBB-5089 S aladiul ¢ sl Slga Ay Jalada
‘;.laag 31dB = 4l ‘é_’al.@_'\ 1SS RF LDMOS A2I25D025N a2aiuy d8Layl «20dBm )8

A<yl SE5004L € slaie) &3 5.8GHz iusdn 5y Ll 25Watt I Jai 253 de Ui
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QOrvo 4S5, (e RF T2G6003028 deliind ,ag «26dB gy sl 53l ,SaS skyworks
Jd2wWatt ) Jasl z A delaiul aedd 15dB ) 4l

2.4GHz 5.8GHz 1.5GHz
Antenna Antenna Antenna
£ PA

b A
24GHz 5 8GHz -
Jamming Jamming pseudo GPS

Signal source

Signal source Signal source

1

Signal processing and
control module

SDR platform

[9] Chusdall jlga it alal) Jabdial) :(1-1) JSil
A o Bse UAV 5 Aalill GPS 5)La] 143 GPS (s Bang Jsts iy Ledie s caal) guilis
Os il sl oy Al plad 5LE) o V) HLEY) (Sly ¢ aill e GPS 8L alajiud
S e st oLl (2-1) JSa selay o[9] b dilaie 8 aagay cams Laggll e b

2.4GHZ oSaall 318 e (sl 5Ll GPS aadlall 58 (e

: T fr S8 A | I T senseanT] [ /AGN oFF__ D2:05:51 AMMow 21, 2017 0 [__RE_Ts00 Ac ] I [ SeneeinT AAGNOFF D2:11:02 AMNGv 21,2017
Marker 3 2.485000000000 GHz . Avg Type: Log-Pwr TRACE[1 arker 1 1.575600000000 GHz § o Avg Type: Log-Pwr El123456
NG Fast (o Trig: Free Run AvglHold:> 1001100 TYPE(M oAy PNO: Fast Ly Trig: Free Run Avgl|Hold:>100/100
IFGain:Low Atten: 40 dB o Ll IFGain:Low Atten: 40 dB

Mkr3 2.485 0 GHz
Ref 30.00dBm ‘ 12.832 dBm 1

f

Mﬂ,rw‘r‘ﬂ' 5 s

Start 2.3000 GHz ) Stop 2.6000 GHz|

]
Res BW 8 MHz VBW 50 MHz Sweep 1.00 ms (1001 pts) Www&wﬂ*\m/\wwj\v/\wf

[ MKA MODE TR SCL X ¥ FUNCTION | FUNCTION WIDTH
. 24000 GHz 12.398 dBm|
2 IYEENE] 2.4500 GHz 12,760 dBm|
3 Gt

24850 GHz 12832 dBm

Center 1.5500 GHz " Span 400.0 MHz
Res BW 3.0 MHz VBW 50 MHz Sweep 1.00 ms (1001 pts)

[9] (2.4-2.485GHz) (husdi 8hily 1.575GHZ 23l aie GPS Ghugdis 3iL) :(2-1) Jsa)
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kb oy S (e G g8 diids iR @3 83 Jlail 38 e Jlagdall jLadY Al
Llee adadiig cdiea UAV A oSaill 3L sl Jbai¥) 3l e ingdil) Bang Ll die
gl e bjlal G s bl s sl aSanll (S Yy 8ygeall Jas
Jsiba) dasls (1 a¢Dlays Ali Boyact g Esat Elezi ¢« JS IEEE dlas 82019 ale i 3
e i B i DA e 5 GPS @) e g 5SY1 Gsdall 58l Jea Bay ([10]
fets L dlie eha] g edal
— Pulse Jamming (PJ) — Barrage Noise Jamming (BNJ)
— Spot Jamming (SJ) — Sweep Jamming (SWJ)
te e YL Auhall sl A daadiud) (ngdall L)y (GPS) adlgall aast alas 8)La] lis) 23
DA e GPS 5Ll 5l8lae 23 Cua Ay < uligl) Uad Jaee Ly 43)laal) coss cMATLAB

C/A Code Generator
1-DT(u)
»inc o‘&’)mon > . P
> »(1)
Signal
1.023 MHz
Counter C/A Look Up Product1
C/A Code
Navigation Code Generator
1-DT(u)
al Count &l
»{Inc Up Ot B MMMAM
50 Hz
Counter Navigation Lookup
Message Navigation Data

[10] Simulink ok e GPS 8L4) alg :(3-1) J<al
‘?j daiagal) C.;t;.d\ HGI|| gl
Jal€ alatind s iogdall il el aly Spot Noise Jamming caaiy ¢(2-1) Jsaal
Jal 4.0l Sweep Noise e sl b (6T Lali e casly 235 e (gl 5] de Uaind
ek ([10] dibide chaai e lyds py Al Gusdal) 5a) dellaind oY las Gusanll ,ib
Aual8Y) GPS 5Ly MATLAB Guh e casuadl cilill Uad Jaee (2-1) Jsaal
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[10] Chusds @l bas aladiad wic clid) Uad Java ,edis 1(2-1) Jgaadl

TABLE 1
COMPARISON OF JAMMING TYPES ON BER.

Jamming Type BER (%)
Pulse Jamming 4% - 8%
Spot Jamming 18%
Barrage Noise Jamming| 14%
Sweep Jamming 2% - 4%

s4alal)

ey Yy derdinall Gililsel) 53 Gsinlll S Al cdiilull Gganll daas pall il 8
ehak 15al S 85ga) 5 il elol aaat iy ol 4l LS dgage e o dgage cuilS Lad Yy
Gandl ol aly eV mhan o ddluse o & L) 8)sShal) dilisal) ul€ 1) Loy Lgale 4jal
o 2aind Casal Sl UAVS @lyills 8 83gasall algall aaats 4gall dadlall e alaas
.GPS, GLONASS (s las glise 2aa3 dalail 520
Da Uiy Jae Lo ool (al
.GNSS D lie e sl culyli) i e s ) Ayl =kl alay)
4.y Frequency Hopping Jamming :Jie jsedall s ing-dn <ol 4dlad A0y =
.GNSS e e b ,il
Ol OIS G e g gl LAl Allad Ay
Sle gusdnl) cula ) GLONASS dabail e sl Jolin ol daludl Gigad) alies
Aas GPS Aol
Sp aladinls dlusag b daane G SHLE) alg e Ml (s ol maas
.GPS&GLONASS cdliiw e il Gaagial aaly Jlu))

(sl Gl e salall dalay () 3ol 313 Jeadl Qo8 ol aveali 5
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sl lghulay (Key Gl aed dlled 50085 du)hy ik e (el Glusdill mgie o
Jaall i GLONASS G1 Ui 5 1575.42MHz 235l die GPS L1 adsall 3aa3 dakail e
L SDR duaie lo slae¥Yl Jhsdnll cilid L) s o (1593-1610MHzZ) 233l
asti Cag PLL (phase-locked loop) Tawe (Ao lelae 8 aaias Sl 4y iy lgasenaly
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GO e e 2053 14 e (g2 )il 1575.42MHz (535 e 2354
Sweep Jamming Sweep Jamm_lng Wlth I_:requency
Hopping jamming 4
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Hopping jamming 5
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Sweep Jamming With Frequency Sweep Jamming With Frequency
Hopping jamming Hopping jamming 6
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Sweep Jamming Spot Jamming
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palal) A sl Sl e J8 Glugdall cibla) Sl dslas oS 8 ey ) dil)
g Jly) Sl e Lella] aid aalg Jas Jady 8,LEY) @l aany asius (531l Combiner
OELEY) ST (568 Gamy Lagie st Dugas e Jaall ang )Y Doy} JB 4l ) L )Ly
Jib il Lo Jpeanll @) laa¥) dag yd gaiatl Glaa @lllyg ¢ Aloell Jare vie dellin) i
pre o Coglanll (gl Gl C pramaa US04RI eha) o i€l el b Uaall dus
Jaay) g lua cpls 5 SDR iy ISV Jall Jaghad ¢ lua e gty 28 (0,LaY) de Uaia) Lgus
Ao Wiy dogad Ailae 9S8 Cagas cadin e 4,330 duuills Combiner awsll insertion loss
BLEY) Laigad Ao Jaally Combiner zA e delann¥h cyglall dad lus Gk o
oo AeUain] (38 Aad Lty (58] BLEY) daedy ol cAelain) €S dlsye ladiul Cheasd!

+Jen) &bl 4 g Combiner Ji aas o5l et 2Ll (533 5)LY|

SDR 4iUay
Qb Al
GPS (i s

JuY) S sa

SDR 4dlay
<l L) a5l
GLONASS /

[¢al)] GPS&GLONASS (iugdi alliil hausa Ay e :(1-2) <l
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fiugadlly clgaY) 3.2

2250 Jlaall die Jary ROHDE&SCHWARZ 4558 (e FSH8 (5215 ik Jlaa

astall el agaall] de Uil (uliias ol Jlaes 4Ses Jlae (et IKHZ-8GHZ

- lnslyiSilly il

sl gi€ally dggudail) aglall all agaall - Tektronix TDS 2012C bk oad) 5)La) and) ™

- [laslgally dgulal) o slall Mal) 2gadll] AVRISP mkii daaje =

lall 2g2al] ROHDE&SCHWARZ 4S5 (e NRT2 oaladl Aol (ubuny (uliie
- [l slsiSilly Al o lal

100MHz-2GHz 224l Jaall e Jaa b'hal\ L;AM COMBINER 5li] aane =
- [nslsiSally Al asbell Jall sgaal]

aslall el sgad] 1GHZ-1.7GHz (523 Jlaall die Jamy iaall las dnse Jlsa ™
- [l shsiSally duisela

aslall Jlall agadll] Win10 Jsais plaiy ASUS TUF FX505G Db Jgana cauls
- [nslsiSally Ll

ndl 5l clsh 35 ) Clsh 1 (e ke Syaise 05 Bany @

ol Gane Juiial Sl =

daanlaill 8 glell Sl 2zl DIl 4Syé (e PHANTOM 3 Pro )k Drone 3yl =
- Tsstill

Jlaglgially Lanlail) o glall Jall agaall] DJI AS55 0 MAVIC Pro bk Drone 3yl =

 [Laslyisally Laulanll oslall Jlad) agadll] Apple 4S8 (e iPad Air 2 o) Conls @

tAcaddiioial) gyl 4.2

SDR iyl de gabaall 3lall ans)l axaiu) CADSTAR Design Editor 16.0 zeliy =

255 zalyg SDR clilay aSaill alyg 358 4081 axan il Atmel Studio 7.0 zeliy
- S gdall &)yl

Bllal pSaill Cilasleny Clalae Gl 25 (as) rnls o 4luead S DI GO Gaks
ayall e Lgalges Aad) HLadl aaeg 5yilhll Alls (ayey PHANTOM 3 PRO
Al 4 a g8 (A pgeaill Haluall suall ddl)
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Jslally il zgia S il

oSl Cilagleny clalra ayed g5 as) iula e abieas 53 DI GO 4 ks
MAVIC PRO skl

sl aa0 L) (GPS e (el Al Ciilga Bae Ao aluead &3 GPSTest (guks =

Juii by Jii sl asi 53 GNSS deliall LV e Ladllall Al Ll 43l

Agbla)
:Specimen dwgdall clinll jLIA) 5.2

9 g pailadll (s Hisl Blas Blies Al Lo s Caga ) cilisal) ol
tofie sane ) OLEAY] Crend Luhall Al Aalgll 9a¥) (e o ailadll el (5Ss ye
el Al mns (B Basagall aBgal) waat dadail o (gl i ddled lad) L]
fp ylaall sl
DJI PHANTOM 3 PRO Drone syia i 85l =
DJI MAVIC PRO Drone syia syuse 5yl =
A gl ans (8 Bagmsall aBgal) aa dalail o gl il ddlad jlad) 2
Asad)l daas Akl e il e el il syake lial dal e clisll sl oyl
gd 5244l
e i s ddle gl agng pae o 3SE 2 Dbl Janll iyl e cilipal) Jiais
Jgilals Lelae
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Leliall HLaY) e dualledl oDl daksf i) Jadl

S Jadl)

ol il | S| i o) e AL ]
(GNSS) Global Navigation Satellite Systems

14gai 1.3

Agallall Al dadail e L) adlgall yaat by Ao alaia) @llia (3,881 435Y) b
doslall A<eall 4al) ) 5f GPS allall adlgal) apans ol (Jia GNSS Leliall HLaY) e
351> hlad) alge 2aa3 Jia il (e dauds desene padl i) JalSs e ol daload)
BLiall dadlll dalatly dadally aomll dakuly (AVL) Automatic Vehicle Location sl
el DA 38y adlgall a3 4,0 Jaill daduily (PNSs) Pedestrian Navigation Systems
DL i Al Al Jlae (8 dagall laal) (e daal) @llia clS il Lile i
24 S Lvie (1993 ple 8 GPS aallal) adlsall spans alail JalS Juneiill () 2 fie e linal)
paat Slad iy adld) aladiudl dalia s ¢lg) daaddl Ghladl 3 Jast Lelia 1,48
g_.wﬂ\ Leluall layl aUsi () «(SPS) Standard Positioning Services bl &35l
DY) Gl ol sale] (3) 5 «GPS Syl e liall LAY ol Cuass (z) «Galileo sl
(LBS) aisall e aldl dy)laill wilarall e sl bl 483 .GLONASS (susg )l e il
cadlgall mass Jola Je 5:Spl) ) caluilly doglal) Cilggl) M location-based services
DA o adgal) panil aladin) dlgs Glesleall Jliml Glasd auad ) LBS aojlie Cings
) rall Glaglaall dadaify (GNSS) e liall HLaY) e dadlaly LI VL) (s geal)
[14] [15] Jsanal) aalall / Jaeall 45y e 2l (GIS) geographic information system
deliall Sl ye dadld) bl gn @ilslly S8 ) dedall L4 s GNSS (s
Cpeddiveall J8 (he aaladiul LAl o5l alaall GLONASS <Galileo «Cuaall GPS Jia dakial)

- [16] sladl dalys Lladl 3a3a3 Jal (e alas IS cilinia ) laill 50 cpuiad)
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GNSS «liga 2.3

OsS Galileo s GLONASS 5 GPS iy Ll coluiis ¢ e GNSS Ui sShy
28l ()5 2S5 5 () cgilmd () 2 obial 2D m (e IS e S
oanaios .GNSS ol lea <5 Ay AN daelial) HLaY) el 8 Loy dgilitia ol3aY) 030
Alaall ALY i) 3 GLONASS sl salels Galileo dsits an lagng ST GNSS 4
A5y pa ) e artiudll (Ko Bale ladl 8 DL 30-20 s (30 GNSS i JS (8
e liall HLEY) sda e pladl Ll 4S5S4 (o anly By 8 dclia L syie ) L
b LY Aavas cla) s LSy cclin Ao sanaS (s @il (o Yoy cpaiondl) i Y
28OS oo e o gl ddibine Cligl b bl o3 e IS aadial) by sl el
2Ly 43luall Lula Time Difference Of Arrival (TDOA) Jswasll 8 gl G)l jig . olia
s by Load Lebual)l HLaYl dug o [17] Lsalyll GhLEU digpeall i) Gileyuw e
Adluall dyre P 0o ) Glo dlaise Clua i€y Cuns coland) b 3381 Lgallse o0
Gl aail) & Akl edgd Luilall ) ciuclial) LY allgay olia e JS (g i
Dbkl e anly (gt ) Jasalls ddaall) uis & s e linall SLaY) paen o diis .28
Lzl W le) Leluall LaY) )<L dads duie) Adle lgie gan (Al Ul of A0l o
Coordinated Universal (guiall callall Cad gl as dialjie Janially 5as g 430 Lgiae dyie) Jealsiy
bl Cudgill e da8 dialye (peddiuall GNSS i) JUind igy Cusy ((UTC) Time
(UTC) (gmiiall

Frequency Allocation saall aaisil) 3.3

O OSar Cpeadiveally leadl) e sl (Y sakee dilee Laa sl Yl anads axy

Ol b Adbiae (ahel ol Gui Ganads (Ko A @l L@l Jlaall a3 gk
(= AlSy (ITU) International Telecommunication Union <¥Laidd Jeall alasi) L ddhas
Juw Glo cJadi a5 (sl Chall @l nsiall allal) aladiu¥) 3usi sasiall aell CVISy

g ey U Log dueliall L1 e cully (Jsanall) oolall Cinlglly sl g8l ¢ Jal
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o A Ve ) ornlalings o< Caall VLD dsal) slat¥) andy gy el o8
Aane L35 Y sl dalidg gy Gledd auads

radio navigation-satellite a0, dadlall allal) dexall dana ) e ladll (1-3) JKEN ea gy
Ohadall LSLOU AaDal) dead] Jlaada il Jlaall 4 (¥lse Sla .(RNSS) service
L) e\l gex A age m3sal 55 (ARNS) Aeronautical Radio Navigation Service

&Y e ¥ 4 (SoL) Safety-of-Life dedlull cilaudal ald IS Luslie <V laall o2
[17].GNSS il ae Jaluilly Jlaall 13gd HAT aniine

Galileo 3 GPS L1 &Y laall e (sginy (5311 ¢(1559-1610 MHZ) (sslall L Jlaall pe 138 850
Yl 2255 Eua (1151-1214MHZ) el L Jlaall ass <Beidou B1 s GLONASS G1 5 E1

.Beidou B2 5 Galileo E5 y GLONASS G3 5 GPS L5

€ Lower L-Band > <€ Upper L-Band
ARNS ARNS
RNSS RNSS RNSS ; RNSS
: ¥ | i . SAR | .
t t Lt
E5a ESb |
E6 ' |
. =
B2 B3 (S Bl
I LY Le e e oS RECA S i I A,
F S o 3 SN N o w ) S S e, Y o & & S
8§ S48 9§ §§> §89 8 §IEEE 9§88 ¢

ARNS: Aeronautical Radio Navigation Service RNSS: Radio Navigation Satellite Service
[17] 4alisal) GNSS 4kl Sl cdal) i 1 (1-3) Jsid)
Lfaaﬂ\ Jaddl ‘;_a. 829394 4aaiial) Beidou B3 s Galileo E6 s GLONASS G2 3 GPS L2 <))l

(Aaa)¥) @hlabl) (goahll adsall claxs Ao VLl sda auys & .(1215.6-1350MHz)
Oe Jalnll dcaje AT cWlaal oda & chlay) olb Jalls ulad JS8 RNSS dexdg
177 dalad) cylay!
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GNSS cili) 1.3.3
ChLayl s3a (ggint L Jlaall & AT o cpaagi dadll L) yainls GNSS Jilgms o
el (e cahLaY) Q) iy e IS Cluss Cpaniionall = Lendl 2] il g Jlaall jsa) e
Cilig<e Chiay o [18] iy (o b eliall el @lilaly JuE) Slea J el
p ) sl e At 5Ly
L A4 gy dna 5yL3) :Carrier g2 Al Jalal) =
Sl g sty Jitiwall e S @laslslly JleaY) e Ll i idlaal) 3
31 PRN el agile gl (Juina) Slea ) elicall jaill (he gl )l 3)LaY)
A P sl gl e
(e linall el Sl gl e claglen 355 AL Byetie Al A Al ilily
psill bl de sane aa) pagtdl) chelidl Slas) ilaslen cdicpusg e livall yaill adse
bl lagladll e byt g e licall Sl duniall Allall o(483) Laiiia SUI)

GNSS cliuki 4.3

:GNSSU cliae E (ST 5l aaly aladinly (GNSSH bl (e cilinkaill (o nell i
Al ae Lusally COLE sl rans 1 Gllaall alsall 2ass 4LE =
colai¥) aanig de ) Gl e dofiedd) (K tdul) AS5all aaas e 5yl =
K @My JEN) o) s o (K8 1B Jbadd Al deladl s e 5yl
Ayl alaig 8l VLAY ali s Jalas

e (gyals A Sue il Ld o e 138 L U Aladnnl) calais GNSS dadlall alas el i

4 Seal) clinkill 1.4.3
:alaaY) e waall e 5id GNSSA A Sl calilal
ASLASY JUEY) gawiily cAdglle yall b)Y 8 JGEl (e 3538l GNSSY (Ko tdadlall
sl
s oa) o alaal) Gl GNSSY dppall dalul) Ak aadnes rcalal) e
2a3 e 4Kl 38N Mliall dage ) Cargll cililaa) Aalu) s ) ya csally adl

A8y Caagl)
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OIS 13 gl agadige 1aat Oshalall Ggsblall auliinn (JBall Jaw (o :3laYly Conill
.GNSS Jsiise agal
LAl Cadlig ¢ Saiy) =
sl ciligkl) 2.4.3
dalid) (Laglg€illy aglal) 3 :Lala®¥) cleUadll e el & GNSSY aasind
LY Lai¥ g dely g 8jlanl) cdelivally 8)laill calaSaunyly caad) cdaliyllg
7oy GPS & JalSie (gsalt Slga ol Jaa Lgdall) Canlsel) ) oY) Syl GPSD) dauds g il
slaty dgasall (ALY 83eaY Lmuall Al (L ¢ alal) R (e Clisandl) ANsT Glsu) b
Cilsgl) (53530 (3o waall il Ll 2la L oLl 8 20060 dlgs s Gl ) ek Al GPSJ
:20073) Dla GPS diuday pe B3¢l 453
GIS ddlpall clesheall ol (g)shae cilbare acfsil Zawld 3blS GPS 4Dl Ll Ty
GISY Liha Cilsay GPSI cdlfiue 23 Lyl Ldualdl cilgin dall DA cpeadiuudl

.@i}&!\ @\M:\ QLA}L.A} LLILM‘B Qb_.}—c QQ)A:\ Sﬁlé GIS calala @'ﬁ L:;\S\
:GPS dadlall ol fas 5.3

Coul el il alad) aal s Lavies cohaall shalie aaf & clalany) i el (i
483 elafge s b i ol dagleall 238 of GLi Y .1 Al (e 500KM ey Glo il clilsla
02 o e () 8 (sS Layy (500KM Lkl Cami 1 &inaall Jon 85303 ausii o) andaios @Y
Alall s3a 5 2 Lida (e 550KM 3oy o @il @l Jy AT pads cdlu 13 (9T 550 35l
a3) i) b A3 (ya (o 30l) ol il (g Baaly dad e (5S5 Y Jgud Y1 (05 8

(2-3) J<a L daal) el e Glaglan EDE ) o lan 8y Hladge daail
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Geliall HLa¥) e dallal) dadlal) dakail CallEl) Jaadl)

pdsall ot Cilaglas S0 4y JSI pdgall Juad (fliasles Oo el s 5asly dasles
Gl dsall YLaaY)

Ssieual) b adgall il Claglea EBA Aalal) (2-3) i)
B IS dile S 1o ) o dlaige aaarl J8Y) e ilgn GO 5,Ka0 a3 3aad cLlee
A(3-3) J<all Bas A8y adgall daany EDAN @l KN adalis DA (g

[19] Jilgm EBE aBgall daay :(3-3) Jsil)

() Sllandll) oSl ol o(lsadl) Sladll anil) (e GPS dadlall ol ()5S
(4-3) IS (GPSI) Uiitise) paiiasall ansd

SP5
Ground
Control

GPS receiver

[19] HUsill CDEY sad) :(4-3) Jsad)
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Jaaldll e dhen aUaill EDEN Bl (V) Jyliniu

The Space Segment (SS) Aladl) auidl) 1.6.3
Copas Loy Jilgaad) g Uil QB s (il 32 (ge JBY) Lo iy () Aladll anidl
Wl b Bilsadl abiin L)V mhaw o Ay dalise didasil (High orbit) Jad) laall
(5-3) Jsall .y ol & ) e Blga Al g0 JLEaY) Lails GPS) e alaing I3

Latitude

120° 180°

. Longitude
[19] ca) dsa ilgad) gasall Jlia :(5-3) Jea

Alaie W lebinds Ao bs 12 JS 55 g )¥) dsa hsall (e iSai de pun Jilgud) &l ja
Sl agilely ddalia) ljlay dag cAiedl) A3l WA 6 Jhe Goa 1) L Aisedl) 28D e

(6-3) IS muaall Ll

GPS Jilgu :(6-3) J<al
ca) b 855l LYY 038 (e ) gl cas Lalss (code) Ty ilas S sy

difisn ) Ll (g diluall 355 pguiall A pons Gl 130 apua - dafinsall ) Sl (40 JUY)

27



Leliall HLaY) e dualledl oDl daksf Gl Jadll

(el b)) el ) L) Lebas S Slagladll (Satellite range sl Jlas) GPS
L) L ebagil) il g ple IS5 SUal Alls el e cilaglae (Jilall lae (e
AN Dlle Ay clele aladiul Lidhe Jilsul)

The Control Segment (CS) aSaill aud 2.6.3

e Ll (Ephemeris) zuaall Hlaall e Cilaslaas ad g 519 agaiass GPS 11 ilguss oSy
(o)
Kwajalein, Diego Garcia, Ascension, 4.8 cilass Ej callal) Joa aSan llans aed 2 g9
(7-3) J<all .Colorado Springs &) oSa3 ddasas Hawaii

A g (/)lrcti%r "’"""f, %QR
¥ cean - Y e
>y Colorado / *4 RIS " J’“Ngy :
% . EURQPE™ 3 ASIA “\&
Spring ;" ~ A 1

& ) .

A ,\E‘&X\/\K 7. Kwajalein
/%
Hawaii 1\ L AFRICA A ‘f"ﬁ A
N A A S e
SOUTH . . e S
Pacific Ocean AMER:cj Ascensio . Diego Garcia AL o
C { AUSTRALIA h
L Lo
3
u/_\-;u

[19] allall I uadl) aSail) cilhas :(7-3) JS&
sl oSl ddase ) ilagleal) 038 assig Jilsasdl (e Clasten a1 48]l cildans Jiins
sl ) ilaglaall sy Jilgnd) ilidara Gawssiyl) ool dlass o

The User Segment (US) adicall aud 3.6.3
Sl aldie) dadge a1l GPSY cuhla) JUiin GPSY Jiie (e pddiosd) and Cillyy
gad Lcad) cilagladl)
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D) L) adss 7.3

s 2a5 Cus (ol finse Gle Bloud) ai Ll s e L) sl Jos
L dajall b oliasdll

1575.42MHz 2350 e ¢ud (L1 Jalall

1227.60MHz 2350 e ¢udh (L2 Jalall

Coarse sl CIA Loyl zodanis (piley s 535 L1 22530 e dsiaddl GPSY cliise Cuath
@iy L2 Jelall .10.23MHz 235 Precision sl P lejlls 1.023MHz 235 Acquisition
23 .10.23MHz 235l vie Pyl tdai aaly Yars Bley gsan A Sual) calinlaill adiiog
Lai 06$ L 035 p Lol e dals Als 525 P(Y) Sloll 2 AT Sl 2en N 5L2Y)

(8-3) J<all «Jxé Anti Spoofing)

L1 C/A Code
154 | 1575.42Mhz | 1.023 Mhz

L2
—p
120 | 1227.60 Mhz

[19] daddiceal) culag il :(8-3) J<ddl
da))) s 3a05a Pseudo Random Noise sl PRN e 40d ADlu (e el 31 il

(9-3) J<all .LFSR linear-feedback shift register duas d.ela das,

1 ms/ 1023

F"1|2|3‘4‘5|5|7‘8‘9‘10'74"J'IJ'Iﬂ_I'I_I'I_HfL TArL

Y.
AR . 1ms
il

L

[19] LFSR 4uad 4348 4% Aal) Jaw 1(9-3) Jsil)
dajall et e & cnlS gy (A ddbdad) Blgud) G ol ddlgdell 40l Judlul) mand
[11][9] CDMA duin Cayzy Lax <L 4005l
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— BPSK Jsaailly L2 (L1 Jalall dadss oy ol Juids P ol C/A Lol cibidanal J3ad
s 4 180° s el Al clidasall s a3 US xa [20] .Binary Phase Shift Keying
211 112] (11-3) J<all ((10-3) J<al L2 S L1 Jalall

Multiplier
Carrier frequency ‘%mem%m' N Transmitted
generator : : > >< P satellite signal
L1 carrier ) g
1575.42 MHz i (BPSK)
1

PRN code

generator GH HCUAD{’GHH

1.023 MHz '

I | '“\I
NI _
Data generator 1 exclusive-or
50 Bit'sec 0. f
Data
Data
[19] Jibd) 8L slgal Agaiall Jabial) :(10-3) Jead)
Data,
50 bit/s 0 1 0 ‘ 0 1 0 1 | 1 |
C/Acode ! 1 - 1 f 3 ‘ | 3
e o LU UYL U UL
1.023 MBit/s : : ; ! ; ; ; ;
Data — | | R | | : | :
wees o UL JLILIU U LU L UL
y coce l l l l l l l l
L1 carrier, iy 3"\’1(‘1 ''''' MMM ‘ W AR
1575.42 MHz J IV Wl\r\\ M ”M '”\JW“ U'H\‘ H /\JJU\‘U\M”U‘b\v”V\J'\”J\JwW\J\J/Ur\;\vﬂd\vw
BPSK : fiV i 1fi' i \i‘ i i f f\ “V’i\ MR i\“i" hA Wi
H U il\ “{H MANEARARAARAR RAANA ARARA ARAVAAR N LA

Ut carer A AR AR

[19]05bal) BLEY a3l daiiall :(11-3) i
Y e celiadllly zlajlly asiall e yain Lgil e 138 Line of Sight LOS «i)lay) Jas
ssally LIS Lhall cLil) abhas ye ja
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5Lal ¢ L) (s .20-50W 4 (e <l A de Uil bl Load o ilsad) i)
i Lodie Zdlia elandl 055 (o agall (o cnnall 13g1 lainy 21950 (ge Jus i 5OW2 s,
1191 @iy ek (1-3) Jsaall caasinsally Bl o JuaiVl Ahisg abat oLy Las .GPS

[19] US-SS Jlai) dlay (il :(1-3) Jgaall

L2 L1 & P code L1& C/A
Code
8.2 dBW 10.4 dBW 13.4 dBW L e AL e L
6.6 W 111 W 21.9W Ll e Ayyal) 22
11.5dB 13.4dB 13.4dB Lyl Flsd
19.7 dBW 23.8 dBW 26.8 dBW ElIRP il il
(Effective Integrated Radiated Power)
4.4 dB 3.4dB 3.4dB Auhadll Cadlaaly aal)
184.4 dB 184.4 dB 184.4 dB al) ladlly aaall
0.5dB 0.5dB 0.5dB sal) GG aal
3dB 3.0dB 3.0dB Jusa) Slea )
-164.5 dBW -161.5 dBW -158.5 dBW Jitiall 2 e deUanny)

Llall deUaiu¥ )y (-158dBW) () (-160dBW) (e () (Ao liivall Liall de Ui
i (-153dBW)
GPSJl Jaiie 8.3

Ol 038 aabiind ¢ Jlii) 5U8 16 (e ST Lgd 308Y) soaeial) Eiaal) COLEL)
[12] (12-3) J<all caals o 8 il 16 pols o

T RF - A/D J. Acquisition |__,| Receiver 1 Position
front-end converter — channel - calculation

GPS Jsfices diad Asiaal) Bbaiall :(12-3) JSil
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23315 Laily cJgemsll (ya) bund daih C/A Slojl) aadis ¥ g i ST 20 Sl cDlindl)
53930 4 Kual) DAl L P Loyl sl vie 0 day el el Glus (Sar Pl
s Lol D]l padiinne galiing el 13g] (P Sla)ll "sel @ aabiiud diald ey,
117 25md) s 48y aBgall (yomuny Cpidall (peddiual) cpa A BM Nga 283y adgall
=8 Clladl od iy (o) A Jlead) aals oSl e Gilidase GPS ClEie (1S
Lo sSie Almanacd) cish o)l Jadl e GPSY Jiise (95S Laxie ksl . Almanac
ey - Jilgaadl o it Jolal Wy Byaing ald ()l GPSY Jiiase (15<0 Leie "534
Lo 558 DA Adidl Jilgadl il hLE] (e degena lilaad) cul€ 13 TAL Jifidd)
[10]

GLONASS &Ly 42 9.3

GLONASS Jsii aiy saniall lisll dagSa danlyy GPS allai yyghaitg avarad 23 Laiy
Gilianads (1-3) JSall maag [22] Lelia 158 24 Loy Zugyl) (geall & all culgd Aaslsy
g oy ) ALyl ((L25L1) GPS 5 G2 5 G1 anls L] Lially <GLONASS J 235l
(13-3) JSall yeday S cdlaindl) Jalaill jolas pe Galileo Mo go L5 5 G3 inaall Jlaal

.GLONASS kil JlaY duaa sl calily)
{ c/a Or gmal GLONASS

\ \ tlaunch 1983
will’; !;}‘i‘i"/‘;,-;-;u. D oo 1 uwi 5rgnal G1-C/A
il U @ D 2 miitary P

GLONASS-M

Firstlaunch 2003

2 civil signals
G1-C/A, G2-C/A

GLONASS K

irst launch 2009
3 civil signals
G1-C/A, G2-CIA

G3-C/A, and new

military P,
G3 G2 G1
1204.7040+0.4230°k (MHz) 1246.0000+0.4375°k (MHz)  1602.0000+0.5625"k (MHz) Note: satellites
k=-7,-6,...,4+5+6 k=-7-6,...,+5,+6 k=-7,6,....45,+6 before 2005
ARNS/RNSS band RNSS band ARNS/RNSS band k=1.2.....24

[17] GLONASS dakii Jlal Ll c¥laal) :(13-3) J<al)
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Jals S Caise dala 235 e GLONASS allail elia e S Jiiy «GPS e e
Gl Ao bl d8all 3a)9 G25 GL (1o S e dlall d8al) ey Jlu)) & «G-Bands <Y las
Laslaal) 2831 5)L5) (5535 .[22] (GLONASS-M dseliall HL1) G25 (dueliall HLY) aren)
ot e 0511 au ki Jaeang 406 Mo 1 JS S0 486, 511 (e 05S0 PRN ey e
2aa7 alas e 43yl 5.11Meps pobill Jaeag 40l 1 483 dlle 3,L8Y) 520 ((Mcps) dstl
pabaiil) <N aea (g (50bps) Jaeall iy Jaml) iy dlbsy Jly] &3 ((GPS) sallal) adlsal

[23] P (Y)5 GPS CIA  allai ci¥ass Ciai & GLONASS )Ly
14 aady aaie Jgeas aladiuly dlide Glaag e PRN o) (s GLONASS (ilgee Jas st
0.5625MHz & clgiall o cildluall alig frequency division multiple access (FDMA) 5L
Lol QlsB 65 1602MHZ 5338 (535S 5e 2055 Baaly 8y ¢ gSyall 25l o S g 7 pa
(1605.38MHz e Sy Lol 5U Aely 1598.06MHZ o Sy Lol 5L ol ol ¢ Jullg
Jalsall 53¢l bl Cuilall «GLONASS delady Looasill Jalsall ilangi (2-3) Jsaad) eka
G Misra a3 .[26] [25] [24] il e aaell Caalgi ) 2 lisg Qi) o g8 duaa il
Gusdl) Slea of 3 qadl o U yuing ([23] CDMA (e Ya: GLONASS FDMA )
g (Sl FDMA ol 3 €Y1 e sy olia el 58] £ )a) 4y saalsl) daall 5

1281 [27] Jasll 0 7535 Cage CDMA plai b LY

fkl == fOl + kAfl WheTG f01=1502MHZQHdAf1 =562.5KHZ 3-1
sz == fOZ + kAfl WheTG f02=]245MHZQHdAf1 =437.5KHZ 3-2
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[27] GLONASS Uil 409 Jalgad) clagsi 1(2-3) Jgaadl

No. of | Nominal value of | No.of | Nominal value of
channel | frequency in L1 channel | frequency in L2
sub-band, MHz sub-band, MHz
06 1605,375 06 1248,625
05 1604,8125 05 1248,1875
04 1604,25 04 124775
03 1603,6875 03 1247,3125
02 1603,125 02 1246,875
01 1602,5625 01 1246,4375
00 1602,0 00 1246,0
-01 1601,4375 -01 1245,5625
-02 1600,8750 -02 1245,1250
-03 1600,3125 -03 1244,6875
-04 1599,7500 -04 1244,2500
-05 1599,1875 -05 12438125
-06 1598,6250 -06 1243,3750
-07 1598,0625 -07 12429375

sasY) alaasy adsall Lubd 53 10.3

ol Gl a1 Al uly gl dge o gl IS aBsall (il 48> (3has
aobinn «dailglly Bacliall cilgaal)l 45 lEa canal Ads ae il i) dludi Jaiwal) ()l
Aasinl xie 10ns 5l ey 0 1% (ss 383 pa BLEY1 Z L) (uld Cyanll GPSY Jitine
Dreal 138 ceguall Aoy 5 GPSY) 8)l) ilS W 3m JJea Uas ) 138 (5350 <CIA Sl
e C/A eyl aladind vie (Koo Uad
S P Sleyll 235 (5350 19600 (ol Uasll Guis iy 43 P layll aladinly alags of 48l (S
JJ11] 30 cm APENEEN
(3-3) Jsaall 8 damse Ay A8 (ol cladl Bae (e Banly o8 el Cllus clad]
: Skl

-
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[19] pasinall Jlas slhadl :(3-3) Jgaad
Uni.“ A

A
+5m BENPO{RPTNL
+2.5m Sl gUasl
+2m Sl delu olasl]
+1m Slosall 2ae3 gUaal
+1m Zaaall cUasy)
st Al 1.10.3

sl (e 808 desena gging @ RN gall GO e g sa uhaasilY)
oo esall LlSa alie Y lalme piugil) e L) 8)Lal e e cBall cilig Sy
3 bl e pldl et jal ) a5 Y ) (KIEDA) 8 33 de ju sgall 2 Ll

lli () 8 cmadl) (hsd ga it AV 130 e puadl ANV Jlad) s 3 Wl ) 505
(14-3) J<all .5lay) Ualotis sobussi¥) AT oo 205 Gl Sl b pabungid i 8l

%U __________
L2 L
= High Total
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(€O
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Transmission ~~ & 0N\ =0 _ae==—-
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L
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; il
¢ i
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l’ l’ 4 X
4
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s ,’ :
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-

sdegil) il 1(14-3) Jsan
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insil) G pgall e e LY A ju alids) G o 3271 468 ARl o
QI Y S Giaag V0 13 (S Jlad) Glilis 8 a0y 138 mpaatl) ales
L) dall Cad iyl 228

HLIY L2 L1 laasill GPSY e G A5LEN lay il alasn) 140 A& kt) <
it Aoy el i) yie Logaahll sylay) Jan Levie adl asheall (e .GPSJ)
o3 . dualall bl aadiins ¢y BIST Juagl) () L) 13) L0l ae LuSe
ol Al el ahes (AL GPSY cBliiee 8 L 5asase dlSaY]
5l Basg C L (o ALl

Jafieally Jild) Aol oad] 2.10.3
Z Ll Gaany 38 Ulal o<1 (3ns Jss) 480 ddle Blal) 3 cleldl o e sl e
STl g aladiuly Jilud) cile L 4S50 ¢ Ll 5yl il . adsall A8 e 55 eladl

(Ephemerisd ¢lbif) jlaall sUadf 3.10.3

Ll aBge i 8 A8 axe Can eladl) s Cuaas

Multipath lwal) a3 cUaij 4.10.3

S GSle mhau Guilas sage JUEWY) a0 Letie chluall 233 Uad sy
ol Satis Yl pslaall oLt arlaca Wiy sl ) 8pdlae Bl 5L JEm Y LS
(15-3) ISl .l elaal Lana 5L3Y) D) G0) Csa aY) 120 030+ Slsgl)

Visible satellite

@ Visible satellite
Non-visible satellite
% | %& Non-visible satellite
isible satellite signal &
T electes

Non-visible satellite

GNSS Antenna

Sl 25 pUadf :(15-3) J<a)
36



Leliall HLaY) e dualledl oDl daksf CallEl) Joadl

pliy) b e 5.10.3
ol aBsall dans 8 eladl duse (LAY Jlitial A mghaidly Gl (Ail) aadiis
JCa) L ) sl el cas An) Jals (3 GPSY iivse dany Y L[29] adgal) el 8 pae

16-3
v (16=3)
= ) ]Bfoched Signal
S
,,/'I ) -
S |
S

sLay) e :(16-3) Jedl

Anti-Spoofing (A/S) 4wl 6.10.3
Gsilly (el i auals GPS 5L Ao 4Sya¥) g liall lyg J8 (g diidas Al

i CIA L Cslexion: 2655 P SLoll ) 3 cpa duslaall dujall

Selective Availability (S/A) i adlasy) gl 7.10.3
[19] .GPSL aLal<l) d8al) (e dolaal) (gilly Gpuinall win 2 (A/S  4ilia

Silgaad) L) Lalss 11.3

agai1.11.3
I a1l s Las Al il b 85 dueal Lagd LD licals aagi cadlll b
LalaY Al Ll b (alsa .(PSD) power spectral density deUsiuDU duudal) 286l
AL e cchaagll Al 5)LaY) de i) aoye deUaindl dugudal) Z8USH Canal (Juaeal) s

Al Al X(t) LY W Tl s iy i)y Sl dajall Gimge 233

+00
R(7) = f x*()x(t + 7)dt 3.3
meﬂ\ etﬂ 4:\3_)53 d:ij;lt de U ;\:m:\ja]\ 8l k_f)d Lﬁ..\.w\ é&b.d\ ‘_Al J..)...'K.'a # us
S(f) = R(f) =f R()e 2l Tdr = |%(f)|? 3.4

Aapgd Jagad ) pdn ~ Cus
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dayyal) Lail) deUain dpdulal) A3l AIA) Jail) a3 Gl 2.11.3
teh WS A padly T (ayny anall doa 53S5aa (17-3) JSA cdasye 5L x(1) oSl

. T
x(t)={ 1: |t|SE

0 else where 3.5

ranid ¢17-3) JSEl au)ed isad Crua Canpanll ki) (gaadall;
¥(f) =T si T
X(f) =Tsinc(m f T) 36
raas o(18-3) J<all dalud) Laptl Sl Ll il als Clamss (580 dga (e
T|1 —m Tl T
R(7) = T) T

0 else where

3.7

taadl 5L dysh Jagad aupe canad o 0 (5LEY) Ao Uaia dagdall AESH Gl
S(f) =T?sinc?(m f T)

3.8

AT (t) A X(f)

T

FTr
EE—
T > hvﬂvﬂ r\vﬁu"—“ P
T YN
2 2 T T

[30] dasya diall dyb Jagas :(17-3) Jeaal

T 4 R@

-T 0 T T

[30] dasyall dasll 30 Jadjil g5 :(18-3) Jea
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aliel gl Al 4nd Judlall Auidal) ABLSly AN Ja)il) 25 3.11.3

Ag35 @l Aal)) S sl 4 Aflsdall 408 QL) a5 8 Byes SSY AR bl
) A bty ¢ I GO ) D8 JS 8 Basagall ailll 215 dela A S e LAudla
A1) dadlly m AalY) Ja Jobas 5 gal) Ailgdiall 4t Alulil) s . Jg¥) QO Y alaial)
Aalal) &) Al alaiall gl
O Ll 3l dalal ahaidll i) (6 L Jad 2alal 4l g3 daly) dass o) o8
32 Ay daw o Aolll dd)sdall 408 ALLWIN jpall daiillyy . Al pes Clilae (0 JalSlly
N=2"—1 S ey 2™ —1 jlan of oSa ¥ Dim g sl dalal) 2,50
ceabael Jola ol Alubs Alpdil) apd Allil) geni Ll
Al ) 63 AalY) Jas e Aaalll Aglsdel) 4ns ALl [30] S Il il mols asy

;A 3Dl adaeY) Jolal) il adl)
1 N+1
Roy(0) = =3+ —— R(D) & z 5(t + nNT) To
n=-—oco
TN

-

Aol 852l (& raagally dasjal) danll SIAN daf i) 45 :R(T)
s i : §(0)
100N A8l A sdial) 4l ALllll [24] deUani D dppdal) A86ST daas LS

Spy () = (6(f)+ Z(N+1)smc ( )8 (f+—)) 3.10

n+0
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RPN(T)
1
| |
| 1
I t
; 1
i 1 |
E r , ‘I 1
NED o —1 e
SPN(]C)
A
i 1
f[ \I
!J “\
4TTrkJTT If‘\ ad T f

| T T ﬁr—lL—fﬁ T
[11] paticf Jshas Aaflgciad) Jusdhsll PSDg 3130 L) 2 :(19-3) S
GPS el dpiphal) 48Uty 503 Jalil a5 4.11.3
Llpdall 4pd QD) (8 ojabaiy sl (6)50 (Alie Jailis a3 LI GPSY 5505 o) aBlsl) (A
Jobas lgmaes ol GPSY dodls o Gy 19] lidas) sae pa oS cadaeY) Johal) il
Al Jlaals AU 48 Lo Tus Gl Jpa)ll calite Gn Tl il als a1 dga (ool
A0 A8l /A Slopll 313N Jaill als Jaxy il slaal

R (r) =

1023
G;(t)G;(t + 1)dt
[ e+ -

1023 T,

kel i Jlall CIA Lol <G (8)

{(977.5 ns) CIA 3Ll ) o5 2T

40



Geliall HLa¥) e dallal) dadlal) dakail CallEl) Jaadl)

1 RG(r)
s 1 _ux f—liL A A\/ ,A\, A A I i \
e ’ | ¥ -3 7(seconds) =
977.5x107° 1x10
(a)
S »[0997.5%10-°
A Envelope = sinc T
. sl T\\
”~
7 N
P | l ‘ l \ |1 Wi
w(radians) =—»
7T
977.5%x107°

[11] C/A Slast PSDJly 3l Jall) s 1(20-3) Sl
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Jamming techniques

: gl i) Ciags 1.4

Radio frequency (ss)) Jals <) Ll Ao aaliall (e 8 gl <L) (e

i (S Aaag sl Bpaione )] LEY) o2 (585 of oSer s interference (RFI)
panall Jadl b s s Lo Sales Loy Galall a3l Jlaall (g i Syainsdll RFI 5)L)
o 29 «GNSS Jlawy ciiaill 13 Jaiiy [11] narrowband sl Jlaal) i broadband
Jae Gase oo 2 ol ol 295 Jlae Giase Wl Glusil L8 o gl Jlaal) aiye RF
ot Gl Jlae paye 4l Jlad) 3 RFI 0y <[31] (GPS C/ A el 2MHz) GNSS
Jas & 355 (CW) 8ydinne dase anls (a9 235) Baaly daid e (S0 () Jalall 3)L)
LS gl Jalsll QIS8 Lol o8 CW 53] 0585 Ly -5l 235l Jsa &lall Gaua

SIS Gusdilly ¢ aonall Gl Lea g 7S Glagdill Gualad Gungia O el (Sa

[32].
:‘“M.“ ' \ny"ﬂ\

HLEY) delliin) e ol delaiuly A 5L Jlob (isdall ash el 138 b
ey il & Ll oy adsall aaan Ui 8 deasall JLEaY) Slea J8 e Al dagal)
tlgte SN Ll Bae zgiall 13g] angy cdial) 8)LEDU shaad
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(Barrage Jamming) ) Gugdall 1.1.4

el dgaadil) de i) iy g Slgs 4l Lagae Cjaly (gl QIS daal 4i)
O ool S8 03 56 o(1-4) JSAT e sa WS ccing) alitu (3 Calal) Jlae e
[8] [33] w¥lai¥) sl s aesall (e e Las JLtis) Slea A manaall (g5

A

A

1.57542GHz f

[7] Barrage Jamming L&) cih :(1-4) J<id)

Sweep Jamming (g5 gewa) (@il Ghugdall 2.1.4

L&l Jlaall elasl paes 8 Lt LY Barrage Jamming e as ) 40l 3
e sl Culh 235 @3 5L Lgie Caav Y Sweep Jamming of 4 il cpda om G
28] [7] < (5225 Jlse
Gaa (035 Jlae 5L sl Ll delaiudl dpplal) AESIL laty L dilels ST il o2a
e b LS cladle B ahall 5L (a3l Jaall Giaje JalS Slial Jal e 2058 e

171 (2-4) J<a i

1.57542GHz f

[7] Sweep Jamming §La) b :(2-4) J<id)

Successive Pulses Jamming 3.1.4
Gt (S dudill o3 aladinly L cdell ui A Glianll e dludis algh =gl s a2
seka (3-4) J<all (Jalall 5LaY bl Calall G iy Alalall dasall 235 e gl

Jaall Jel€ Jass o)) caa Aaaall cileanl) o3a <Successive Pulses Jamming 8)La) ciula
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) ALY 850 A gaaa Lyl bl o3a gl 13 clgdde al aall HLEN (a3l
(28] [7] dagiosall 5LaY) Jlae mpe s Claa il o3a a3l ) Aullall A2l

A

A

HTRTERTR A

1.57542GHz f

[7] Successive Pulses Jamming 8La) b :(3-4) J<al)

Tone Jamming sl 38l Gausaill 4.1.4

el 2 AL (GPSI (g2l dalall (g5lue 2055 Lgd dupa 5)LE] Jly] o duiiil) o2a &
Gl a Al eda alainly (Jadll ae delS o Gudy (9l 2050 e L Jalxl)
[28] [7] (4-4) JSal b Caslal e il o Jalall 35l 23501 3 e Ui aen

A

A

1.57542GHz f

[7]1 1575.42MHz 234 sie Tone Jamming 3)La) cih :(4-4) J<il)
GLSH gl 5.1.4

ehaly dagall GNSS ) Juiul e repeater jammer 4slSall culiipdall aaiad

pailadl) e Lliad) xe chlaY) sda Jlof salels el Jie lgbaas 1) clilad) 8 <o
Ll e (sl 5)l) Lanall Jtisdll 3 dadleall Bang alled cAabeal] )LD dpaajlly dyie3l)
A o3 e Le cadall dans L Uad Gilaa) ) (5955 Aihala Claglen paldiody dasa 3)L5)
sl Glisiall (e B delainl ) zlad Ll LS sl e gall 130 (25K digran
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A9 Bdine Lald s GNSS Aabil alasiny Tlai €l adeill lgaladin) e sy Lo (S

JSal gyl e (gl 8 e bl edgd &Y aladiul] ¢ uaal dagite Cusl

LS Jighall Jae fane (5-4)
E Radar Signal

Radar Receiver

Jammer Signal Parametric

17 Adjustment

Transmitte |

[32] obsall Cigdal) Jas Tasa :(5-4) Jil)
(Digital Radio dxd)ll 8SIAl e aaiad Al cildgdall ) LphSall Gldgball st Sa
Joaballl cildginlly Frequency Memory — DRFM)

Liad ) BS0M o aadaall st Ghgdall 1.5.1.4
et Caall (e Mis G (Sl copplall O e Dlmandl 8 Al oda Cajels
pladin) il duddyl) ciladlaall skt g (S5 Aalad) culil) e bl LgisS Dl lilee
Chsiall 138 aladin) (Ko gl 138 (e iligiie Joall (he daall Caniify cciligiiall (ga g gill 120
Cilasdall (e gaill 138 das Tase ading Auail) i il leg duadisl) chlall) e gl
Bale) Daly cdadd) 5505 e Lginjats ehpac i) ajal) ) Lelisy dlahl) ciliastl) Jlid e
Ahbll bl e elialls ddledl oz il ) Lol Balely lebiaed en daaall lal) olasly Lella)
Gl Jiisall 7 & e Lehad Cilaal Gl cligdad) e gaill 13g) Koy [34] Wb ALl
Jaasi sl 5 Gsdall cilias Jl) ddaaly oSSl ok pe Cangll o AuSaia) Lmnll aay 8
DL Om Swall e Dol Ll Jlaly 05 of cllall sda 8 duulie slal L 5L
Lagain Ualads (6-4) JSE o [35] [32] Gaagl (e Luaial) daginl) LAY (g gl

leie Loga Al asls Aol cliadl) 38, clisiall (e gsill 138 G W .DRFM (igial
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085 Gk oo clisda) e gall e e lim o oSa Eaal) ahbbll i asly doany
- [33] [37]s2eleie iy} Jiw) Gyl o sl <[36] lebee 2353 5l (5))Sill Laygn

QY ((I))

\ 4
ADC DAC
[32] duadl) 5900 o adinal) juSall Ghpdiall B gaiial) Jabial) :(6-4) JSil

il Gasll Aol clanll Gipdall s of can Blad ST (gl Giplall (6 s
.instantaneous repeater jammer dalaalll culy <l Jac Tae g8 1345 clgiyan ) = by o O
des o5 (peg Linli Daat Lebawty Wgiallaas sy (gl Lebiing A3y A (S ) o3 b
13 Tae o)y 20 e Glngil) Alall sda b Gigdall (Kay Aanall ), alasls Builia Ll
ol elgie Al Cbaatl) e waall e danal) sda (gohati - Jla) Gane OIS

Nedde Guganl) aall chlabll Jee Jlae Aais (22l Jlaal) diase dellain) @y<a ®

Ao sl ahll hlabll dee Jlae Lol ozt (goajll Jladl) diane cililsn

sy b gl Cded) Gl 058 Tl Jals ) cililsa o QIS Jie @

linear frequency cahlal Jusys (Al cdanSal dandll by e (i gial) plaalll il pball (Ko
e DL dale €0 pae Ml bl 48l e delad Gl 3145 ((LFM) modulation
(SAR) I Jlaly o€ Y dasdia Aol isea i sl cdacladl) Gl e adal) Cargd) Sua

[38] sasee Cilaglan Je Jeasll e Synthetic-aperture radar
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GNSS cdlfina g o Ghupddll cla) S Jalas 2.4

Jiiss die C/NO zeasaall 1) Alalall dagall Lol Auzal )l julaill slagy Ay 4y Lidh
(< Sweep Jamming 5 Spot Jamming @bl Jatisall e 53l xie @llyg adgall aaa alas
D) sda el e Lile el Jany 43Y age bl Julaill 138 33s e

CORRELATOR OUTPUT POWER auyall A iclaiul 1.2.4
OSa -GPS Jifie o sl il il oS 2 baeS Tayall 258 de Uil aadind
10SE e GPS Jlitid s e dabiall 5LEY) A
Trr (t) = Spe(t) + ngp(t) +/gr(t) 4.1
(el Gl szl & npp(t) At LbL GPS 5)li) & Sgpp(t) s
S Al BLEY) a3 dasad A el gaapll Jladl Jals Gugall 55 98 Jpp(E) s
Gasle¥) dgal 5l laie (7-4) J<a ek ¢ f =Tls 235 i) 380 2 IF Javgie 235

GPS Jaiusadl
re(t)
RF stage —»(%—‘ IF Filter » ADc/AGC |——]
re(t) r(n)
Local
oscillator

[39] GPS Jutiual &Ll dgalsll Jabaia :(7-4) J<il)
Correlator dai)yall A< Jar 2:e[40] ADC z )5 85Li) Aabas LU Koy
r(nT,) = S(nTy) + n(nT,) + J(nT,) 4.2
Lis C/A 258 dallae i oLis) & «GPS Uigiwd Correlator ALS Jalada (8—4) J<ill jeka

r(nTs) Jaall 5L) b Lespng dmmpall dlalall dnall 335 455 go cin )
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Ng—
r(n] = .
> R 72O 12 P
N
n=0
e/@n/pnTs+6) /‘\C(nTS - 1)
: 2 2
Frequency Code
generator generator
/ F4

[41] GPS Jfiwal Correlator 4US kakia :(8-4) Jsil)
(l&a) aaeni cidg JA Coherently integrated clulaie J<a a3l GHLEY) mes @l 2ay 2
Sy JUaall alladl) Zadl) gafty croendll Cdy 8 Qlsll e 8 Ny Gam Ty = N T,
oA Aol byl el LUS (Ko Cus Correlator za (B8 delaisl) Je Joasl)
([42] Al AL gl 85La) 3gag axe Jlas Correlator Jadyall

::‘ Ng—1 2 ":

Pultnfo) = [ O T(T) .CT, = 7,) e on)| i

..............................................................................................................

A gall A_g;.d\ 38 58 C(NT's — Ty) 5 diisall Hshally canyall 22yl N.w 05 fr cus

sl CIA 3588 Jia3l) il o8 7, 5 C/A
GV Gtuganll Y1 ANl Gy cCorrelator ¢y delinl e (g cihli] asag 806 gy
GLONASS (e (sl Sweep Jamming & slaie) & carbdl Joadll 8 G Lgutalis Cagas
i gl ol xed dalee GPS e (iugial Spot Jamming With Sweep Jamming 4.
Sle 5Lay) ol il Ay Ao Jessa 1N Sweep Jamming s)lay lLida dgilia 5)L3) gie

- s LS| 9393 C/NO asaiall ) Jalall 5L 4 A8e alaly «Correlator @3 de Uil

CORRELATOR iyl 3 A Sweep Jamming ki) il 2.2.4

Csh e (s5ims Y CIA 35 o Loy B Juadll 8 GPS 5)Lay Aol duhall o DUl
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alad) Sl
Results gl

tgai 1.7

Lllad g dusylal sl daghiie gadai (pe daliiveal) Canl 3l Joadl) 38 (2 ye
GLONASS G1 alais GPS L1 adsall aad debail e (gl lghuki (Ko ol Gued

:ghj
= Spot Jamming.
= Sweep Jamming.
= Frequency Hopping Jamming.
=  Sweep Jamming With Frequency Hopping Jamming.
= Spot Jamming With Sweep Jamming.

Vs ads Ayl dojde @luldy oylad s ehal Gob oo gl Gl ddled Hlos) &
Os ey g ehal ) dila) ((1-2) Jsaall (GLONASS s GPS e (iusdall culyinl daide
Basasall adgall waas Aalail o (hoginll culuil) elly Adlady il LAY dwlae dlis duas
&llyg DI MAVIC PRO 85ialls DI PHANTOM 3 Pro 85l (b 5 gaally Allall Cilsgl) 3
sed) gty Ausyall de i) Cum (e i) 028 o claill dagpd Gudd Gaad ilele aa

oY) e e Cangll g Lisls 4alals
oo Gusdnll ol o b adsdl dans Aadil e Ggdnll il Allad il gl el
go cgdsall aani b i) dee o Gistiall A0 (g3 Lebiin A LY daes ¢l

dage Sl alasind vie @l laall calaad) ddlealls iy laal) 55l Ciai o) alal)
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tAs¥ Al 1.2.7

&GS 225 Spot Jamming With Sweep Jamming 4u& Ao djaill oda adiad
ugdill Sweep Jamming 4u&ig GPS Ao (gt 2MHZ e Jlaw (iayaag 1575.42MHz
.GLONASS _l
L) Ciliasg 1575.42MHz 235l xie GPS 8)Lay (235l Jalal) 5)LaY dailae 5)La) g Lad
4ud e 2251 [1565.42MHz ~1585.42MHZ] (asa 2MHZ Jlae iajes (53355 gase 5L
e zlad Al Y paen  Culd Slsdiall 408 sl 235) 13KHZ awg 2355 53 Jlsdie
oo )] gl A5l SDR 48Uay daay &3 GLONASS sl e iugiall Al Wl o(gaa3
[1593-1610MHz] (22l Jlaall (e 17MHZ Jlse (ayas (2353
die GPS 1 (235l Jalall )LaY dgalie 8)La) algil (2035l CSpall Anay die adl ASia Lingalg
oo Axlis A3l # L3N 13 dad AF = +0.7MHz 5335 73 sebs 2a5 1575.42MHz 2253
rus Fe' a5 alg L 13 ¢ Sl figal) Uas

Fc¢' = Fc— AF

>« Combiner 8L pasa padiul Cua SDR ey lidly dgs dlaje 1(1-7) JS8 ek
caaly oy (gl 3L aand a3t [SOMHZ-2GHZ] (52353 Jlaal (e sy gl
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Spectrum 13/09/20 19:54 el
@ Ref: 5.0 dBm RBW: 3MHz SWT: 20ms  Trace: Clear/Write
s Att: 15 dB VBW: 3MHz  Trig: Free Run Detect: Auto Peak

1) 157442 GHz -9.4 dBm (P 157642 GHz -9.4 dBm
b 1593 GHz -11.4 dBm 181 GHz -10.7 dBm

AN N " " N I
I -
| E ]

Center:1.58642856 GHz Span:100 MHz
" "New  Marker ~ Delete = Select = Marker
Marker Type Marker Marker Function

[Eall] A Aal) B (hagdall alii ¢ A LEY gaaall Cghl) :(2-7) J<il)
JSA ANl Cilggl) (8 Bagasall Al ey il (e gledl s o alail) Hladl Lidd
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Al el ) Jais Lgily GNSS cliine Jee (e Ul 8 gl 2l Juands Ja
GNSS Uiinse of Jaadly il alas Jids dang J Alisall W) il (4-7) JSal el
sda ol sl alad Jaand aey 01 «GLONASS Wil 453 GPS il 8 eyl sy oIS
Caaly dadal Ll L) e 3L () BB e Jitadl) Sae S IS8 s LY
Basagall O LEall Apall 65M 9 b Alganall e liinuall Lol 50M gl Allad ddlisa

(5 7) JS.A\ ¢ Olisall dislus CBBAY 392y udly <Drone <l il b

M\wah\qum o gdill alad (Jiadd da w}m\ammw
[Ealal] (o pdill allad Jaads sy g g8 Aiiniall GNSS dsallal) dAadlall jlad cila glaa $(4-7) J<ad

W“

i sl s A

s ita %

Al J seme GPS Jiiiee O
) e

No GPS Signals
« No GLONASS Signals ,
N 4
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AN Al 2.2.7
&GS 225 Spot Jamming With Sweep Jamming 4u& Ao djaill oda adiad
Frequency Hopping 4usiy GPS e (uglill 2MHZ e Jlaw (mymg 1575.42MHz
14 «Jalsa sac 4l (i GPS Ui e cibisy oUaill 13 GLONASS e (fugaall Jamming
:4206l) A8lally GLONASS G1 alail Jalsal) claag e Jaxi o055 Jala
fi1 = for + kAf;. where f,;=1602MHz and Af;=562.5KHz 7.1

K=-7,-6,... 45,46 <us

S g DU 3L alg eaall DaEll Gsdal) Al Wy e oy 7.1 W e 2l
zonal Blel e Ll 55L5) adgil SDR 48Uay daap &3 «GPS G aUail Jals 2355 S e
Jalsa claag e 5@l g el (1-7) dsaall AF = +0.7MHz 25l #Lxy) Uas
L) 25 st 220 GLONASS

[¢ald] GLONASS Jalga e 3l clasi :(1-7) Jsaal

frelz\(lﬁecr)wf:y Frequency [MHz] frtla\l]%e?lzy Frequency [MHZ]

1 1598.0625 8 1602

2 1598.625 9 1602.5625

3 1599.1875 10 1603.125

4 1599.75 11 1603.6875

5 1600.3125 12 1604.25

6 1600.875 13 1604.8125

7 1601.4375 14 1605.375

JSEN eday 280ms 3@ gug TH =20 ms 8l 209 50H/S Jlga cualy (gaaiill al) de yus
(Jusy) Slsa M lebuags Jd5 Combiner sz salsall (fugdall chlaY saasll calall (6-7)
Ol BHla) 58 e el (S Al ba e cahll lsse lgs pag
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13/09/20 20:02
Ref: 5.0 dBm RBW: 3 MHz SWT: 20 ms Trace: Max Hold
s« Att: 15 dB VBW: 3 MHz  Trig: Free Run Detect: Max Peak
157442 GHz -9.4 dBm 2] 157642 GHz -9.5 dBm
1.598062 GHz -10.7 dBm 1.6053755 GHz -10.6 dBm
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Center:1.58642856 GHz

TR P———
Mode Detector

[oalall] Aty Adlady (8 (i gl allii g & <l L&Y (23 0 bl :(6-7) J<l)
Bagagall adgall waan Aadail e o il el el e Jgdnll @yl Jlu) vie
Joind) )38 (353 e 50 dilua s GPS Julasd o Cus Al Cislselly DRONE il
e lain) lpeca (€ GLONASS e Ll W (GPS [l (e jad (ol sl Juinnd e

LUl e 2 3m 4l s GLONASS el L) Jliiul (g el

i sl olas A
s ita %

AL J sane GPS e [

' No GLONASS 7
A 4
S<_ Signals _-~

No GPS
Signals

A5 Alall GPSEGLONASS allii o (hugdall ddlad cildlusa :(7-7) JS&
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:ASIEY Ay 3.2.7
«GPS JAe _ingdall Spot Jamming With Sweep Jamming 4u& Ao 4 jaill sda aaiad
«Sweep Jamming With Frequency Hopping jamming 4:u& GLONASS Ao fugdally
o A (53355 peasa B)LE] ae Lgaany i OS] A Alall 4 5l Claad s g 2y Cusa
Jladll Wl Alais i s gl 1380 5880 (ATMHZ (5235 e s Slsde 4us
GLONASS (fusit 5)li) jgliins 235 14 (3 58 215 (5l e GLONASS G1 alsil (52153l

alai laxie 3a Al c¥lae eday (2-7) Jeaad) 858 14 i (s2a5 Jlaw J<8 e dssll

: )
[&ald] GLONASS alii Jas Jlas (paca gl a8l clas 1(2-7) Jgaad)
l\éo. o Frequency Band NE, B Frequency Band
and Band
frequency L frequency Tlsk
1 1589.5625-1606.5625 8 1593.5-1610.5
2 1590.125-1607.125 9 1594.0625-1611.0625
3 1590.6875-1607.6875 10 1594.625-1611.625
4 1591.25-1608.25 11 1595.1875-1612.1875
5 1591.8125-1608.8125 12 1595.75-1612.75
6 1592.9375-1609. 375 13 1596.3125-1613.3125
7 1592.9375-1609.9375 14 1596.875-1613.875
13 a8y 34l Jlae xic GLONASS (s )Ll GPS (g 8,L) (8—7) JS& ek
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Spectrum 13/09/20 20:04
Ref: 5.0 dBm RBW: 3MHz SWT: 20 ms Trace: Clear/\Write
= Att: 15 dB VBW: 3MHz  Trig: Free Run Detect: Auto Peak
'M1) 1.57442 GHz -9.4 dBm 1.57642 GHz -9.4 dBm
(M3 1.603125 GHz -10.7 dBm 1.6104375 GHz -10.6 dBm

Center:1.58642856 GHz

m_
Mode Detector

[aalall] 450N ANad) A (o gdill) ol 7 A ol LAY (g2 ) Cishal) 1(8-7) J<ad)
8 Basasall adgall daat Aadail e o B S Jlsel) e (gl sl Jl) i
cle Jiiaal) 5538 51 5ie 60 dilue ia GPS Jidaad 5 Gus Alla) Cailsglly DRONE il yills

Al Al e Juadl K GLONASS e il Wl (GPS Ll (e e (gl 5l Jliriad

Oe A jie 45 dilue s GLONASS il cublal Juiind aodaind ol el off ¢ua

g (9-7) U< gl
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Ul o) alas A
s ita %
3L U gene GPS e
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~
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No GLONASS

No GPS Signals

A1) Al GPS&GLONASS i e sl Allad bl :(9-7) Jeid
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Aoyl AN 4.2.7
Spot Jamming With Frequency Hopping 4:& e a3l 28 & GPS (e (fugdill adiey
[1563-1587MHz] a3, Jlaall asa 305324 e 3 535 W 5)La) adgis 2985 Gjamming
T Bk 205 JS Jsead o o5 480mMs 3@ y9ug TH =20 ms 83l 539 50 h/s 8 de pn
5 24 540 2MHZ aym 4035 WVl Ao daill 8 Jhass 2MHZ Jlas (e 6! (235
plai laxie a8 Al clVlse Heday (3-7) Jsasdl ([1563-1587MHz] (sl Jladll (ena

.GPS e (jugull
SDR 4l dsayn Liad Sweep Jamming ii& el GLONASS e (gl dually L
[1593-1610MHz] (23 Jlaall (yara 17TMHZ Jlae asas (5235 zrne BL3) il dulal

[Eald] GPS allii Jas Jlas haa (s2030) Bl c¥laa :(3-7) Jsoal

No. of No. of
Band Frequency Band [MHZ] Band Frequency Band [MHZz]
frequency frequency

1 1563-1565 13 1575-1577
2 1564-1566 14 1576-1578
3 1565-1567 15 1577-1579
4 1566-1568 16 1578-1580
5 1567-1569 17 1579-1581
6 1568-1570 18 1580-1582
7 1569-1571 19 1581-1583
8 1570-1572 20 1582-1584
9 1571-1573 21 1583-1585
10 1572-1574 22 1584-1586
11 1573-1575 23 1585-1587
12 1574-1576 24 1586-1588

1 a8y il Jlae ic GPS (gl 8laly GLONASS (fugdi $)La] (10-7) JS&I ek
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13/09/20
Ref: 5.0 dBm RBW: 3 MHz SWT: 20 ms Trace: Clear/Write
s« Att: 15 dB VBW: 3MHz  Trig: Free Run Detect: Auto Peak
: 9 dB M2z : dB
0 0

[oalal] dagl 0 Al (B (g gulidl) ol 7 A il LAY (g3 Al cishal) :(10-7) J<l)
o 2 oS e b (g eda o &) B Lellly Sy (lser SLEY) s38 Juay e
25m dilus Jis JLis) Slea oo sl@aYl GLONASS aah Lalall Zadld) Ll cilay ol
Ll Ll 3 lasae aliy GLONASS el cuhla) Jlinly Jatisall Ty ddlisal) 028 die Cua
Ce Drone clilda 3 sagasall Al dadail e g Uaid Cum t o OIS GPS e i)
Lawily 3m s Glusdill Slga oo 030 M dilie S lady adsall aaady LY chlal Jlid
o Glusdill Glilae el (11-7) JSall Al Calogl) 3 sasasall GPS Jluiial 3¢y

sl s A
0328k %
L U sene GPS Jiiie O

dxl) Ulall GPS&GLONASS (allii (o (sdal) dyllad cilbluss :(11-7) JSil
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daaldl) A 5.2.7

Sweep Jamming With Frequency 4u& e 4yaill sda 4 GPS e (ugdil) adie
L ((3-7) Jsaad) b LS dahl) Al 8 Giusdnl) 5)La) cilicalse e Hopping jamming
Bk (e Frequency Hopping jamming 4u& e ciadiel GLONASS e ugiall 4nally
(1=7) Jsaall 3 sedar LS GLONASS alail dals 2253 IS ie jé (o205 HU 5L algs
:280ms @ jsns TH =20 ms 8l 5305 50H/S Jlss 348 depouy
(3-7) Jsaall Ty 23 23y Jladll e i Ladic GPS (usdh 5)La) Cla yelay (12-7) <l

(1=7) Jsaadl Wby 14 o8y 53l Y 5k Lexic GLONASS (s 5L

Spectrum 13/09/20 20:19
Ref: 5.0 dBm RBW: 3 MHz SWT: 20 ms Trace: Clear/Write
s« Att: 15 dB VBW: 3MHz  Trig: Free Run Detect: Auto Peak
1.563 GHz -58.2 dBm 1.587 GHz -10.2 dBm
(V3] 1.603125 GHz -32.6 dBm 1.6104375 GHz -21.5 dBm

=

3
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| lslile]
“=mmg]
LT

PR ¥ r Ry l I
| | - | ]
Center:1.58642856 GHz

W_
Mode Detector

[Eali] Ausalal) Adlal) B iy gatisl) aldas 7 JA il JLEY (503,30 Cidal) 1(12-7) Jsal
GPS il cuilS elgus Alinnall L) 2aay il (o Taadl o1 Jlsgll e cLaY) 28y die
Azl HLaY) @l)la) cla baie ((gdadl e 233 3m dilue s 3y GLONASS Ll gl

98



Sl il bl Qi

dualud) Al 6.2.7

Sweep Jamming With Frequency 4u& e 4yaill sda 4 GPS e (ugdil) adie
L ((3-7) Jsaall & LS )l Alal) 8 gl 5L8) cilialsa (séy Hopping jamming
Sweep Jamming With Frequency Hopping 4u& adiel GLONASS e fugdall dually
ilias GLONASS olail Jals 2ap IS die 36 g3 (W 85L3) adgs 3k (e jamming
A A 3 (2-7) dsaad) B e 58 LS 1TTMHZ e Giayes (90358 gomse 5L3) Ledl)
g 2 o) Jlaall (1 a8y Jlaall (o i Loic GPS (s L] ke gl (13-7) J<al

.GLONASS (s 5Ll (2-7) Jsaal

Spectrum 13/09/20 20:13 B
Ref: 5.0 dBm RBW: 3 MHz SWT: 20 ms Trace: Clear/Write
s« Att: 15 dB VBW: 3MHz  Trig: Free Run Detect: Auto Peak
1.563 GHz -12.4 dBm 1.587 GHz -57.3 dBm
(V3] 1.603125 GHz -10.5 dBm 1.6104375 GHz -10.4 dBm

Center:1.58642856 GHz
T New 7 Marker 7 Delete 7 Select 7 Marker
Marker Marker Marker Function

[aatal] Ausbiad) Alad) B (S gl a7 JA ol LY (g0 ciuall 1(13-7) <)
@l b 4 Mo s 088 (S il cllin (S iy Loy lser LIV 038 Juag xic
18m dilue Jn JLiY) Jlea oo Laoys cl@d¥l GLONASS alaiy Lalall 255l Ll
Ll bl 3 laxe aliy GLONASS Ll clyls) Jliiuls Jiiasal) Ty ddlisal) 038 Yo Cua
¢ DRONE il b 5353 gal) dadlall el Jifis ¢ Ui Cum foans QIS GPS e bl

Lol 3ms sl Slea ge 335 7m dilie s ek adgall daaty L) eyl Jlii
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o Gagdll Clilue ek (14-7) J<a) ) Calogl) 3 Bagasall GPS Jliinl 53gaY

sl o A
\". osisil $8
/ L U sene GPS Jiiie O

.

Auusbuad) Allall GPSEGLONASS allii (Ao gl dyllad cilibona :(14-7) JSi

Jaglud) A 7.2.7
dgilie 5)La) Al Liad Spot Jamming 4 e dayaill s2a A GPS e (iugdil) adisy
GLONASS e il dualls Wi (1575.42MHz 2350l xie GPS L1 aUail san il Jalal) 5L
[1593MHZ - Jladll (e (s305 zese 8L algiy Sweep Jamming dss e el

.1610MHZ]
bl Qs e gpallall (aeial) 5LY gaapl cakll (15-7) J<al el
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13/09/20 20:
Ref: 5.0 dBm RBW: 3 MHz SWT: 20 ms Trace: Clear/Write
s« Att: 15 dB VBW: 3MHz  Trig: Free Run Detect: Auto Peak
1) 1.57542 GHz -9.7 dBm 2] 1.593 GHz -11.1 dBm
1.61 GHz -10.7 dBm

A N N I 0 I A
WI_- S i il

Center:1.58642856 GHz B
T New 7 Marker 7 Delete 7 Select 7 Marker
Marker Marker Marker Function

[oalal)] Aslal) Adad) B (g i) aUSS 7 S8 ) LY (523 ) hall £(15-7) J<i
b Ba9asall adgall anaa dalail D e Tl Glogdal) 530 IS (sl aUas Juis vie
caaly (GPSalat el cihla) (e )L (o Dl e 508 ol ilall oda a3 Al Gus Drone
culS allaad) u.g@l\ ad‘ga‘yd\ Gy By xWON | ‘_As uu}..ul\ elk.a olaal aieg .40m u.u}...u]\ 48l
GLONASS. dill 21m g GPSY deills 10m aas e dagd i) ()€ cus Lalas gylae daiual

Cnallail) DS e gl Aullad cllsa peaass (16-7) J<al

i il s A
Drone E)SLL:%
3l Jpene GPS i

Jalud) Ll GPS&GLONASS allii o (ugdidl) Alab clblca :(16-7) JS&
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Al Al 8.2.7

Glaalgag dag pd ety Spot Jamming 4s& e djaill sda AGPS e (gl adiay
AL cinde) Cus GLONASS Ll Giusill 408 st g o€ Zaldl Al 3 sLay)
(1-7) Jsaadl Gy 235 14 e 38 o225 3l 5L Al Frequency Hopping jamming
a8 Aesiiea) 85Y) clical Lallass
GLONASS (ugdn E)L&\j 1575.42MHz 2yl xie GPS Jugdn 8L (17—7) Jal) e

(1-7) Jsand) g 10 23, 20 ) S Ledie

Spectrum 13/09/20 20:33
Ref: 5.0 dBm RBW: 3 MHz SWT: 20 ms Trace: Clear/Write
s« Att: 15 dB VBW: 3MHz  Trig: Free Run Detect: Auto Peak
1) 157542 GHz -9.5 dBm 1.603125 GHz -10.5 dBm
(V3] 1.61043 GHz -58.7 dBm

I T T O O 8 s s
WWI--"HI@

. N TR |
PRI v

Center:1.58642856 GHz
*mew
Marker Marker Function

[aalal] Al Adald) (B (i gl allii gz A il LAY (523 AN cidal) 1(17-7) Jsil)
Eus Drone i sasssell il e Yl il H8ll oS (il )i Jluy) xie
Son caly Gl lgdde 80 IS Al Alganall Dl e Wl 47m i) dile cualy
sl Allad lilse sy (18-7) IS (paaldall SISI 9m
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LU J sene GPS Jiiiee O
e i

Jialil) Allall GPS&GLONASS i e (gl Alad cililna :(18-7) IS

dalil) At 9.2.7

BLEY) Cldialgag dag pdi (el Spot Jamming 4a& e doaall sda AGPS e (hsdill adiay
Sweep 48 cnaaiel Cus GLONASS e (gl 408 Jaad ae (S) cdaplad) Al 8
leaeng 23514 e 3 gaay Hl 5)L) algl jamming with Frequency Hopping jamming
) A 8 (2-7) Jsaall Galdas 17MHZ (5225 Jlase pajas (53355 gase 8L aa
Drone ijilds 8 53sagall adgall waas dadail o Jlady yalia il daill oa il ekl
Al Agendll I D LEse e Ggiall Adledl Ll Wl 4lm Ghagdall dilue ciliag
(19-7) J<&) (GPS dakail Lo 8m Jssg GLONASS dakil e 25m Jil ddlad sl

sy J sene GPS e [J
Ui 0 Al

daulsll Allall GPSEGLONASS (allii e (ugatil) Alad cililusa :(19-7) JS&)
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:Conclusion 4=l 3.7

hal) ysally adail) o3a ilisSa ddyrg GNSS Aadball dadasl Ay canll 138 6 Lich
Lpall 436y I T ll 4l dslyyg 5D idaig GPS ol day dulys cuila () el
. GPS_nain a6l

LSO Tay Lokt (Kaall bl Al yyg alaiiy (o gdill glesl Aabilas Al el =
g 26Kl At A5al) alail) Ayl A8l dalial)

JalSia gl alai 2ty manal & Gsdil) Akl dal) il i e Ladel
e el (JDLE) 2l Lgina sy laduiiiy lgaranais Liad Cus «SDR duaie o adiny
Adiie Jsds el Adhae oY) gy Jdes GPS&GLONASS (ol

GPS Jsius zya delinl (ol sl jaeil) sl sl (ilss chals L

& EOEEY

> e Sweep Jamming (hgdd 8)Li) A A ey (uedd LI sag ade s
(amall Jolall Do e Gl e gaill 130 5 duling Jilad o did o)
Jlae (ase By aa (pueaiy Glagail) 5)L3] de Ui 82L) e sa0 Al 038 o 2l
ClasS e snal) dulal) Jagladll anes € S8 3l duaill 038 o LS gl L)
BLAY Tl Sdas Ll auliia U< (gl 5)LaY adall Jlaall uity 5293940l C/A
Jalall dass e 5LV sda i Liyyg GPS Usiase 7z 3 2ic Spot Jamming (s
CIA 3581 Lhall Laghadl) cyeun Lah g8 C/NO o sl 13 il ol cmaaniall
de Ui ooyl LABN 138 2ajsy Jlaal) (i Spot jamming 5L Jlase (s dailsl
gl 8)L5)
ae Adlady il e oSl Ldaill uhall daia By AlglaeS Asludl Luhall Cicls
Pha (e (GPS&GLONASS adsall aiaai dabil e o Gusdnll Glis (h
Cilal e Jusall dahie cV s aul b (logd LI el Elae Glat Bae ohal
Clagdill & (gl L e aaed Talas duhll o3gh dnhanall milial) jelal L diiia
Clile ek (4-7) Jsaad) calaal) el adgall aaat cOlEee o JalS (<

gl Allat Tadg o gl
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1575.42MHz  $3Sye 233 Spot Jamming With Sweep Jamming 4 (gakas
e Jug-dall Sweep Jamming duiiy GPS e Jiug-dill 2MHZ e e (ayrag
el VAN G e Adlad -G g i il 08 ¢ 10Y) Al Ty GLONASS
A8all C/NO 4w e Sweep Jamming 5 el Judailly Bl oL @y Jasg
235 Jlae e gl ally GPS alail C/A 3588 duadall Jagladll kel o s <410
ALYl 2MHz 43U GPS (iusin 5l Jlae (aje (i lgasea 2 1.024MHzZ
.GLONASS (i )L} Jlae (yaa a8 GLONASS alail Looa 51l dalsal) ases ¢
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(Appendixes) (aadkall

) galall

e IS aadiin 1601.5MHz 22y adgil Assembly dalll AVR Studio geebin (e 4w
:GLONASS ,Uai carging Sweep Jamming 8)Li) algil (5335 mase 5LEY

.NOLIST
.INCLUDE "m32Adef.inc"
.LIST
.EQU CS=3
-EQU DATA=4
.EQU CLK=2
.EQU MDRL=$70
.EQU MDRH=$01
.EQU MSBL=$CC
.EQU MSBH=$10
.EQU LSBL=$CD
.EQU LSBH=$20
.EQU ADRL=$12
.EQU ADRH=$30
.EQU ADDL=$00
.EQU ADDH=$40
.EQU RFDL=$01
.EQU RFDH=$50
.EQU DDCL=$DF
.EQU DDCH=$67
.EQU PDML=$00
.EQU PDMH=$70
.EQU MCRL=%$00
.EQU MCRH=$80
.EQU MDDL=$00
.EQU MDDH=$90
.DEF TEMPR1=R16
.DEF REGL=R17
.DEF REGH=R18
.DEF CNT=R19
.DEF CNT2=R20
.DEF CNT1=R21
.DEF CNT3=R22
;interrupt vectors
.CSEG

.ORG $0000 5 INTERRUPT VECTOR TABLE

RIMP INIT 5 EXTERNAL RESET
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Match

Event

Match A

Match

INIT:
.ORG

$030

NOP
NOP
NOP
NOP

NOP
NOP

NOP

NOP
NOP
NOP

NOP
NOP
NOP
NOP
NOP
NOP
NOP
NOP
NOP
NOP

LDI
ouT
LDI
ouT
LDI
ouT
LDI
ouT
LDI
ouT
LDI
ouT

SBI
LDI
ouT
LDI
SBI

)

LDI
LDI
RCALL
LDI
LDI
RCALL
LDI
LDI
RCALL
LDI
LDI
RCALL

SEND

SEND

SEND

SEND

TEMPR1, $5F
SPL, TEMPR1
TEMPR1, $08
SPH, TEMPR1
TEMPR1,$30
DDRA, TEMPR1
TEMPR1, $1C
DDRB, TEMPR1
TEMPR1, $00
DDRC, TEMPR1
TEMPR1, $00
DDRD, TEMPR1

PORTB, 4
TEMPR1,$51
SPCR, TEMPR1
R17,$55
PORTB, CS

REGL ,MDRL
REGH, MDRH

REGL,MSBL
REGH, MSBH

REGL, LSBL
REGH, LSBH

REGL , ADRL
REGH, ADRH
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)

)

)

)

External Interrupt Request
External Interrupt Request

External Interrupt Request

; Timer/Counter2 Compare

; Timer/Counter2 Overflow

)

)

Timer/Counterl Capture

; Timer/Counterl Compare

; Timer/Counterl Compare Match B

)

)

; Timer/Counterl Overflow
; Timer/Counter@ Compare

Timer/Counter@ Overflow
Serial Transfer Complete
USART, Rx Complete

USART Data Register Empty
USART, Tx Complete

ADC Conversion Complete
EEPROM Ready

Analog Comparator

Two-wire Serial Interface
Store Program Memory Ready



START:

SEND:

STRT:

SETBIT:

NEXT :

DELAY:

DELAY1:

LDI
LDI
RCALL
LDI
LDI
RCALL
LDI
LDI
RCALL
LDI
LDI
RCALL
LDI
LDI
RCALL
LDI
LDI
RCALL

LDI
LDI
RCALL
LDI
LDI
RCALL
LDI
LDI
RCALL
RCALL

RIMP

CBI
CBI
LDI

CLC
ROL
ROL
BRCS
CBI
RIMP

BRCC
SBI

SBI
CLC
DEC
CBI
CPI
BRNE
SBI
RET

LDI

DEC

CPI
BRNE

SEND

SEND

SEND

SEND

SEND

SEND

SEND

SEND

SEND

LDELAY

START

SETBIT

NEXT

NEXT

STRT

DELAY1

REGL , ADDL
REGH, ADDH

REGL,RFDL
REGH, RFDH

REGL,DDCL
REGH,DDCH

REGL, PDML
REGH, PDMH

REGL,MCRL
REGH,MCRH

REGL ,MDDL
REGH, MDDH

REGL, $70
REGH, $01

REGL, $CC
REGH, $10

REGL, $CD
REGH, $20

PORTB, CLK
PORTB, CS
CNT, $10

REGL
REGH

PORTB,DATA

PORTB,DATA
PORTB, CLK

CNT

PORTB, CLK

CNT, $00

PORTB, CS

CNT2, $FF

CNT2
CNT2, %00
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RET

LDELAY:

LDI REGL ,MDRL

LDI REGH, MDRH

RCALL SEND

LDI REGL,MSBL

LDI REGH, MSBH

RCALL SEND

LDI REGL, LSBL

LDI REGH, LSBH

RCALL SEND

LDI CNT1,$04;0A
LDELAY1:

LDI CNT2, $AF;FF
LDELAY2:

LDI CNT3, $FF
LDELAY3:

DEC CNT3

CPI CNT3, $00

BRNE  LDELAY3

DEC CNT2

CPI CNT2, $00

BRNE  LDELAY2

DEC CNT1

CPI CNT1, $00

BRNE  LDELAY1

RETend

1 aalall

GLONASSJalss culas il dailas 2213 14 2l il Assembly 4l AVR Studio gl p (e 43
gy Ul BHLAlS aadnd

NOLIST

.INCLUDE "m32Adef.inc"
.LIST

.EQU cs=3
-EQU DATA=4
.EQU CLK=2
.EQU MDRL=%$70
.EQU MDRH=$01
.EQU MSBL=$DC
.EQU MSBH=$11
.EQU LSBL=$CD
.EQU LSBH=$20
.EQU ADRL=$12
.EQU ADRH=$30
.EQU ADDL=$00
.EQU ADDH=$40
.EQU RFDL=$01
.EQU RFDH=$50
.EQU DDCL=$DF
.EQU DDCH=$67

111



.EQU PDML=$00

.EQU PDMH=$70
.EQU MCRL=$00
.EQU MCRH=$80
.EQU MDDL=$00
.EQU MDDH=$90
B
.DEF TEMPR1=R16
.DEF REGL=R17
.DEF REGH=R18
.DEF CNT=R19
.DEF CNT2=R20
.DEF CNT1=R21
.DEF CNT3=R22
;interrupt vectors
.CSEG
.ORG %0000 5 INTERRUPT VECTOR TABLE
RIMP  INIT ; EXTERNAL RESET
NOP ; External Interrupt Request
(4]
NOP ; External Interrupt Request
1
NOP ; External Interrupt Request
2
NOP ; Timer/Counter2 Compare
Match
NOP ; Timer/Counter2 Overflow
NOP ;5 Timer/Counterl Capture
Event
NOP ;5 Timer/Counterl Compare
Match A
NOP ; Timer/Counterl Compare Match B
NOP ; Timer/Counterl Overflow
NOP ; Timer/Counter® Compare
Match
NOP ; Timer/Countere Overflow
NOP ; Serial Transfer Complete
NOP ; USART, Rx Complete
NOP ; USART Data Register Empty
NOP ; USART, Tx Complete
NOP ; ADC Conversion Complete
NOP ; EEPROM Ready
NOP ; Analog Comparator
NOP ; Two-wire Serial Interface
NOP ; Store Program Memory Ready
B
INIT:
.ORG %030
LDI TEMPR1, $5F
ouTt SPL, TEMPR1
LDI TEMPR1, $08
ouT SPH, TEMPR1
LDI TEMPR1,$30
ouTt DDRA, TEMPR1
LDI TEMPR1,$1C
ouTt DDRB, TEMPR1
LDI TEMPR1, $00
ouT DDRC, TEMPR1
LDI TEMPR1, $00
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ouT DDRD, TEMPR1

SBI PORTB, 4
LDI TEMPR1,$51
ouT SPCR, TEMPR1
LDI R17,$55
SBI PORTB, CS
)

LDI REGL ,MDRL
LDI REGH, MDRH
RCALL SEND

LDI REGL,MSBL
LDI REGH,MSBH
RCALL SEND

LDI REGL, LSBL
LDI REGH, LSBH
RCALL SEND

LDI REGL,ADRL
LDI REGH, ADRH
RCALL SEND

LDI REGL ,ADDL
LDI REGH, ADDH
RCALL SEND

LDI REGL,RFDL
LDI REGH, RFDH
RCALL SEND

LDI REGL,DDCL
LDI REGH, DDCH
RCALL SEND

LDI REGL , PDML
LDI REGH, PDMH
RCALL SEND

LDI REGL ,MCRL
LDI REGH, MCRH
RCALL SEND

LDI REGL ,MDDL
LDI REGH, MDDH
RCALL SEND

5RCALL LDELAY

START:

;1-1601.8625

LDI REGL, $70
LDI REGH, $01
RCALL SEND

LDI REGL, $DC
LDI REGH, $11
RCALL SEND

LDI REGL, $CD
LDI REGH, $20
RCALL SEND

RCALL LDELAY
;2-1602.425

LDI REGL,$71
LDI REGH, $01
RCALL SEND

LDI REGL, $6C
LDI REGH, $12
RCALL SEND

LDI REGL, $CD
LDI REGH, $20
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RCALL SEND
RCALL LDELAY
;3-1602.9875
LDI

LDI

RCALL SEND
LDI

LDI

RCALL SEND
LDI

LDI

RCALL SEND
RCALL LDELAY
;4-1603.55
LDI

LDI

RCALL SEND
LDI

LDI

RCALL SEND
LDI

LDI

RCALL SEND
RCALL LDELAY
;5-1604.1125
LDI

LDI

RCALL SEND
LDI

LDI

RCALL SEND
LDI

LDI

RCALL SEND
RCALL LDELAY
;6-1604.675
LDI

LDI

RCALL SEND
LDI

LDI

RCALL SEND
LDI

LDI

RCALL SEND
RCALL LDELAY
;7-1605.2375
LDI

LDI

RCALL SEND
LDI

LDI

RCALL SEND
LDI

LDI

RCALL SEND
RCALL LDELAY
;8-1605.8
LDI

LDI

RCALL SEND
LDI

REGL,$71
REGH, $01

REGL, $FC
REGH, $12

REGL, $CD
REGH, $20

REGL,$71
REGH, $01

REGL, $8C
REGH, $13

REGL, $CD
REGH, $20

REGL,$71
REGH, $01

REGL,$1C
REGH, $10

REGL, $CD
REGH, $20

REGL,$71
REGH, $01

REGL, $AC
REGH, $10

REGL, $CD
REGH, $20

REGL,$71
REGH, $01

REGL,$3C
REGH,$11

REGL, $CD
REGH, $20

REGL,$71
REGH, $01

REGL, $CC
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LDI
RCALL SEND
LDI

LDI

RCALL SEND
RCALL LDELAY
;9-1606.3625
LDI

LDI

RCALL SEND
LDI

LDI

RCALL SEND
LDI

LDI

RCALL SEND
RCALL LDELAY
;10-1606.925
LDI

LDI

RCALL SEND
LDI

LDI

RCALL SEND
LDI

LDI

RCALL SEND
RCALL LDELAY
;11-1607.4875
LDI

LDI

RCALL SEND
LDI

LDI

RCALL SEND
LDI

LDI

RCALL SEND
RCALL LDELAY
;12-1608.05
LDI

LDI

RCALL SEND
LDI

LDI

RCALL SEND
LDI

LDI

RCALL SEND
RCALL LDELAY
;13-1608.6125
LDI

LDI

RCALL SEND
LDI

LDI

RCALL SEND
LDI

LDI

RCALL SEND
RCALL LDELAY
;14-1609.175

REGH, $11

REGL,$CD
REGH, $20

REGL,$72
REGH, $01

REGL, $5C
REGH, $12

REGL, $CD
REGH, $20

REGL,$72
REGH, $01

REGL, $EC
REGH, $12

REGL, $CD
REGH, $20

REGL,$72
REGH, $01

REGL, $7C
REGH, $13

REGL, $CD
REGH, $20

REGL,$72
REGH, $01

REGL, $0C
REGH, $10

REGL, $CD
REGH, $20

REGL,$72
REGH, $01

REGL, $9C
REGH, $10

REGL, $CD
REGH, $20
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SEND:

STRT:

SETBIT:

NEXT :

DELAY:

DELAY1:

LDELAY:

LDELAY1:

LDI
LDI
RCALL
LDI
LDI
RCALL
LDI
LDI
RCALL SEND
RCALL LDELAY
;15-1609.7379
LDI

LDI

RCALL SEND
LDI
LDI
RCALL
LDI
LDI
RCALL
RCALL
RIMP

SEND

SEND

SEND

SEND
LDELAY
START

CBI
CBI
LDI

CLC
ROL
ROL
BRCS
CBI
RIMP

SETBIT

NEXT

BRCC
SBI

NEXT

SBI
CLC
DEC
CBI
CPI
BRNE
SBI
RET

STRT

LDI

DEC
CPI
BRNE
RET

DELAY1

LDI
LDI
RCALL
LDI
LDI
RCALL
LDI

SEND

SEND

REGL,$72
REGH, $01

REGL,$2C
REGH, $11

REGL, $CD
REGH, $20

REGL,$72
REGH, $01

REGL, $BC
REGH, $11

REGL,$E7
REGH, $20

PORTB, CLK
PORTB, CS
CNT, $10

REGL
REGH

PORTB, DATA

PORTB,DATA
PORTB, CLK
CNT

PORTB, CLK
CNT, $00

PORTB, CS

CNT2, $FF

CNT2
CNT2, $00

REGL,ADRL
REGH, ADRH

REGL,ADDL
REGH, ADDH

CNT1,$04;0A
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LDELAY2:

LDELAY3:

RET

LDI

LDI

DEC
CPI
BRNE
DEC
CPI
BRNE
DEC
CPI
BRNE

CNT2,$AF;FF
CNT3,$FF

CNT3
CNT3,$00
LDELAY3
CNT2
CNT2,$00
LDELAY2
CNT1
CNT1,$00
LDELAY1

id alad)

alail gaapll Jdaladl a3l (maldas 2355 adgl Assembly 4xlill AVR Studio geblin (e dds

Spot with Sweep Jamming s Spot jamming 4 sxaiu 1575.42MHz 253 xie GPS

.NOLIST

.INCLUDE

.LIST
.EQU
.EQU
.EQU
.EQU
.EQU

.EQU
.EQU

.EQU
.EQU

.EQU
.EQU

.EQU
.EQU

.EQU
.EQU

.EQU
.EQU

.EQU
.EQU

.EQU
.EQU

CS=3

DATA=4
CLK=2

"m32Adef.inc"

MDRL=$6A
MDRH=$01

MSBL=$%$B0@
MSBH=$12

LSBL=$A4
LSBH=$20

ADRL=$12
ADRH=$30

ADDL=%$00
ADDH=$40

RFDL=$01
RFDH=$50

DDCL=$DF
DDCH=$67

PDML=$00
PDMH=$70

MCRL=$00
MCRH=$80
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.EQU
.EQU
5

.DEF
.DEF
.DEF
.DEF
.DEF
.DEF
.DEF

MDDL=$00
MDDH=$90

TEMPR1=R16
REGL=R17
REGH=R18
CNT=R19
CNT2=R20
CNT1=R21
CNT3=R22

;interrupt vectors

.CSEG

Match

Event

Match A

Match

2
INIT:
.ORG

$030

.ORG
RIMP
NOP

NOP

NOP

NOP

NOP
NOP

NOP

NOP
NOP
NOP

NOP
NOP
NOP
NOP
NOP
NOP
NOP
NOP
NOP
NOP

LDI
ouT
LDI
ouT
LDI
ouT
LDI
ouT
LDI
ouT
LDI
ouT

SBI
LDI
ouT
LDI

$0000
INIT

TEMPR1, $5F
SPL, TEMPR1
TEMPR1, $08
SPH, TEMPR1
TEMPR1,$30
DDRA, TEMPR1
TEMPR1, $1C
DDRB, TEMPR1
TEMPR1, $00
DDRC, TEMPR1
TEMPR1,$00
DDRD, TEMPR1

PORTB, 4
TEMPR1, $51
SPCR, TEMPR1
R17,$55

5 INTERRUPT VECTOR TABLE
5 EXTERNAL RESET
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)
)
3
)

; Timer/C
5
5

; Timer/C

)

3

External Interrupt Request
External Interrupt Request

External Interrupt Request

; Timer/Counter2 Compare

ounter2 Overflow
Timer/Counterl Capture

Timer/Counterl Compare

ounterl Compare Match B
Timer/Counterl Overflow

; Timer/Counter@ Compare

Timer/Counter® Overflow
Serial Transfer Complete
USART, Rx Complete

USART Data Register Empty
USART, Tx Complete

ADC Conversion Complete
EEPROM Ready

Analog Comparator

Two-wire Serial Interface
Store Program Memory Ready



START:

SEND:

STRT:

SETBIT:

NEXT :

SBI

b

LDI
LDI
RCALL
LDI
LDI
RCALL
LDI
LDI
RCALL
LDI
LDI
RCALL
LDI
LDI
RCALL
LDI
LDI
RCALL
LDI
LDI
RCALL
LDI
LDI
RCALL
LDI
LDI
RCALL
LDI
LDI
RCALL

SEND

SEND

SEND

SEND

SEND

SEND

SEND

SEND

SEND

SEND

;RCALL LDELAY

;1575
LDI
LDI
RCALL
LDI
LDI
RCALL
LDI
LDI
RCALL
RCALL
RIMP

CBI
CBI
LDI

CLC
ROL
ROL
BRCS
CBI
RIMP

BRCC
SBI

.42MHz

SEND

SEND

SEND
LDELAY
START

SETBIT

NEXT

NEXT

PORTB, CS

REGL ,MDRL
REGH, MDRH

REGL,MSBL
REGH, MSBH

REGL, LSBL
REGH, LSBH

REGL , ADRL
REGH, ADRH

REGL ,ADDL
REGH, ADDH

REGL,RFDL
REGH, RFDH

REGL,DDCL
REGH,DDCH

REGL, PDML
REGH, PDMH

REGL,MCRL
REGH,MCRH

REGL ,MDDL
REGH, MDDH

REGL, $6A
REGH, $01

REGL, $B@
REGH, $12

REGL, $A4
REGH, $20

PORTB, CLK
PORTB, CS
CNT, $10

REGL
REGH

PORTB,DATA

PORTB, DATA
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SBI PORTB, CLK

cLC
DEC CNT
CBI PORTB, CLK
CPI CNT, $00
BRNE  STRT
SBI PORTB, CS
RET
DELAY:
LDI CNT2, $FF
DELAY1:
DEC CNT2
CPI CNT2, $00
BRNE  DELAY1
RET
LDELAY:
LDI REGL ,MDRL
LDI REGH, MDRH
RCALL SEND
LDI REGL,MSBL
LDI REGH,MSBH
RCALL SEND
LDI REGL, LSBL
LDI REGH, LSBH
RCALL SEND
LDI CNT1,$04;0A
LDELAY1:
LDI CNT2, $AF; FF
LDELAY2:
LDI CNT3, $FF
LDELAY3:
DEC CNT3
CPI CNT3, $00
BRNE  LDELAY3
DEC CNT2
CPI CNT2, $00
BRNE  LDELAY2
DEC CNT1
CPI CNT1, %00
BRNE  LDELAY1
RET

13 Galall

Ot (62355 O BHLAIS aasnud a5 24 sl Assembly dalll AVR Studio zelin (e 43

:GPS L1 Ui Jae Jlae

.NOLIST

.INCLUDE "m32Adef.inc"
.LIST

.EQU CS=3
.EQU DATA=4
.EQU CLK=2
.EQU MDRL=$67
.EQU MDRH=$01
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.EQU
.EQU

.EQU
.EQU

.EQU
.EQU

.EQU
.EQU

.EQU
.EQU

.EQU
.EQU

.EQU
.EQU

.EQU
.EQU

.EQU
.EQU

B

.DEF
.DEF
.DEF
.DEF
.DEF
.DEF
.DEF

MSBL=$00
MSBH=$13

LSBL=%$00
LSBH=%$20

ADRL=%$06
ADRH=$30

ADDL=%$00
ADDH=$42

RFDL=$01
RFDH=$50

DDCL=$DF
DDCH=$67

PDML=$00
PDMH=$70

MCRL=$00
MCRH=$80

MDDL=$00
MDDH=$90

TEMPR1=R16
REGL=R17
REGH=R18
CNT=R19
CNT2=R20
CNT1=R21
CNT3=R22

s;interrupt vectors

.CSEG

Match

Event

Match A

Match

.ORG %0000 5 INTERRUPT VECTOR TABLE

RIMP  INIT ; EXTERNAL RESET

NOP ; External Interrupt Request
NOP ; External Interrupt Request
NOP ; External Interrupt Request
NOP ; Timer/Counter2 Compare

NOP ; Timer/Counter2 Overflow

NOP ;5 Timer/Counterl Capture

NOP ; Timer/Counterl Compare

NOP ; Timer/Counterl Compare Match B
NOP ; Timer/Counterl Overflow
NOP ; Timer/Counter@ Compare

NOP ; Timer/Counter® Overflow
NOP ; Serial Transfer Complete
NOP ; USART, Rx Complete

NOP ; USART Data Register Empty
NOP ; USART, Tx Complete

NOP ; ADC Conversion Complete
NOP ; EEPROM Ready
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)
INIT:
.ORG

START:

$030

NOP
NOP
NOP

LDI
ouT
LDI
ouT
LDI
ouT
LDI
ouT
LDI
ouT
LDI
ouT

SBI
LDI
ouT
LDI
SBI

)

LDI
LDI
RCALL
LDI
LDI
RCALL
LDI
LDI
RCALL
LDI
LDI
RCALL
LDI
LDI
RCALL
LDI
LDI
RCALL
LDI
LDI
RCALL
LDI
LDI
RCALL
LDI
LDI
RCALL
LDI
LDI
RCALL
;RCALL

;1563
LDI
LDI

SEND

SEND

SEND

SEND

SEND

SEND

SEND

SEND

SEND

SEND

LDELAY

TEMPR1, $5F
SPL, TEMPR1
TEMPR1, $08
SPH, TEMPR1
TEMPR1,$30
DDRA, TEMPR1
TEMPR1,$1C
DDRB, TEMPR1
TEMPR1, $00
DDRC, TEMPR1
TEMPR1, $00
DDRD, TEMPR1

PORTB, 4
TEMPR1,$51
SPCR, TEMPR1
R17,$55
PORTB, CS

REGL,MDRL
REGH, MDRH

REGL ,MSBL
REGH,MSBH

REGL, LSBL
REGH, LSBH

REGL,ADRL
REGH, ADRH

REGL ,ADDL
REGH, ADDH

REGL,RFDL
REGH, RFDH

REGL,DDCL
REGH, DDCH

REGL, PDML
REGH, PDMH

REGL,MCRL
REGH, MCRH

REGL ,MDDL
REGH, MDDH

REGL, $67
REGH, $01

; Analog Comparator
; Two-wire Serial Interface
; Store Program Memory Ready



RCALL
LDI
LDI
RCALL
LDI
LDI
RCALL
RCALL
;1565
LDI
LDI
RCALL
LDI
LDI
RCALL
LDI
LDI
RCALL
RCALL
;1567
LDI
LDI
RCALL
LDI
LDI
RCALL
LDI
LDI
RCALL
RCALL
;1569
LDI
LDI
RCALL
LDI
LDI
RCALL
LDI
LDI
RCALL
RCALL
;1571
LDI
LDI
RCALL
LDI
LDI
RCALL
LDI
LDI
RCALL
RCALL
;1573
LDI
LDI
RCALL
LDI
LDI
RCALL
LDI
LDI
RCALL

SEND

SEND

SEND
LDELAY

SEND

SEND

SEND
LDELAY

SEND

SEND

SEND
LDELAY

SEND

SEND

SEND
LDELAY

SEND

SEND

SEND
LDELAY

SEND

SEND

SEND

REGL, $00
REGH,$13

REGL, $00
REGH, $20

REGL, $67
REGH, $01

REGL, $00
REGH, $11

REGL, $00
REGH, $20

REGL, $68
REGH, $01

REGL, $00
REGH, $13

REGL, $00
REGH, $20

REGL, $68
REGH, $01

REGL, $00
REGH, $11

REGL, $00
REGH, $20

REGL, $69
REGH, $01

REGL, $00
REGH, $13

REGL, $00
REGH, $20

REGL, $69
REGH, $01

REGL, $00
REGH,$11

REGL, $00
REGH, $20
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RCALL
51575
LDI
LDI
RCALL
LDI
LDI
RCALL
LDI
LDI
RCALL
RCALL
;1579
LDI
LDI
RCALL
LDI
LDI
RCALL
LDI
LDI
RCALL
RCALL

LDI
LDI
RCALL
LDI
LDI
RCALL
LDI
LDI
RCALL
RCALL

LDI
LDI
RCALL
LDI
LDI
RCALL
LDI
LDI
RCALL
RCALL

LDI
LDI
RCALL
LDI
LDI
RCALL
LDI
LDI
RCALL
RCALL
;1587
LDI
LDI
RCALL
LDI
LDI

LDELAY

.42

SEND

SEND

SEND
LDELAY

SEND

SEND

SEND
LDELAY
;1581

SEND

SEND

SEND
LDELAY
;1583

SEND

SEND

SEND
LDELAY
;1585

SEND

SEND

SEND
LDELAY

SEND

REGL, $6A
REGH, $01

REGL, $6B
REGH,$13

REGL, $85
REGH, $20

REGL,$6B
REGH, $01

REGL, $00
REGH,$13

REGL, $00
REGH, $20

REGL, $6B
REGH, $01

REGL, $00
REGH, $11

REGL, $00
REGH, $20

REGL, $6C
REGH, $01

REGL, $00
REGH,$13

REGL, $00
REGH, $20

REGL, $6C
REGH, $01

REGL, $00
REGH, $11

REGL, $00
REGH, $20

REGL, $6D
REGH, $01

REGL, $00
REGH, $13
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Iy

SEND:

STRT:

SETBIT:

NEXT:

DELAY:

DELAY1:

LDELAY:

LDELAY1:

LDELAY2:

LDELAY3:

RET

RCALL SEND

LDI REGL, $00
LDI REGH, $20
RCALL SEND

RCALL LDELAY

RIMP  START

CBI PORTB, CLK
CBI PORTB, CS
LDI CNT, $10
cLC

ROL REGL

ROL REGH

BRCS  SETBIT

CBI PORTB,DATA
RIMP  NEXT

BRCC  NEXT

SBI PORTB,DATA
SBI PORTB, CLK
cLC

DEC CNT

CBI PORTB, CLK
CPI CNT, $00
BRNE  STRT

SBI PORTB, CS
RET

LDI CNT2, $FF
DEC CNT2

CPI CNT2, $00
BRNE  DELAY1

RET

LDI REGL , ADRL
LDI REGH, ADRH
RCALL SEND

LDI REGL , ADDL
LDI REGH, ADDH
RCALL SEND

LDI CNT1,$04;0A
LDI CNT2, $AF;FF
LDI CNT3,$FF
DEC CNT3

CPI CNT3, $00
BRNE  LDELAY3

DEC CNT2

CPI CNT2, $00
BRNE  LDELAY2

DEC CNT1

CPI CNT1, $00
BRNE  LDELAY1
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A Ggalal)

paaiS Slpdic dad 33 Lase (e L] 25l Assembly Al AVR Studio gl (e 3

.NOLIST

.INCLUD
.LIST

B

.DEF
.DEF
.DEF
.DEF
.DEF
.DEF
.DEF
.DEF

E "m32Adef.inc"

TEMPR1

STEP
SAW
TIM
DEL
RAND
DLL
RND

s;interrupt vectors

.CSEG

Match

Event

Match A

Match

Bl
INIT:
.ORG

$038

.ORG
RIMP
NOP

NOP

NOP

NOP

NOP
NOP

NOP

NOP
NOP
NOP

NOP
NOP
NOP
NOP
NOP
NOP
NOP
NOP
NOP
NOP

LDI
ouT
LDI
ouT
LDI
ouT

=R18
=R19

=R23

$0000

INIT

=R20
=R21
=R22

=R24
=R25

L8235 el Jal e

5 INTERRUPT VECTOR TABLE
5 EXTERNAL RESET

TEMPR1, $5F
SPL, TEMPR1
TEMPR1, $07
SPH, TEMPR1
TEMPR1, %10
DDRA, TEMPR1
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)

3

3

)

External Interrupt Request
External Interrupt Request

External Interrupt Request

; Timer/Counter2 Compare

; Timer/Counter2 Overflow

)

)

; Timer/Counterl Capture

; Timer/Counterl Compare

;5 Timer/Counterl Compare Match B

)

)

Timer/Counterl Overflow

; Timer/Counter® Compare

Timer/Counter@ Overflow
Serial Transfer Complete
USART, Rx Complete

USART Data Register Empty
USART, Tx Complete

ADC Conversion Complete
EEPROM Ready

Analog Comparator

Two-wire Serial Interface
Store Program Memory Ready



START:

LDI
ouT
LDI
ouT
LDI
ouT

b
LDI
LDI

LDI
LDI
RCALL
LDI
LDI
RCALL
LDI
LDI
RCALL
LDI
LDI
RCALL
LDI
LDI
RCALL
LDI
LDI
RCALL
LDI
LDI
RCALL
LDI
LDI
RCALL
LDI
LDI
RCALL
LDI
LDI
RCALL
LDI
LDI
RCALL
LDI
LDI
RCALL
LDI
LDI
RCALL
LDI
LDI
RCALL
LDI
LDI
RCALL
LDI
LDI
RCALL
LDI
LDI
RCALL
LDI

WORK

WORK

WORK

WORK

WORK

WORK

WORK

WORK

WORK

WORK

WORK

WORK

WORK

WORK

WORK

WORK

WORK

TEMPR1, $00
DDRD, TEMPR1
TEMPR1, $FF
DDRC, TEMPR1
TEMPR1, $00
DDRB, TEMPR1

STEP, $0B
SAW, $01

DLL, $07
RND, $06

DLL, $@D
RND, $05

DLL, $OF
RND, $07

DLL, $07
RND, $06

DLL, $0A
RND, $05

DLL, $09
RND, $07

DLL, $0B
RND, $04

DLL, $09
RND, $05

DLL, $0A
RND, $06

DLL, $0B
RND, $03

DLL,$08
RND, $05

DLL, $0A
RND, $04

DLL, $0D
RND, $07

DLL,$08
RND, $05

DLL, $0C
RND, $04

DLL, $08
RND, $05

DLL, $0C
RND, $03

DLL, $0A
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WORK :

RAND1:

LDI
RCALL
LDI
LDI
RCALL
LDI
LDI
RCALL
LDI
LDI
RCALL
LDI
LDI
RCALL
LDI
LDI
RCALL
LDI
LDI
RCALL
LDI
LDI
RCALL
LDI
LDI
RCALL
LDI
LDI
RCALL
LDI
LDI
RCALL
LDI
LDI
RCALL
LDI
LDI
RCALL
LDI
LDI
RCALL
LDI
LDI
RCALL
LDI
LDI
RCALL
LDI
LDI
RCALL
LDI
LDI
RCALL
LDI
LDI
RCALL
RIMP

SBI
MoV

LDI

WORK

WORK

WORK

WORK

WORK

WORK

WORK

WORK

WORK

WORK

WORK

WORK

WORK

WORK

WORK

WORK

WORK

WORK

WORK
START

RND, $07

DLL, $0C
RND, $06

DLL, $0A
RND, $05

DLL, $08
RND, $03

DLL, $0B
RND, $06

DLL, $09
RND, $04

DLL, $0A
RND, $05

DLL, $0D
RND, $03

DLL, $0C
RND, $07

DLL, $09
RND, $05

DLL, $@oC
RND, $06

DLL, $0B
RND, $04

DLL, $08
RND, $07

DLL, $0A
RND, $04

DLL, $09
RND, $06

DLL, $0A
RND, $08

DLL, $8D
RND, $05

DLL, $0C
RND, $07

DLL, $09
RND, $03

PORTA, 4
RAND, RND

SAW, $01
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ADD1:

DELAY1:

END:
RET

DEC
CPI
BREQ

CPI
BRSH
ADD
ouT
MoV

DEC
CPI

BREQ
RIMP

END

RAND1

ADD1
DELAY1

RAND
RAND, $00

SAW, $F5
SAW, STEP
PORTC, SAW

DEL,DLL

DEL
DEL, $00
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Aircraft

Folded

Diagonal Size (Propellers Excluded)

Weight (Battery & Propellers Included)

Max Ascent Speed

Max Descent Speed

Max Speed

Maximum Takeoff Altitude
Max Flight Time

Max Hovering Time
Overall Flight Time

Max Total Travel Distance (One Full
Battery, NoWind)

Operating Temperature Range
Satellite Positioning Systems

Hover Accuracy Range

Operating Frequency

Transmitter Power (EIRF)

Remote Controller

Operating Frequency

Max Transmission Distance

Operating Temperature Range
Barttery

Transmitter Power (EIRP)

Operating Current/Voltage

Supported Mobile Device Size

Gimbal

Controllable Range

Stabilization

Vision System

Vision System
Obstacle Sensory Range

Operating Environment
Velocity Range
Altitude Range

Operating Range

H83mm x W83mmx L198mm
335mm

1.62Ibs (734 g) (exclude gimbal cover)
1.64Ibs (743 g) (include gimbal cover)

16.4ft/s (5 m/s)in Sport mode

9.8fUs(3m/s)

40 mph (65 kph) in Sport mode without wind
16404 feet (5000 m)

27 minutes (no wind ata consistent 15.5 mph (25 kph))

24 minutes (no wind)

21 minutes (In normal flight, 15% remaining battery level )

8mi(13km, nowind)

32°10104°F(0°t040° C)
GPS/GLONASS

Vertical

+/-0.1 m(when Vision Positioning is active) or +/-0.5m
Horizontal

+/-0.3 m(when Vision Positioning is active) or +/-1.5m

FCC:

2.4-2.4835GHg; 5.150-5.250 GHz; 5.725-5.850 GHz
CE:

2.4-2.4835GH7; 5.725-5.850 GHzZ

SRRC:

2.4-2.4835GHg;5.725-5.850 GHz

24GHz

FCC-==26 dBm; CE: =20 dBm; SRRC:<=20dBm; MIC:<=18
dsm

5.2GHz

FCC<=23dBm

5.8GHz

FCC:<=23 dBm; CE <=13 dBm; SRRC: <=23 dBm; MIC: -

24GHZ102 483 GHzZ

FCC Compliant: 4.3 mi (7 km);

CE Compliant: 2.5 mi (4 km)

SRRC Compliant: 2.5mi (4 km)

MIC Compliant: 2.5 mi (4 kmj) (Unobstructed, free of
interference)

32°10104°F(0°1040°C)
2970mAh

SRRC: <=20dBm
MIC: <=18dBm

950mA@ 3.7V

Thickness Supported:6.5-8.5mm

Max length: 160mm

Supported USB port types: Lightning, Micro USB(Type-
B),USB(Type-O)™

Pitch:-90%to +30°
Roll- 0% or 30% (Horizontally and vertically)

3-axis (pitch, roll, yaw)

Forward Vision System
Downward Vision System

Precision measurement range: 2 ft (0.7 m) to 49 ft (15 m)

Detectable range: 49 ft(15m)to 98 ft(30m)

Surface with clear pattern and adequate lighting (lux>1

<22 Amph (36 kph) at 6.6 ft (2 m) above ground
1-43feet(0.3-13m)

1-43feet(0.3-13m)

19 Galall

DJI MAVIC PRO };k Drone sylla cilaalsa

Camera

Sensor

Lens
ISORange

Electronic Shutter Speed
Image Size

Still Photography Modes

Video Recording Modes

Max Video Bitrate
Supported File Systems
Photo

Video

Supported SD Cards

Operating Temperature Range

Wi-Fi

Operating Frequency

Max Transmission Distance

Max Speed
Max Ascent Speed

Max Descent Speed

Charger

Voltage

Rated Power

1/2.3"(CMOS), Effective pixels:12.35 M (Total pixels:12.71M)

FOV 78.8° 26 mm (35 mm format equivalent) f/2.2
Distortion < 1.5% Focus from 0.5 mto e

video: 100-3200
photo: 100-1600

85-1/8000s
4000%3000

Single shot

Burst shooting: 3/5/7 frames

Auto Exposure Bracketing (AEB): 3/5 bracketed frames at 0.7
EVBias

Interval

C4K:4096x2160 24p

4K:3840%2160 24/25/30p
2.7K:2720x1530 24/25/30p

FHD: 1920%1080 24/25/30/48/50/60/96p
HD: 1280%720 24/25/30/48/50/60/120p

60 Mbps
FAT32(<32GB); exFAT(>32GB)
JPEG, DNG

MP4, MOV (MPEG-4 AVC/H.264)

MicroSD™
Max capacity: 128 GB. Class 10 or UHS-1 rating required

32°10104°F(0°t040°C)

24G/5G6

80 m(Distance), 50m(Height) (Unobstructed, free of
interference)

14kmv/h (2 mph)
6.6ft/s(2mis)

3.3ft/s(1 mis)

13.05V
50W

Intelligent Flight Battery

Capacity
Voltage
Barttery Type
Energy
NetWeight

Charging Temperature Range

131

3830 mAh

1.4V

LiPo3S

43.6Wh
Approx.0.5Ibs(240 g)

41°t0104°F(5°t040°C)




Aircraft

Weight (Battery & Propellers Included)
Diagonal Size (Propellers Excluded)
Max Ascent Speed

Max Descent Speed

Max Speed

Max Tilt Angle

Max Angular Speed

Max Service Ceiling Above Sea Level
Max Flight Time

Operating Temperature Range
Satellite Positioning Systems

Hover Accuracy Range

Gimbal

Stabilization
Controllable Range
Max Controllable Angular Speed

Angular Control Accuracy

Remote Controller

Operating Frequency

Max Transmission Distance

Operating Temperature Range
Battery

Transmitter Power (EIRP)

Operating Current/Voltage
Video Output Port

Mabile Device Holder

1280g
350mm

smis

3mis

16 MY's (ATTI mode)

35°

150%/s

19685 feet (6000 m)
Approx. 23 minutes
32°10 104°F(0° 10 40°C)
GPS/GLONASS

Vertical:

=0.1 m (with Vision Positioning)
+0.5 m(with GPS Positioning)
Horizontal:

+0.3 m(with Vision Positioning)
+1.5 m(with GPS Positioning)

3-axis (pitch, roll, yaw)
Pitch:-90° to+30°
Pitch:90°/s

=0.02°

2.400-2.483GHz

FCC Compliant: 3.1 mi (5 km)
CE Compliant: 2.2 mi (3.5 km)
(Unebstructed, free of interference)

32°to 104°F(0° t040°C)
6000 MAN LiPo 25

* FCC:20dBm

* CE:16dBm

* MIC:16dBm
1.2A@74V

usB

Tablets and smartphones

Intelligent Flight Battery

Capadity

Vaoltage

Batery Type

Energy

NetWeight

Charging Temperature Range

Max Charging Power

4480 mAnh

15.2v Y

LiPods
68Wnh

Camera

Sensor

Lens

I1SO Range

Electronic Shutter Speed
Image Size

still Photography Modes

Video Recording Modes

Max Video Bitrate
Supported File Systems
Photo

Video

Supported SD Cards

Operating Temperature Range

Vision System

Vision System
Velocity Range
Altitude Range
Operating Range

Operating Environment

Charger

Voltage

Rated Power

2)

3658
41°10 104°F (5° 10 40°C)

100 W

=
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DJI PHANTOM 3 PRO ),k Drone 8yill cilicalse

1/2.3"CMOS
Effective pixels: 12.4 M (total pixels: 12.76 M)

FOV 94° 20 mm (35 mm format equivalent) f/2.8 focus at =
* 100-3200(video)
= 100-1600(phota)

8-1/8000s

4000x3000

= Single Shot

Burst Shooting: 3/5/7 frames

Auto Expasure Bracketing (AEB): 3/5 bracketed frames
at0.7 EVBias

Timelapse

UHD: 4096x2160p 24/25, 3840x2160p 24/25/30
FHD: 1920x1080p 24/25/30/48/50/60
HD: 1280%720p 24/25/30/48/50/60

60 Mbps
FAT32 (32 GB); exFAT (-32GB)
JPEG, DNG (RAW)

MP4, MOV (MPEG-4 AVC/H.264)

Micro SD
Max capacity: 64 GB
Class 10 or UH5-1 rating required

32°to 104°F(0° 10 40°C)

Downward Vision System
<8 m/s (2 mabove ground)
30-300cm

50-300cm

Surface with clear pattern and adequate lighting (lux>15)

17.4V
1now

—
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Abstract

GPS & GLONASS signals are spread spectrum signals (CDMA multiple access

signals), which are resistant to radio frequency interference, but GPS receivers are
vulnerable to interference effects due to the low power of the received signal. This
interference has a significant impact on the tracking of satellite signals of position-
diffraction systems by a GNSS receiver. This interference can lead to a deterioration in
the performance of the receiver and to a complete ban on the acquisition or tracking of
the satellite signal, and thus to the failure of the receivers to fulfill their function.
Therefore, interference is one of the main concerns in the use of GPS systems for civil
and military applications. Any signals transmitted at the corresponding frequency or near
the frequency fields of the GNSS (Global Navigation Satellite System) will interfere with
the received signal.
The different types of interference are: unintentional interference caused by other
systems that use the same frequency fields, and intentional interference, also known as
interference. There are two types of jamming: Repetitive jamming, which depends on
sending fake signals that are identical to the original signal, but with wrong information
or without useful information, and the other type of jamming is noisy jamming, which
relies on sending signals with the same frequencies to lead to a deterioration of the
received signal.
Noise interference has several techniques, some of which we mention:

= Barrage jamming.

= Sweep Jamming.

= Successive pulses jamming.

= Tone (Spot) jamming.

» Frequency hopping jamming.
In this research, we will study the effectiveness of three jamming techniques (Sweep,
Spot, Frequency hopping jamming), in addition to two hybrid technologies (Sweep with
frequency hopping jamming) and (Spot with sweep frequency Jamming).
The study was conducted first with a study of the GNSS navigation systems, the study
of the components of these systems, the analysis of their signals, the study of
autocorrelation and the spectral density of the GPS coding code, in addition to studying
the types of interference and its techniques, and then the partial systems of a jamming
system proposed to be designed and manufacture based (software defined radio) SDR
card to generate noise signals. And program the drivers to generate the jamming signals.
The effectiveness of the jamming techniques was tested in nine different cases by
conducting nine experiments and laboratory measurements, in addition to twenty-seven
field experiments. The effectiveness of these technologies has been studied by jamming
the GPS receivers in Drone mini aircraft (DJI MAVIC Pro & DJI PHANTOM 3 Pro)
and receivers that found in modern mobile phones. These experiments were conducted
while observing the same experimental conditions in terms of the transmission power of
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the jamming signals which were (-10 dBm) (0.1mW) and the kind and position of the
transmitting antenna. In addition to these experiments and practical measurements, a
mathematical analysis of the GNSS receiver output signal was carried out in the normal
state without an external influence, and in the case of the presence of Spot jamming and
Sweep jamming signals, and thus the mathematical relationships expressing the power
of the receiver output, carrier to noise ratio and finding the parameters that affect at this
ratio. The results of the experiments showed that the most effective jamming technology
IS when we use Spot with Sweep jamming to influence GPS and Sweep jamming to
influence GLONASS, as the jamming distance on the two systems reached 65m on
receivers in Drone aircraft and 50m on handheld receivers. The least effective technique
of jamming was Spot with Frequency Hopping Jamming.

The results of the tests were also compared with the inferred mathematical relationships.
This comparison showed that although mathematical relationships can predict the effect
of changing some coefficients of interference signals on the output of the receiver, they
are not specific enough to predict actual receiver performance. The comparison also
showed that despite the usefulness of the mathematical results, they cannot explain all
the field measurements, and this relates to the fact that the exact characteristics of radio
frequency interference encountered in the field measurements are not generally known,
(because this is related to the properties of the surrounding medium that affects the
propagation of electromagnetic waves ...).
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