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Summary

In this research, we studied the approach followed by the Syrian
legislator and many other legislations such as the Iraqi, Jordanian
and French in combating crimes that affect the internal security
of the state that occur via the Internet. We defined the crimes
that affect the internal security of the state stipulated in the
Cybercrime Law and defined cyber terrorism. We concluded that
cybercrimes that affect state security are traditional crimes by
nature and do not exceed this means being a mere tool for
committing the crime. We concluded that the criminalization
policy is a preventive policy that punishes the act without
requiring its result to occur. In addition, the legislative
formulation is not accurate and solid in many aspects. We
suggested amending some flexible concepts and introducing
some new vocabulary and adopting the French legislator by
stipulating that the Internet is one of the means of publicity
stipulated in Article 208. We also explained the aspects of
severity in the penal policy of the Syrian legislator, unlike the
Jordanian and French legislation, and reviewed an alternative
penalty applied by both the French and Jordanian legislation,
which is Work for the public benefit in addition to a penalty
adopted by the French legislator, which is electronic surveillance,
and we suggested adopting them and shed light on some aspects
of the loopholes in the procedural policy, including the judicial
organization of cybercrimes and the need to amend the legal text
and include cybercrimes affecting state security within the
jurisdiction of courts specialized in cybercrimes and the necessity
of determining the period of pretrial detention, such as Jordanian
and French legislation, and the need to adopt the system of
expediting the trial to achieve justice.

Keywords: Internal state security - Internet — Penal policy .
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