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Category

Maximum data rate

Usual application

analog voice (POTS)
Integrated Services Digital Network Basic

CAT 1 Up to 1 Mbps (1 MHz) Rate Interface in ISDN
Doorbell wiring
CAT 2 4 Mbps Mainly used. in the IBM Cabling System
for Token Ring networks
CAT 3 16 Mbps Voice and data on 10BASE-T Ethernet
Used in 16 Mbps Token Ring
CAT 4 AULLEE Otherwise not used much
100 Mbps TPDDI
CAT 5 iggomntﬂf,ss 4 pair 155 Mbps ATM
ps (4 p ) No longer supported; replaced by 5E
100 Mbps TPDDI
155 Mbps ATM
CAT 5E 110(;)(;)0?':,':’: N Gigabit Ethernet
( PSP ype) Offers better near—end crosstalk than
CAT 5
CAT 6 Up to 400 MHz Super-fast broadl?and appllca.tlons
Most popular cabling for new installs
CAT 6E Up to 625 MHz Support for 10 Gigabit Ethernet
(field-tested to 500 MHz) (10GBASE-T)
Full-motion video
CAT 7 600-700 MHz gi:::r‘:::;?yand manufacturin
(ISO Class F) 1.2 GHz in pairs with Siemon connector J 9
environments

Shielded system
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“TCP/IP bubmimp¥F T w1 clfyF bb 1 oY wmr

Addresses

Physical Logical Port Specific
addresses adresses addresses addresses
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Physical layer
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Transport Layer
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First  Second Third  Fourth Fist ~ Second Thid  Fourth
byte  byte  byte byt byte ~ byte  byte  byte

Class A - | Class A - |

ClassB -- || ClassB --

o N N I | o N O

Class D [ 1110 Class D 124~23ﬂ

ClassE 1111 | _ _ [ ClassE [240-255

a. Binary notation b, Dotted-decimal notation



Range of

o netvoris [ per vetvor [ Netverk 0s
126 16,777,214 1-126
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Netid and Hostid

255.0.0.0 1111111100000000
00000000 00000000

/16 255.255.0.0 11111111 11111111 B
0000000000000000

/24 255.255.255.0 11111111 C
1111111111111111

11111111
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00000000 =0

10000000 = 128
11000000 = 192
11100000 = 224
11110000 = 240
11111000 = 248
11111100 = 252
11111110 =254
11111111 =255



(Asaldail)) dpalsidy) ASudd) Aadd)
Class A: 255.0.0.0 A

Class B: 255.255.0.0 A

Class C: 255.255.255.0 A
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Introduction:

» Historyée .
»Why now IPv6?
» Problems and disadvantages of IPv4?
» Solution?
» Temporary(NAT)
» Permanent(IPv6)




Where is |IPv5!!
/it Ppflh fMeBM ipv5 bt bK b8 b B

1BTF bmbmbmp? ptm Apt/IIBIF pafmf T mi S1c IPVS WK ptwr aflk
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o’Hb1l Ahcw pMA arBCik aB ATpiK p1% IFbreBiF &AM MTpTYK)FM AmHoiF
Srbp 1iF aB prp/iF €T ppfth bbl% pTabk apahhin ST2

QoS aKpTM IPv4 EbKConnection-oriented mk prbliF)
4yrYY ol cisliF VME niK ®JAT aiv_ allp bubmbpF Mk CAKF blim
ipv6 niF wriCs KM

RFC797----IPv1
RFC1190-----IPv2
[=) E— Dy 3
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What i1s IPv6?

A new packet structure that has 128 Bits source and destination
IP addresses, which are four times larger than the current IPv4.

IPv4 = 32 Bits

» IPVv6 larger 128-bit address space providing for 340 undecillion
addresses. 340,000,000,000,000,000,000,000,000,000,000,000,000

% 128-64-32-16-8-4-2-1 Magic Row In IPv4.
% 8-4-2-1 Magic Row In IPv6.
* Decimal - Binary 2> Hex
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Compression between IPv4 and IPv6:

32 bits = 4 bytes = 4 Octet 128 bits = 16 bytes = 8 Segments
Decimal «—— Binary Hexadecimal «—— Binary
Doted notation(.) Colon notation(:)
Class A,B,C,D,E No classes
Public/Private(NAT) (NAT) for changing from 4 to 6
Subnet and CIDR (/) as subnet

DHCP DHCPV6 and autoconfig



IPv6 Addressing

Hexadecimal Number System pp I K 9hi{F p/iF apdx

“» Hexadecimal is a base
sixteen system

“» Base 16 numbering
system uses the
numbers 0 to 9 and the
letters Ato F

“* Four bits (half of a byte)
can be represented with
a single hexadecimal
value

Hexadecimal

M MO0 0| o ~No O b € N=a2O

Decimal

0~ O g RWN =0

— e o ok ok
N B WN = o 9

Binary

0000
0001
0010
0011
0100
0101
0110
0111
1000
1001
1010
1011
1100
1101
1110
1111
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IPv6 Addressing

IPv6 Address Representation IP6 afvkK brish

Hexadecimal Decimal Binary
“» Look at the binary bit 00 0 0000 0000
patterns that match the 01 1 0000 0001
- - 02 2 0000 0010
decimal and hexadecimal = s — 0000 0011
values 04 4 " 0000 0100
05 5 0000 0101
06 6 0000 0110
07 s 7 0000 0111
08 8 0000 1000
0A 10 f 0000 1010
OF 15 0000 1111
10 16 0001 0000
20 32 0010 0000
40 64 ' 0100 0000
80 128 1000 0000
co 192 1100 0000
~  CA 202 1100 1010
Fo 240 1111 0000
FFE 255 1111 1111




1P6 bmbMhmpF CT wivwIiF pKFML
orhtlf niK aB ppYHouUf Plc
Rule 1- Omitting Leading 0s

“* The first rule to help reduce the notation of IPv6 addresses
IS any leading 0s (zeros) in any 16-bit section or hextet can
be omitted

» 01AB can be represented as 1AB
» 09F0 can be represented as 9F0
» 0AO0O can be represented as AOO
» 00AB can be represented as AB

Preferred 2001:0DB8:0002:1000:0000:0000:0000:0100
Noleadng0s  |2001: DB8: A:1000: 0: 0: 0: 100
Compressed 2001:DB8:A:1000:0:0:0:100




bcim lips abiv =2 % pndrish absT wlshelr wrpYHHIF MARUBHF -
AFK abl AYT
Rule 2- Omitting All 0 Segments

< A double colon (::) can replace any single, contiguous string
of one or more 16-bit segments (hextets) consisting of all Ois

“+ Double colon (::) can only be used once within an address
otherwise the address will be ambiguous

<

L)

» Known as the compressed format
* Incorrect address - 2001:0DB8::ABCD::1234

L)

<

L)

L)



Examples:
#1 Preferred | 2001 :0DBE8 : 0000: 0000 :ABCD:0000:0000:0100
Omit leading0s | 2001 : DBS&: 0: 0:ABCD: 0: 0: 100
Compressed | 2001 :DBE8: :ABCD:0:0:100
OR A
Compressed | 2001 :DBE8:JO:0:ABCD: 100
Only one : : may be used.
4o Preferred FEG0:0000:0000:0000:0123:4567:89AB:CDEF

Omit leading 0s

FEBO0: 0: 0: 0: 123:4567:89AB:CDEF

Compressed

FEB0::123:4567:89AB:CDEF
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Abbreviation rules:

2030:0000:130F:0000:0000:09C0:876A:130B
> 2030:0:130f::9c0:876a:130b

- 203:0:130f::9¢:8760:130b - incorrect ¢

> 2030::130f::9¢0:876a:130b - incorrect ¢




Abbreviation rules(cont.):

f - — — — - -
10010000000000001 10100001
A 0001111000101010
20010000000000A10000000000001E2A
2001: 0000: 0000: 00A1: 0000: 0000 0000 1E2A
¥ 2001:0:0:A1: : 1E2A




Examples:

0001:000A:0008:000C:000D:000E:000F:0008 | 1:AB:C:DEFS

0001:0002:0003:0004:0005:0006:0007:0008 1 12345678

2035:0001:2BC5:0000:087C:0000:0000:000A l 2035:1:28C5:0:87C::000A
; : ; : ; ) : 2001::2:1:0:0:ABCD
200!.0000.0000.0002.0Q01.0000.0000.ABCD l 2001-0:0:2:1-ABCD
FFOI:O;O:O:O:D:O:-] ! FFOI::] |

0:0:0:0:0:0:0:1 o]

2001:0:0abb:2:1

e e Arsall) ¥

0:0:0:0:0:0:0:0 1 P

2001:0:aabb:2:1
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:IPv6 bmbMhmp? CT Hpmithiim Apxrhehiim 9FCTB CKB

32 bits as ambhr IPv4 bf ey} 128 bits as ambhr maT amapwie ppKu nAKY pem wimps  (/
. 2" 128=3.4*10" 38 :ck ok ppK clphiFm

JrtuiE bmpt og prhslf 6FpahhF T wilFITm WKph  (

niK biechlF s biuma CApstdF UiCwy gher 3rc_itrtmylE bupT Vs by rprK WtwslF  Fof IprC
b3 i

rphrk Wb 179 wikbhslr UChtul aglf Fouf aher :wrbihelF Arb7 18 Ahcs akp

.NBroadcasto 2% ba/iF_ fF

Anycast nshh Cntuf arh bephi Wptpt witpA prFbh%

.Classes [f pphie Subnet Mask _% be/liF ljpbT _ fMifF

MF Mk nBhh frpkKM 1Pv4 paufm IPv6 fBKRpCE amemwl) Interface p! bBK  Wifbsk
M IPv4 artiiveif bib akp A wbil{F mf Gk arbeh agr 21c, Dual-Stack j Interface
_IPv6 apahbh chif UCntufm 1Pv4 apahbh chif UChtufr ard bHofmhE arbehm dumiF EYx T IPv6
arbehm Wb HF cT Cpnt bb) IPve m IPv4 amvpK privh Dual Stack afpahhl MAARM
chif UCntuf At bHofmbE abet  WYTPAF MM Wbl Ml Cpntlk T IPv6 m IPv4 clvbyhimp?
plbuf witpAlF Dual Stackp’imv _bbils aup IPv6 apahhh chif [Catuim 1Pv4 aphahhh
s Qxufm ApbIIF o pth/MF T nBefpahBf ahr 21 IPv6 m IPv4 a1 Auptbhbl atbehl sefhahht
Wyth>8(F

r'\



afpahbr nln bkl @A hrnsh cT pKfht Dual Stack apanht af pbliF) ptptlF agm
IPv4 B agfChe bb 17 be/iF wrirclk wexufm 9rb3 18 aber S1c bUyhelk cT befb bb 1% IPV6
nlm _drepafk cT WFAY pl ampm crpph bb1) IPv6 Nl bpubwk fill nvbhT nhc 1PV6 M
afpahhr ckm IPv6 M IPv4 ar) Austbhut athehl opal wipA Lk Dual Stack Mt
Protocol " abf) fY1' Pplm_IPv6 (IPv6/IPv4 Translation) m IPv4 ar} ustphf
"IP Protocol Translation™ mf "Translation

ajtim Dual Stack afpahbr T pMht chif dupclt €T IPv6 M IPv4 a1) stk arpah bk aht
ap3yhh chF Cntul oty BB EBIF M IPV6 nﬂw IPv4 nB ikl aCc wysTph d1pA K LY
M IPv4 a1 usTphF atpahhr MAADT EbﬂfOFM IPv6 apahbh ciff UCntuf Vs bibimyk IPv4
oThr 188 EEbIIF wl IPv6 nifs IPv4 a8 ik aCc bmeh ot fhbpa [Cint LpiK 1Pv6
IpK afpahTf ahtm _ EbiM IPV6 apahbh CbK)F ICntuf VB bHoimhF 1Pv4 apahhh chif Catul
asm_IVIm SHHTm DNS64m NAT64 WM T 8% IPv6 m IPv4 a1 wstphik dichi Hrmidh
aihahBF min bidhisk ajt mhe fllYB.bic piT IPV6 M IPv4 A1) uetphlF afhahBF Al pbMiF) prphif
cT palhm P1IYIF _ Fpuf Kﬂ% i wrkdhF uiK afhah kb phYT Af aber 31C befb bb1% IPV6
UM fatT oTht chiF 9bfelf T Dual Stack afpahhF bWT MM bFHohbF

PK wibpsfk Ay drrmimuf prpch) oBHh chifw ((QoS) wspafk Upmt cT abchl aKp (
b3 i

lptb0F Apb? BEF Wpkpn T I pYBF ahctm_ pb! wimn®? wb? BEF WpFhi) o™ :WpFhwk wivn® ¢ ~
WTFNT plbim Mp Tl bb 17 Cntuf brHomh) osTorm_ Wb 1A ap/ilF_ Fpuf ahet - Fpuf prTvh ( /
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KM wbfmr ukl Wk Ypxrhehitv prRCelt ag ptp/iik pTmr IPv6 bmbmbmp? af ag aOpffF nik

:pbMk fkem ApTpehim by I Bl

b MBIpINRE Al v prauf PUMF T uptmAh ay IPv6 af as aOpfF K :wetpYlF IChtuf K aKh apK  (/
weThYF UCntuF KM as IPv6 akb abK nin pmir fMkm IPv4 % wrpds ¢ 1 KT Fhmbes bFCT
APv4 |1 AUT ba/ly nBTBHbY a) ChiF GBRpYFM

;nBTBHbY ap Ciff CYRYrANF KM VB OTRyE cT Crtheh IPV6 Tithur : ClpUrAYF Kﬂ% OTimh apK  (
APV6 1B OThh CIFUTAF uik arsHbh UprKw wire Wik avbr pl i culr iee 1Pv4 s AUT bally

1T CptpehiF K1) ihiMr BFCT B ikl o arsufm Ty IEH) IPv6 akp ag aOplh niK :umeLf pAfaBF (.
DA dprrF Kp/lh nifn wrxsuf ArpMiF KM phYh A obs AfsLf) G

Y38 mmbh drrieK MAAm  c IF K p4s: CfpRbKa nio IPv6 Opyct atMbhifm pFpKWF priflh
. CHF K Fpry/h pYbY MrywhiF wriBK b/t (BB

CrhF) O BT Artpehl KM intfimmIPv4 3 ukpris UpthT wmith IPVE phiir cihlf cT palh (
APv6 nifn barb bb 17 bpihkeil Aumr K1) peuf ®plhyht Al AbsM pr I hibim

IbriC nifs ppYh pll chifm AperdF aCe atc UprrC aK wmYhB IPv6 o :ArrtdF aCc atc prpet
WA NH ap/F_ Fpuf nAK prpTllh clpbiFim whd HiF pK wihpslk Apytdk atc

as i b0 IPv4 amprK ag 1) pIbl IPv6 ampK Al as aOpff niK - amplie niK: Mmch bt (
.Axphwp) wiHbhslr CAtul UTp ik MK MIH?) wKpH? FKMMChTF abr Af abseiF

FY11 fTpch b IT Mkm wilfK Piby 1IPv6 il IPv4 a8 Sfb) 1F brvch MAAT <uyfbhF

WAhel Aeb B BlF bel cwiF aKplF niK bmkbctF €T wimHb amepahhslr v plU :criF aKpff
.abreuf bb T aKpfF MKk pTMhT B 31C_IPV6 )



Subnetting In IPv6: IP6 bmbmimp#k CT UCCTH
»2001:0db8:1234::/48

»Interface ID (Host address) = 128 T 48 = 80 hits.

»Network Prefix(Network address) = 48 bits.

»2001:0db8:1234:0000:0000:0000:0000:0000
Through:

»2001:0db8:1234.ffff ffff. . ffff. fff '

Prefix Interfaca ID

Example: 2001:0DBE:000A::/64

2001:0DB8:000A:0000 0000-0000:0000:0000
oty ol Rlakwrk ol P

A

-~ L.’
By B Hes Pred Acheires
Fradix s = = ik o

o —

B, il

Prolix Lerng
Homt
F artpca | vl Ad




IPv6 bmbMhmpHF OMrBK

IPV6 Types

Unicast Identifies a single node, and traffic destined to unicast
address is forwarded to a single node

Multicast Identifies a group of nodes, and traffic destined to a
multicast address is forwarded to all nodes in the group

Anycast Identifies a group of nodes, and traffic destined to an
anycast address if forwarded to the nearest node in the

group.
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IPv6 Types(cont.):

IPvé Types

Unicast Multicast Anycast

Link-Local Global

Unique-Local

»Anycast address canit be used as source address but
can be used as a destination address.



Types of IPv6 :Addresses
IPv6 Unicast Addresses

Unicast
B nAK prpT b3l dpbl (IPV6) ammkK ppet >
LAMKEE WM el ek wntivlk b o b%%hh unicast bhph chiF usCplk >

Source IPvE Address Destination IPvE Address
2001 . 00BE ACAD 11D 2001 .00BEACAD T B

2001:0DBR:ACAD:1::/64 2001:00BE8:ACAD:1::1/64

20010088 ACAD 10064

20010088 ACADM H20064
2001 0DEBSACA DN nEi6E
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Types of IPv6 Addresses

IPv6 Unicast Addresses

Global Unicast

Link-Laocal

= | 00Opback
IPvE Unicast 1128
Addresses

N5 pecified Address
28

! Unigque Local
FCOO0:7 — FDFF:T

— EmbeddedIFPv4
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Types of IPv6 Addresses

IPv6 Unicast Addresses

Global unicast «
Ak IPV4 ofwd Wk le >
Ak oMbk NiK prpT >
(HrphmrplF a1?) Axphrbk NAK wrtmil) abahhh oK >
.Cbryramr bb 1% mf A% bb 17 fafinh obeT >
Link-local <
WHIF EY niK opawyf ICnTuf Vs bHoRb apanhy >
Confined to a single link not routable beyond the link >
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Types of IPv6 Addresses

IPv6 Unicast Addresses

Loopback <«
Y usCp bhpt af Cintik prpl bfc T ahahhr abl Crat) afvwTb NAT af aber b >
cfcelf Cprtl nfK configuration of TCP/IP JcYl ahpahhr »
1 AT M :1/128 b bt/ prauf A% fK fB ffliet >
Unspecified address <
o AUT M /128 b bley fnliet >

ppHoB AfMkTb AYT aphahbh abl yntim afmwTb apahbh Al AbBT B >
dlYs IPv6 afmub afmwiF uik ahahbr >
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Types of IPv6 Addresses

IPv6 Unicast Addresses

Unique local <
APv4 Tyt vl pn%sle >
.cice bb 1’ bl yKmets ar} mf wbIHiF bafp umwH apahhh >
In the range of FC00::/7 to FDFF::/7 »
IPv4 embedded (not covered In this course) «
APV6 nin IPV4 g bmchif Ml bpthibr? IDKFhef apahhr >
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Unicast: 3 types

Real (public) Global Unicast address
Virtual (APIPA) Private (Link-Local)
Virtual (Private IP) Private (Site-Local) past
Private (Unique-Local) new
127.0.0.1(loopback) el
0.0.0.0 .. (unspecified)

Multicast(224.0.0.0) FFO00:./8

Unigue local
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Link-Local Address Structure:

»Like APIPA in IPvA4.

»Start with 1111 1110 10 /10 = FE8O0::/64

»Work in internal LAN(switch) and canit be used in router.
»Are automatically configured with the interface identifier.

»But how to complete Interface Identifier:

128 bits
- -

10 bits ] 54 bits A B4 bits

1111111010 | Interface Identifier

EUl-64 P

-
L

FESJ0000000000000 | Interface Identifier
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IPv6 Unicast Addresses

EUI-64 Process or Randomly Generated

** EUI-64 Process
» process uses a clientis 48-bit Ethernet MAC address, and
Inserts another 16 bits in the middle of the 46-bit MAC
address to create a 64-bit Interface 1D

“» EUI-64 Interface ID Is represented in binary and is made up of
three parts:
» 24-bit OUI from the client MAC address, but the 7th bit (the
Universally/Locally bit) is reversed (0 becomes a 1)
» Inserted 16-bit value FFFE
» 24-bit device identifier from the client MAC address
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IPv6 Unicast Addresses

EUI-64 Process or Randomly Generated
EUI-64 Process

Gul (Cmanizalion Device |denfifier 24

— Unique ldentifier) 24 — Lits
bits r
EUM64Process| FC : 89 i 47 | 76 : CE i EO
Step 1: Split thE__Mjﬂi:lé-addmﬁs
Binary I'I*I“I“I “I“IEI:IE'II'_'E]*I “ICIE-"I%U“I{H}{I“H’I - | 0111 1]1!]1; 11-.'IID“I“I“IIII§111DD':]III

Step 2: Insert FFFE

= = -

Binary | 1111 11003 1001 10013 0100 0111 [ 1999 93915 11171 21398 0111 0101: 1100 19103 11100000

3 £l

|
Step 3: Flip the UIL %it

, 3 : PR ) : :
Binary [1111 1490 1001 10013 0100 0111 [T 14192 9911 9118 0111 01013 1100 11105 1119 0000

Modified EUI-64 Interface 1D in Hexadecimal Notation

7 | FE SUEE | 75 CE : EO

ST T

Binary| FE ! og

pREEaeE
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Extended Unique Identifier (EUI-64):

IEEE-administered company ID Manufacturer-selected extension ID
24 bits 24 bits
-
IEEE 802 _
Address KOO KAK, KOO N, XX KK

EUI-64 Formation

MAC mm
EUI-64 5'38.:
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Extended Unique ldentifier (EUI-64)(cont.):

Example:

Link-Local Address:
FES8Q::CEOO:E"":"“E4:10 /64

MAC Address:
cc00.0e | e4.0010 = v is the /th bit

(cc),, =>(11001100), 2> u=0
(ce),. <=(11001110),« u =1
So MAC will be: ce00.0e|e4.0010
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Unique-Local Address Structure(Site-Local):

»Like private in IPv4.
»Start with 1111 1101 /8 = FDO0O::/64

»But how host complete address:

Unique-Local
»Start with 1111 1110 11 /10 = FECO::/64 Site-Local

»For network in which only internal IPv6 communication is
required(not routable on the Internet).

10 bits 54 bits 1 64 bits "
11114110211 Subnet ID Interface ID
L= 1 Localby nssbgnmiﬁ'
{L=0 Future wse
! .f ‘ 128 bits
7 bits |JI|-J 40 bits Ly, IEbils g &4 bits
L o i g ==
1111 110[L Global ID Subnet ID Interface Identifier

=
rey
-

+ Unique Loeal Unicast
Address Prefix

FC00::/7
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Unique-Local Address structure(Site-Local) (cont.):

Generafing an fnterface ID from a MAC Address i the Modifed EUI64 Format

00 | 90| 27 | 17 | Fc | oF 8 b
e % <
00 [ 90 | 27 T 37 | FC | OF MAC Address | 0080 | 4g0 FGGS Slp
FF | TRR / I\ s 11111111111m1u}
/ / \
00 | 90 [27 [ FF [ EE| 17 | Fc | oF P — —
p— . EU64 [denffier | o080 [4a| FFFE |5C] Fog8
- - 1 = Unique ¥ : '
000000U0| WhereU = TR . »
U=1 .7 0 = Not Unique : B4 bis :
02 | 90 | 27 |S_ Lﬁ_‘g.d 17 | ¢ | oF Fi "B :
<Y
EUI-64 address inserts "FFFE” in middie P rerece ) BRI I
Invert "U" bit to identity uniqueness of MAC Vo neriace -lﬂ ! BP“ FFFEW?c ma




Global Unicast Address Structure:

» Like public in IPV4(IANA).
» Start with 001/3 = 2000::/3 or 3000::/3
»Work in Internet.

» 45 bits Global Routing prefix for specifics organizational site.
» 2"45=351,843,720,888,32 number of sites.

» 16 bits Subnet ID.

» 2" 16=65.536 subnets per site.

» Site= Autonomously operating IP based network that is connected to
IPv6 Internet.

» But how host complete address:

Global Unicast Address Identifier _

b, i 128 bits _

n bitg = = &4-n bits 64 bits

1 1

L.
E o

>l
|

001 Subnet |dentifier Interface Identifier

Gliobal Routing Prefix

A
¥

Sita e

Host

e Tala a s
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Global Unicast Address Structure(cont.):

» |IANA(Internet Assigned Number Authority).
» RIR (Regional Internet Registries).

» NIR (National Internet Registries).

» ISP/LIR(Local Internet Registries).

» Site/Organization.

» Subnet/Local Subnet.

The current RIR are as follow:
» African Network Information Center(AfriNIC).
» Asia Pacific Network Information Center(APNIC).
» American Registry for Internet Numbers(ARIN).
» Regional Latin-American and Caribbean IP Address Registry (LACNIC).
» Reseaux IP Europeens (RIPE NCC).




Global Unicast Address Structure(cont.):

IPve Prefix-Allocation Process
2001::/3

/3

— . =

/3

to
132

—— s

-

* 132
to
135

- e ww W

/48

Interface Identifier 64

i

3 32 48 64 128 bits
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Assigning IPv6 Global Unicast Address:

» Static assignment:
»Manual Interface ID assignment.
»EUI-64 Interface ID assignment.
»Dynamic assignment:
»Stateless autoconfiguration.

»DHCPv6(Stateful).
23 132 /48 164
Hﬁgiﬁﬂ'}’—hi

2001| ODBS - Interface ID
ISP Prefiy s—

L T — .

Important Note: This design simplify Routing operation in
Internet by reducing the size of routing table




IPv6 Unicast Addresses

Dynamic Configuration of a Global Unicast Address
using SLAAC

< Command IPv6 unicast routing enables IPv6 routing

“* RA message can contain one of the following three options
» SLAAC Only T use the information contained in the RA
message
» SLAAC and DHCPvV6 T use the information contained in the
RA message and get other information from the DHCPV6
server, stateless DHCPv6 (example: DNS)

» DHCPvV6 only T device should not use the information in the
RA, stateful DHCPv6



IPv6 Unicast Addresses
Dynamic Configuration of a Global Unicast Address
using SLAAC

Router Solicitation and Router Advertisement Messages

"I need addressing information from the router.”

@' | Router Solicitation — To all IPvE routers

2 B

DHCPwE Server

Router Advertisement — To all IPvE nodes -@
Option 1 (SLAAC Only) — "Hare is your Prefix, Prefix-
length, Default Gateway infarmation.”

- Option 1 (SLAAC Only) — "I'm everything you need (Prefix, Prefix-length, Default
| Gateway )"
- Option 2 (SLAAC and DHCPwG) — "Here is my information but you need to get other
" information such as DMS addresses from a DHCPwE server.”
Option 3 (DHCPvEG Only) — "l can't help you. Ask a DHCPvE server for all your
" infarmation.”

= = = e = === = ==
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Compression Between Three Types:

+ 123 bits *
- 0 Interface ID
ammm— - 64 bits .
1111 1110 10 .
L inj-Lbeal
+—— 10 bits —
Provider Site Interface
1 bits - /77 bits - 128-77-77 bits .
Global
Prefix Random Identifier Site Interface
Global ID Subnet ID Interface ID
«— 3 bits 40 bits 16 bits —» 64 bits ,

Unique-Local



Multicast IPv6 Address:

» Multicast is used in the context of one-to-many.
» Explicit multicast scope is a new concept in IPv6.
» 8 bits ones,4 bits flags,4 bits scope and 112 bits group ID
» 4 bits flags can be 0123458ef
» FFO1:.:-=> FFOF::
» Occupied by IANA for special use
» called (well know multicast address)
» Flag(4 bits) =0

+—— 3 bits —

1111111

a -+ 112 bits
Scope: 1 = Interface-local

-
Group ID
Flags Scope 2 = Link-local

Flags: 4 Bits ="0", "R", “P", “T~
3 = Subnet-local

4 = Admin-local
5 = Site-local

+— § bils —

& = Crganization
E = Global
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IPv6 Multicast Addresses

Assigned IPv6 Multicast Addresses

Two common IPv6 assigned multicast groups include:
< FF02::1 All-nodes multicast group T
» all IPv6-enabled devices join
» same effect as an IPv4 broadcast address
“* FF02::2 All-routers multicast group T
» all IPv6 routers join

» arouter becomes a member of this group when it is
enabled as an IPv6 router with the ipv6 unicast-routing
global configuration command

» a packet sent to this group is received and processed by
all IPv6 routers on the link or network.
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Anycast IPv6 Addresses:

» Used in the context of one-to-nearest.

» Assigned to more than one interface.

» Allocated from the unicast address space.

» Indistinguishable from regular unicast addresses.

» Must be explicitly configured as anycast on the node.

» All nodes with the same anycast address should behave
the same way.

Prefix Interface ID

-+ 7 bits - 128-7 bits -




IPv6 wsCc Whmph

Flow Label
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IPv4 and IPv6 Headers

IPvd4 Header IPv6 Header

Version | IHL | Type of Service Total Length Version | Traffic Class Flow Label
Identification Flags | Fragment Offset
Payload Length
Time to Live Protocal Header Checksum Herder i
i Source Address
Destination Address
Options Padding

Legend
D - Field names kept from IPv4 to IPvB Destination Address
D - Fields not keptin IPv6
G - Name & position changed in IPvE

B - New field in [Py



Enabling IPv6 on Windows:

r
ﬁ Local Area Connection Properties w
£ -_
: Internet Protocol Version 6 (TCP/IPvE) Properties § wibiy
Networking | Authentication | Sharing | s Ui b .
Connect using; General |
‘ii-:" Intel{R) 32575LM Gigabit Network Connection You can get IPvE settings assigned automatically if your network supports this capability,
[ il . - Otherwise, you need to ask your network administrator for the appropriate IPvG settings,
This connection uses the following tems: @ Dbt an THvE address automaticaly
"% Cliert for Microsoft Networks (71 Use the following IPv6 address:
vl gﬂﬂware Bridge Protocol ) -
B 105 Packet Scheduler o e 4 ]
.@, File and Prirter Sharing for Microsoft Networks subnet prefix length:
e intemiet Protocal Viersion 6 {TCP/IPvE) . L i
Ml . Intemet Protocol Version 4 (TCP/IPv4) ket et y g
<k link-Layer Topology Discoveny Mapper /O Driver
I?_] e, Unk-La}rer Tnpnh]g}r DiSED".I'E-ﬁ' Hegpgnder '@l DEEII'I DMS server address EIIJtCII'I'IEItiEE"}'
[ nstal. | Uninstal I St 7 Use the following DNS server addressis: F I F
Description Prefarrad DNS server I A J
TCP/IP version §. The latest version of the intemet protocal Alternate DNS server
that provides communication across diverse intenconnected = 0 o F
networks.
[ validate settings upon exit I ik
" | ok || cenesl |
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The ipconfig Command:

Ci:vUOzers\username=ipconfig fall

Windows IP Configuration

Host Hame . : PCUSER
Frimary Ims Sufflx :

Hode Type . + « =« = » « « = Hybrid
IF Eouting Enabled « « = = « « «» = Ho
WIHS Proxy Enabled. . . . . . . . : Ho

DHS Suffix Search List.
..part of the cutput omitted...>
Ethernet adapter Local Area Connection:

Connection-specific DNS Suffix

<.

Description .

Fhy=ical Address.

DHCP Enabled. k
Aatoconfiguration Enahled i
IPvE Addre=ss.

Temporary IPvh Aﬂdress
Link-local IPwE Address .
IPv4 Addre=s=. . . . .« .« . .

Subnet Mask . .
Lease Obtained.

Leaze Expires .
Defanlt Gateway

.rest of the output cmitted. ..

: Intel (R) 82537%LM Gigabit Metwork Connection
: DD-15-58-2F-21-E6

i Yes

: Yes

: 2001 :db8::0215: 582 : 21eéb (Preferred)

: 2001 :d4db8::1234:5678 (Preferred)

fed0: :0215:582f:21e6%10 (Preferred)

: 205.165.200.251 (Preferred)
: 255.255.255.224

: 29, August 2011 T:55:08

: 30. Aungust 2011 7:59:07

feg0: :1%10

2059.165.200.226
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