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[82] f) Serving an Individual in a Foreign Country .

Unless federal law provides otherwise, an individual - other than a
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filed - may be served at a place not within any judicial district of the
United States: ....... (3) by other means not prohibited by

international agreement, as the court orders.
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[87] Issanee, Kamlang. ON THE GOVERNMENT OF
ELECTRONIC BILLS OF LADING An appraisal (Master thesis).
FACULTY OF LAW UNIVERSITY OF OSLO, Norway, 2008.
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Ved

Lajlas! dgd a5 g i SV bl e diad) [BY1 ad a5l dgagll o Lo Ly
Dk b ol Jlls Sl a5 o) s
D Qo Al Ao e duglt 6N —

b odes (3 SbL) Jlwly Sl 4 258U 5801 Sbl) iis
1 9 iYL IS 3 s Jghe Bdlad) oMl ML o (592 SIY) md sl
iy pLEY B LSon ol el 53l Y ol 3o STV dnd 5SS (3 s 1)
25 S a5 SV LS o 5V AW e 15 BT LS ¢ aze 2,LL Jgladl )
L s palall ULl Ly (Sod) 3> Al oLty ) (39 iS0Y) szl
o Lajlasl agd g SOV bl e 6T gl il U ads o5 Y Lasy
G gl Sl B4 Jle 2y JUay o Jglad) 0557 sl 2ady LS
Ul 2259 ) el Oloens! 3ty SULII JLaly (S
: BU A e Je 2570 J8Y -0

39S B ol Lapd s o 2 iSOY) UL s o M s (3
i 9 SV LS LU Jlwylg VS,J\ > Jgldn Laled) BU oMl g ol
SUL Jlaly oSl g g2 U1 el o) 30 mSIY) aneld) 065 8 1)
Joad) el ditcald 155550 Lajlael dgd oY1 GUAS ¢ ait il odis 3L Olacid)
il b odos ST aag Tasly ¢ Jolad) e 1o il amlid Lald) e alSe 5L
oy ) &Il LY o) 3o aSOY) darid) s W ls UL el Las)
Ao W) odn JBT e oy LS il ol ) L) Ll e adlS) Comgs JSU)
et Sy olie n Tmie Lnlsel Bgd 653 e Lo 25S0Y) UL 2l
15 g A ) Jeld) oy {



V.

D el g A e dgil) (6 - 2
G B g SYl S e moop i b ads 3 gloensVI S g Ty
Jolhl s ang Wlgdl slasl otjw Jlosly Sl g Ay Al ol o
Ms&gugﬂxdmydﬁmmwmu@\mwug}g\
Uity U 1) Legm sy o) Jaldhl ol 5809 ol Ll Dy
5, SU UL s 3l ool (3 JSad a3asdl oladedl a (8 /o /1) B3l
ol e Sy aniay UL L)y oSl g Wit LI o axall aidel) odd
o lasl Wls) ol 3Ls Olena) aii o Aloly Wl o slimil by Ayt L
S O SIUL i) ey ¢ SBL Jlaly oSl 3 2l il L)
g Wl sLanl iy AR edn s ST 3 el aggrSOY UL Lemy sl
GH I U et Of sla o SLIYI M OF e 120Uy ¢ UL JLaly oSl
(/3 7) sstad) o aaalt Wi 5SOY1 (ol sl Wiy sl ol Lazas
LS adkendl 2 Wl e llaled) ods )t o 4 Y &7 Y] ¢ Bdind) Slasadl e
LS L ¢ agall sl 38y ol ol Sl e dpas pie ded iy il
1idy e UL Jluly oSl 5 gl bV 30U Latie 1 Lol e
A S e et
390t L B0 se 330 mSIY) UL e lend¥ Y aaize O Jsd) (S«
G g5 Oloendl Slelr) o5 4 Lo i loold 2B 093 Slll) ods ¢l agd
Mo e bl e (3 Sodmnss bylzeby ¢ el 22540 1) oLl Jluly S
Sl g I T il sl ol 0 0y Lo 28T 0580 29
Sl ol el e ss)ldl (of & /1) Bl Gy Y1 ax Y bl Ll

[160] Laryea, Emmanuel T. Op. cit. P.81
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(( CMI Rules for Electronic Bills of Lading ))

1- Scope of Application

These Rules shall apply whenever the parties so agree.

2— Definitions

a- "Contract of Carriage' means any agreement to carry

goods wholly or partly by sea.

b- "EDI' means Electronic Data Interchange, i.e. the

interchange of trade data effected by teletransmission.

c- "UN/EDIFACT" means the United Nations Rules for
Electronic  Data Interchange for Administration,

Commerce and Transport.

d- "Transmission" means one or more messages
electronically sent together as one unit of dispatch which

includes heading and terminating data,

e- "Confirmation" means a Transmission which advises
that the content of a Transmission appears to be complete

and correct, without prejudice to any subsequent
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consideration or action that the content may warrant.

t- "Private Key" means any technically appropriate form,
such as a combination of numbers and/or letters, which
the parties may agree for securing the authenticity and

integrity of a Transmission.

o- "Holder" means the party who is entitled to the rights
described in Article 7(a) by virtue of its possession of a

valid Private Key.

h- "Electronic Monitoring System" means the device
by which a computer system can be examined for the

transactions that it recorded, such as a Trade Data Log or
an Audit Trail.

i- '"Electronic Storage" means any temporary,
intermediate or permanent storage of electronic data
including the primary and the back-up storage of such
data.

3— Rules of procedure

a- When not in conflict with these Rules, the Uniform
Rules of Conduct for Interchange of Trade Data by
Teletransmission, 1987 (UNCID) shall govern the

conduct between the parties.
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b- The EDI under these Rules should conform with the
relevant UN/EDIFACT standards. However, the parties
may use any other method of trade data interchange

acceptable to all of the users.

c— Unless otherwise agreed, the document format for the
Contract of Carriage shall conform to the UN Layout Key

or compatible national standard for bills of lading.

d- Unless otherwise agreed, a recipient of a Transmission
1s not authorised to act on a Transmission unless he has

sent a Confirmation.

e- In the event of a dispute arising between the parties as
to the data actually transmitted, an Electronic Monitoring
System may be used to verify the data received. Data
concerning other transactions not related to the data in
dispute are to be considered as trade secrets and thus not
available for examination. If such data are unavoidably
revealed as part of the examination of the Electronic
Monitoring System, they must be treated as confidential
and not released to any outside party or used for any other

purpose.

t- Any transfer of rights to the goods shall be considered to

be private information, and shall not be released to any
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outside party not connected to the transport or clearance

of the goods.
4— Form and content of the receipt message

a- The carrier, upon receiving the goods from the
shipper, shall give notice of the receipt of the goods to the
shipper by a message at the electronic address specified by
the shipper.

b- This receipt message shall include:

(1) the name of the shipper;
(i1) the description of the goods, with any representations
and reservations, in the same tenor as would be required if
a paper bill of  lading were issued;
(1) the date and place of the receipt of the goods;
(iv) a reference to the carrier's terms and conditions of
carriage; and
(v) the Private Key to be wused in subsequent

Transmissions.

The shipper must confirm this receipt message to the
carrier, upon which Confirmation the shipper shall be the

Holder.

c- Upon demand of the Holder, the receipt message shall
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be updated with the date and place of shipment as soon as

the goods have been loaded on board.

d- The information contained in (i1), (ii1) and (iv) of
paragraph (b) above including the date and place of
shipment if updated in accordance with paragraph (c) of
this Rule, shall have the same force and eftect as if the

receipt message were contained in a paper bill of lading.

5—- Terms and conditions of the Contract of

Carriage

a- It is agreed and understood that whenever the carrier
makes a reference to its terms and conditions of carriage,
these terms and conditions shall form part of the Contract

of Carriage.

b- Such terms and conditions must be readily available to

the parties to the Contract of Carriage.

c- In the event of any conflict or inconsistency between
such terms and conditions and these Rules, these Rules

shall prevail.
6— Applicable law

The Contract of Carriage shall be subject to any

international convention or national law which would
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have been compulsorily applicable if a paper bill of lading

had been issued.
7- Right of Control and Transfer

a- The Holder is the only party who may, as against the

carrier:

(1)claim delivery of the goods;
(2) nominate the consignee or substitute a nominated
consignee for any other party, including itself;
(3) transfer the Right of Control and Transfer to another
party;

(4) instruct the carrier on any other subject concerning the
goods, in accordance with the terms and conditions of the

Contract of Carriage, as if he were the holder of a paper

bill of lading.

b- A transfer of the Right of Control and Transfer shall be
effected: (1) by notification of the current Holder to the
carrier of its intention to transfer its Right of Control and
Transfer to a proposed new Holder, and (i1) confirmation
by the carrier of such notification message, whereupon
(i11) the carrier shall transmit the information as referred to
in article 4 (except for the Private Key) to the proposed

new Holder, whereafter (iv) the proposed new Holder
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shall advise the carrier of its acceptance of the Right of
Control and Transfer, whereupon (v) the carrier shall
cancel the current Private Key and issue a new Private

Key to the new Holder.

c- If the proposed new Holder advises the carrier that it
does not accept the Right of Control and Transfer or fails
to advise the carrier of such acceptance within a
reasonable time, the proposed transfer of the Right of
Control and Transfer shall not take place. The carrier shall
notify the current Holder accordingly and the current

Private Key shall retain its validity.

d- The transfer of the Right of Control and Transfer in
the manner described above shall have the same effects as

the transfer of such rights under a paper bill of lading.
8- The Private Key

a- The Private Key is unique to each successive Holder. It
is not transferable by the Holder. The carrier and the

Holder shall each maintain the security of the Private Key.

b- The -carrier shall only be obliged to send a
Confirmation of an electronic message to the last Holder
to whom it issued a Private Key, when such Holder

secures the Transmission containing such electronic
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message by the use of the Private Key.

c- The Private Key must be separate and distinct from any
means used to identity the Contract of Carriage, and any
security password or identification used to access the

computer network.
9- Delivery

a- The carrier shall notity the Holder of the place and date
of intended delivery of the goods. Upon such notification
the Holder has a duty to nominate a consignee and to give
adequate delivery instructions to the carrier with
verification by the Private Key. In the absence of such
nomination, the Holder will be deemed to be the

consignee.

b- The carrier shall deliver the goods to the consignee
upon production of proper identification in accordance
with the delivery instructions specified in paragraph (a)
above; such delivery shall automatically cancel the Private

Key.

c- The carrier shall be under no liability for misdelivery if
it can prove that it exercised reasonable care to ascertain
that the party who claimed to be the consignee was in fact

that party.
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10- Option to receive a paper document

a- The Holder has the option at any time prior to delivery
of the goods to demand from the carrier a paper bill of
lading. Such document shall be made available at a
location to be determined by the Holder, provided that
no carrier shall be obliged to make such document
available at a place where it has no facilities and in such
instance the carrier shall only be obliged to make the
document available at the facility nearest to the location
determined by the Holder. The carrier shall not be
responsible for delays in delivering the goods resulting

from the Holder exercising the above option.

b- The carrier has the option at any time prior to delivery
of the goods to issue to the Holder a paper bill of lading
unless the exercise of such option could result in undue

delay or disrupts the delivery of the goods.
c- A bill of lading issued under Rules 10(a) or (b) shall

include: the information set out in the receipt message
referred to in Rule 4 (except for the Private Key); and (i1)
a statement to the effect that the bill of lading has been

issued upon termination of the procedures for EDI under
the CMI Rules for Electronic Bills of Lading. The
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aforementioned bill of lading shall be issued at the option
of the Holder either to the order of the Holder whose
name for this purpose shall then be inserted in the bill of

lading or "to bearer".

d- The issuance of a paper bill of lading under Rule 10(a)
or (b) shall cancel the Private Key and terminate the
procedures for EDI under these Rules. Termination of
these procedures by the Holder or the carrier will not
relieve any of the parties to the Contract of Carriage of
their rights, obligations or liabilities while performing
under the present Rules nor of their rights, obligations or

liabilities under the Contract of Carriage.

e~ The Holder may demand at any time the issuance of a
print-out of the receipt message referred to in Rule 4
(except for the Private Key) marked as "non-negotiable
copy". The issuance of such a print-out shall not cancel

the Private Key nor terminate the procedures for EDI.
11- Electronic data is equivalent to writing

The carrier and the shipper and all subsequent parties
utilizing these procedures agree that any national or local
law, custom or practice requiring the Contract of Carriage

to be evidenced in writing and signed, is satisfied by the
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transmitted and confirmed electronic data residing on
computer data storage media displayable in human
language on a video screen or as printed out by a
computer. In agreeing to adopt these Rules, the parties
shall be taken to have agreed not to raise the defence that

this contract is not in writing.
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Uniform rules of conduct for interchange of

data by teletransmission (UNCID)

Article 1: Objective

These rules aim at facilitating the interchange of trade data
effected by teletransmission, through the establishment of
agreed rules of conduct between parties engaged in such
transmission. Except as otherwise provided in these rules,

they do not apply to the substance of trade data transfers.

Article 2: Definitions

For the purposes of these rules the following expressions

used therein shall have the meaning set out below:

a. Trade transaction: A specific contract for the
purchase and sale or supply of goods and/or services
and/or other performances between the parties
concerned, identified as the transaction to which a
trade data message refers;

b. Trade data message: Trade data exchanged between



Va¢

parties concerned with the conclusion or
performance of a trade transaction;

c. Trade data transter (hereinafter referred to as
"transfer"): One or more trade data messages sent
together as one unit of dispatch which includes
heading and terminating data;

d. Trade data interchange application protocol (TDI-
AP): An accepted method for interchange of trade
data messages, based on international standards for
the presentation and structuring of trade data
transfers conveyed by teletransmission.

e. Trade data log: A collection of trade data transfers
that provides a complete historical record of trade

data interchanged.

Article 3: Application

These rules are intended to apply to trade data interchange
between parties using a TDI-AP. They may also, as
appropriate, be applied when other methods of trade data

interchange by teletransmission are used.
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Article 4: Interchange standards

The trade data elements, message structure and similar
rules and communication standards used in the
interchange should be those specified in the TDI-AP

concerned.

Article 5: Care

a. Parties applying a TDI-AP should ensure that their
transfers are correct and complete in form, and
secure, according to the TDI-AP concerned and
should take care to ensure their capability to receive
such transfers.

b. Intermediaries in transfers should be instructed to
ensure that there is no unauthorized change in
transfers required to be retransmitted and that the
data content of such transfers is not disclosed to any

unauthorized person.

Article 6: Messages and transfers

a. A trade data message may relate to one or more trade

transactions and should contain the appropriate
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identifier for each transaction and means of verifying
that the message is complete and correct according
to the TDI-AP concerned.

b.A transter should identify the sender and the
recipient; it should include means of verifying, either
through the technique used in the transfer itself or
by some other manner provided by the TDI-AP
concerned, the formal completeness and authenticity

of the transfer.

Article 7: Acknowledgement of a transfer

a. The sender of a transfer may stipulate that the
recipient should acknowledge receipt thereof.
Acknowledgement may be made through the
teletransmission technique used or by other means
provided through the TDI-AP concerned. A
recipient is not authorized to act on such transfer
until he has complied with the request of the sender.

b.If the sender has not received the stipulated
acknowledgement within a reasonable or stipulated
time, he should take action to obtain it. If, despite

such action, an acknowledgement is not received



Vay

within a further period of reasonable time, the
sender should advise the recipient accordingly by
using the same means as in the first transfer or other
means if necessary and, if he does so, he 1s authorized
to assume that the original transfer has not been
received.

c. It a transfer received appears not to be in good order,
correct and complete in form, the recipient should
inform the sender thereof as soon as possible.

d.If the recipient of a transfer understands that it is not
intended for him, he should take reasonable action as
soon as possible to inform the sender and should
delete the information contained in such transfer

from his system, apart from the trade data log.

Article 8: Confirmation of content

a. The sender of a transfer may request the recipient to
advise him whether the content of one or more
identified messages in the transfer appears to be
correct in substance, without prejudice to any
subsequent consideration or action that the content

may warrant. A recipient is not authorized to act on
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such transfer until he has complied with the request
of the sender.

b.If the sender has not received the requested advice
within a reasonable time, he should take action to
obtain it. If, despite such action, an advice is not
received within a further period of reasonable time,
the sender should advise the recipient accordingly
and, if he does do, he is authorized to assume that
the transfer has not been accepted as correct in

substance.

Article 9: Protection of trade data

a. The parties may agree to apply special protection,
where permissible, by encryption or by other means,
to some or all data exchanged between them.

b. The recipient of a transfer so protected should assure
that at least the same level of protection is applied for

any further transfer.



144

Article 10: Storage of data

a. Each party should ensure that a complete trade data
log 1s maintained of all transfers as they were sent and
received, without any modification.

b. Such trade data log may be maintained on computer
media provided that, if so required, the data can be
retrieved and presented in readable form.

c. The trade data log referred to in paragraph (a) of this
Article should be stored unchanged either for the
period of time required by national law in the
country of the party maintaining such trade data log
or for such longer period as may be agreed between
the parties or, in the absence of any requirement of
national law or agreement between the parties, for
three years.

d.Each party shall be responsible for making such
arrangements as may be necessary for the data
referred to in paragraph (b) of this Article to be
prepared as a correct record of the transfers as sent
and received by that party in accordance with
paragraph (a) of this Article.

e. Each party must see to it that the person responsible

for the data processing system of the party



concerned, or such third party as may be agreed by
the parties or required by law, shall, where so
required, certify that the trade data log and any

reproduction made from it is correct.

Article 11: Interpretation

Queries regarding the correct meaning of the rules should
be referred to the International Chamber of Commerce,

Paris.
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BILL OF LADING

IShippel B/L MNo.
Reference Mo.
- FREE DISPOSAL AREA
Consignee
Mame of Carrier t
Notify Address
FREE DISPOSAL AREA
Pre-Carriage by * I Place of Receipt by Pre-Carrier*
Vessel l Port of Loading
Part of Discharge Iplal:e of Delivery by On-Carriar*
‘Gross Weight Measurement

Marks and MNos; Container No.

L

Mumber and Kind of Packages, description of Goods.

Fraight details, Charges, etc. 1

Ics
B/L
1 Jan. 72

710

Shipped on board in apparent good order. 1

FREE DISPOSAL AREA

Freight Payable at

I Place and Date of Issue

Mumber of Original B's/L I Signature

*Applicable only when document used as

a Through Bill of Lading.

tSuggested positions for these details within free disposal area
“"Name of Carrier' applicable only in case of commaon documents,
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