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English Abstract
Research background

This thesis interduces on evaluation the performance of implementation AES
algorithm on eight different families of FPGA chips and determine the number of

slices we have used and the throughput we have achieved.
Research Objectives

The aim of this thesis is to evaluate the performance of implementation AES

algorithm on FPGA chips.

Materials and methods

This thesis needed - A computer with the following specifications:
—CPU: Intel(R) Core (TM) i3-5005U CPU @ 2.00GHZ

—Memory 4.0 GB DDR3

-Two computer programs are the first program MODELSIM 10.5 used for
simulation and the second program Xilinx PlanAhead 14.7 used for

implementation.

Methods: this thesis depended on experimental method to achieve thesis

objective.
The scientific results

In this thesis we have concluded that the best efficient chip was Virtex-7 by
achieving the best result in slice utilization % was1.71%, the best value of

throughput was 7203.200(Mbps) and the efficiency was 4.06(Mbps/slice).

When we compare the result with latest studies, we find that spartan—6 achieved

(1.48Mbps/slice) efficiency which consider enhancement by 172.06%

Compared with [3] study which achieved (0.544Mbps/slice) in efficiency.
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When we compare the result with latest studies, we find that Virtex—6 achieved

(3-680Mbps/slice) efficiency which consider enhancement by 155.56%
Compared with [3] study which achieved (1.44Mbps/slice) in efficiency
Conclusion from the researcher point of view

In this thesis we have concluded that the best efficient chip was Kintex-7 by
Achieving the best value of the efficiency was 4.06(Mbps/slice).

Keywords

Advanced Encryption Standard (AES), Field Programmable Gate Array (FPGA),

Throughput, Efficiency.
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.. General-purpose |10
-~ banks 0 through 7
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FPGA wiyé (5o LS ol 5LaY) dalles cliadss 8 Lo liglail) (e S0 3 Ljasa aed aeally

il U o3 g dandll Glaall (LU e daade peally Copeal) Cillagl Aihie WS e
S5 olgall o Ladss Ualsy) @l oY @llyg (21-1) U803 LS daarddl RAM 58131 (S e

5,513

DCl\lﬂ I(‘)B

1]

v (]

LI

£ LI

‘< "loes” —v‘ H:DDE
T T e OOICCE
' CCCOCNO0E
g[8 )8 | OOOOO DDE

;; FDDEIDDD_,DD

-~ 10Bs ——=
CLB Block RAM Mullnpher

daede lsang palss (21-1) Il

: daee Glallas 558 (Embedded Processor Cores)EPCs—7

e OIS abie cy ing raan llas 2y ) AL S OSE dalal) el cliakill plaes b

O gal S A5l FPGA miha 4 Ll deghdl 5l Lo (hatia huaie dbag gllaal gy
S aled) e LS ity ey ddaenal lalled e ST aaly e dasyall (g of (el
Ofinyd dsag MG (o alddl tlgie Uiall o LIS Biag oy 15 chaala clallas dblag Jam
Las ial degahad) 5 ol o5 gy cAegaaall Hlal) e Gkl JuatVl Ll Qi (yiliaiie
FPGA sl cwi )l bl (ara daade yualic i @b us (22-1) JSa) b LS. Ly cadly



48

Migregrocessar
cofe, apacial RAM,
peripharals and

110, &le.

() One embaddad cora (b} Four embaddied cores

Taede cilallaa (g5 (22-1) JLa)
tdeyull Adle @bk Jul 8aa (Gigabit Transceivers)GbTs—8

clilyl) Ja) Lawads Transceiver Block v Lals L ULS o gill dasiiall FPGA =ilyd Gpacais
Bencaie AES 1opilie GAES sangll ol e ale (KA culie Chde ) desi Adle cilejus
(23-1) J<all 8 WS L Jlidl dacada (gials Jlu2d

™ | ™ I
T |ooe| e Sl
" [Oriver | and | Post
FCia | e
|
2 -l Polarity
™ | Pasm 1)
EaTa
208
TX-PMa TEPCS
Tap Fan Fronn FLX, Parael Dl x
E;IIH‘IHEM o:\:..g:uhful.-ru-'\-: ET&;*LMM 3
Pafam Lissd &l Syme 1
|F'-L| |D’mh«| | T |
[ A PIFE Gorrirel
Cutact
Ax .
E-}l':'FE Fx L prid [rpT—— W Ry
COR
R O0B — eI
gt./ |m.,¢}-D i
Elaslic 1
Crvar Builfir
sampling
se i] .
RX-Pha AX-FCS

depul) ddlle @lily Julp sang (23-1) J<a



49
;i ks Laadag dumay <ilasy (Intellectual Property) IPs—9

(3 Ll e Yy (HDL) alall (LSl clad phasinls Tiava gy Clngs Alins Citllag oo Ble a9
Ll g0 (e Dadlia) Lihie Ciillag Adlia) 9o Lna ) Claagll oda e Cangll o) caliall SN e
damal) Clansl) 038 Cpaad S e L peal ey e alai el (S o e g chimay LenliS )
APs adsil dasayy il datiadll GISAN 350 Cus L gillag Jayyg Uil &

tAad)l) LAY Aallas calanlail Zianda cilasg(Digital Signal Processing Blocks) DSPBs -10
Lamid) cDEl e 06S5 L Wl FPGA #ihi (an b dlud) calaall (LS @il ) dal)
aed 9o Claagll sda (e Caagll DSP (ilia (LS @laag o (goad Lyl 5LAY) dallae calanladl
Ji 5 Jlad elal el oSa Lo gomd 085 Cumy caddy)) HLEY) Jilas 8 derdiall dacal)ll Cibaa )53l
On JSU 238 pagh Eus FPGA danyd e 436Kl cilalisall (e (Sae 230 J1 5 &Ll oDigi
RAM Zacaall jSIgall (5S o daeyall AL dualaial) S

(24-1) U<l s

CLB[CLB| gy cLe|eus|cus|cLs
cLe|cs| RAM g |cLe|cie[ce|cis
(nll
CLB|CLB @ [cie|cie|ce|cLe
cLB|cLB cie|ews|ews|cs
cLB|CLB| gock cie|cie|cus|cLs

RAM | =
GLE|CLB $ |cs|cLe|oLB|cLB
(nll
CLB|CLB ®? [cws|cLs|cLe|cLe
cLB|cLB cLe| el cis|oLs

daadyl) 5LaY) dalles sy (24-1) ISl



50
(Dedicated Logic) Lawmaal) duahidl yaliall —11
OLSI b e didaia yualic o (goat Lgild FPGA il £56€al Gaulu¥) yualiall e 1S3 L dilia)
‘.5“ J.«AL}:J\ 538 ‘Z\:ubfzf\ J.«Al.udb iLald 2\:\;‘3)4.\.4 Qw 2\.\&‘)5{9 @}W‘ aA:\).CLﬂ k_\LAJ\
. LUTs , Slices o Jeagll Je o8 :Multiplexer Logic
- Aabyll ableal) oy 4 acls :Carry Chains
LUTs claay e alaeYh i) @lguall G ypall Glbilee o pus & el :Multiplier AND gate
LUTs clasg Ao olaeYh a0 ddlia) c e :Shift Register LUT



51

S S
il Laal) il

Implementation and Results



52
@l’:ﬁ\ Y|
iy Laall duti
Lahall gl ale Labis 1.2

sl clglad Y1 UK

Al il il lsd Ay

B

b4

Tas ) cileyed) culd AlalSial) cblall slial) Chuass 42 duly

Auagpdall Ay lsall ) Loyl Sla)

2

Modelsim10.5 dusayll 8251 aladials dug yaall Lae sl 5\SLadl)

h 2

donayull 8V plasials FPGA &L Sl e AES dua)jlsa i

Xilinx Plan Ahead14.7

B

Ll Sl ae Lgiilag oY) iy il Jalas

bl clghaal le abia (1-2) J<al
taadiaall sulal) Cliialsay Canll cilgal 2.2
f g chanay clgal Gaadll alady w31 .1.2.2
bl Laa)yleal Jatall sl SLoll slSIaall ohay «llyg Modelsim(version10.5) maliy —1
.AES



53

Ll Zaa)ylsad aiall aanl) Sloll il elldg Xilink Plan Ahead (version 14.7) zaliy—2

FPGAS (s dalida mihyd e

DELL ¢85 (3o padial) Ggulal) Clialge .2.2.2

1-CPU: Intel(R) Core (TM) i3-5005U CPU @ 2.00GHZ

File Options

View

Processes Performance App history Startup Users Details  Services

LTI

) Fewer details

CPU
22%% 1.99 GHz

Memo
2.4/3.9 GB (62%)

Disk O (C: E: F2)
HDD
25%

Wi-Fi

Wi-Fi
S: 0 R: O Kbps

GPU O
Intel(R) HD Graphi...

126

2—-Memory 4.0 GB DDR3

File Options

Processes Performance  App history

CPU

%6 Utilization

Intel{R) Core(TM) i2-5005U CPU @ 2.00GHz

100%

I ~
/ N
/ s
&0 seconds °
Utilization  Speed Base speed: 2.00 GHz
33% 1.99 GH=z Sockets: !
Cores: 2
Processes  Threads  Handles Logical processors: 4
163 1728 G7093 Vituslizstion: Enabled
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Up time L2 cache: s12 KB
9:19:48:23 L3 cache: 3.0 MB

&) Open Resource Monitor
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Committed Cached Hardware reserved:  90.0 MB
32/78GB 1.5GB
Paged pool Mon-paged pool

295 MB

) Fewer details | (8) Open Rescurce Moniter

176 MB
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Xc7z045fg900-3 4 (Zyng-7000) -2
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Xc5vix155tffg1760-3 #s(Virtex-5) -5
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XcovIx365tF1759-3 4 (Vitex-6) =7
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((20-2) ¢(19-2) JKEV) (e S 8 WS (1-3) Joandl 8 4aY) i) el 2yl i

(26-2),(25-2),(24-2 ),(22-2) «(21-2)
dbia dayd o dabidl pabad) e desdiall wihall gl daadll Cua e dadi Jeadl o1
(172) dsaall 8 LS 1.71% by Virtex—7 alile i€ Llaa daapll ALl sl
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Loa))lgad laduins ie [3]andall dullad dad caly s 8 L) Aul)all 3.680 Mbps/slice cualy ua
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(4-2) Jsaadl 3 LS (7203.200Mbps) sl daali) dad G (e Wl ¢(1-2) dsaad) b LS
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Dhdiey Useend Zla) iyal) s 23 (je 1.44 Mbps/slice asiiall juedall las ) lsal
.155.56 %



57

Family Slice utilization % | Delay path Number of Number
(ns) Available Of Slices
slices

Zyng-7000 3.32 17.770 54650 1818
Virtex-7 1.71 17.770 108300 1855
Spartan-6 8.31 45.222 23038 1915
Kintex-7 2.37 17.770 74650 1776
Virtex-5 8.1 28.267 24320 1986
Virtex—4 46 42.372 12288 5658
Spartan-3 41.1 84.784 27648 11355
Virtex-6 3.22 18.949 56880 1836

Cun (e dugyaall Laa lsall aws 3icFPGAS dibiss zilyd elal o 43lae (1-2) Jsaal

colae )l )8 gial) =N (e il dgiall aladna) duasy a3l sl
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45.222

17.77 17.77 17.77
3.8903.96
8.3% 1.7
iR I
[ 1 1|

Virtex Spart Virtex Zyng- Kmtex
-5 an-6 -7 7000
8.1 8.31 1.71 3.32 2.37
28.267 45.222 17.77 17.77 17.77

2.28 1.48 3.89 3.96 4.06

18.949
0.538.6

Vi rtex

42.372
0.53 3.68 0.13

84.784

42 372

Vlrtex Spart

an-3

46 3.22 41
18.949 84.784

Aladlly 38 5iall i) (g eihil] Logiall aladin) dawy esll alil)
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raadl ggamgen Aluall @l Al byl il pa Al duyall it A lae —2-4-2

iylidal) danyal) B dgiall e deddieal) AN axe alaall Gus (e —1-2-4-2

Percentage of Number of all Number of Device family Date No. study
Slice usage Available Slices slices(slice)
7200 Virtex— 5 2021 [1]
55.07 28800 15860 Virtex— 7
10.85 126800 13760 Virtex— 7
(Conventional
AES)
10.42 10752 1120 Virtex—4 2020 [2]
58.96 1920 1132 Spartan-3
o 4095 Virtex—5 2020 (3]
————————————— - 5566 Spartan—6
——————————————— 56845 Spartan-3 2020 (4]
———————————— - 7385 Virtex-5 2017 [6]
6361 Virtex-6
———————————————— 11359ECB(Mode) | Virtex-5 2016 [7]
————— 11677CTR(Mode)
————————————— - 6568 Virtex-5 2016 [8]
2.42 69120 1670 Virtex-5 2015 [9]
3.32 54650 1818 Zyng-7000 2022 This study
1.71 108300 1855 Virtex-7 2022 This study
8.31 23038 1915 Spartan—6 2022 This study
2.37 74650 1776 Kintex-7 2022 | This study
8.1 24320 1986 Virtex—5 2022 | This study
46 12288 5658 Virtex—4 2022 | This study
3.22 56880 1836 Virtex-6 2022 | This study
41 27648 11355 Spartan-3 2022 | This study

b aae
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il ) dae Cua cpe ABLad) il Al g Adlad) A al) il Gy 4 e

A g paal) dsa )y pANIAAT Mo 58 glall (pa daddiiicall

60000
50000
40000
7]
(]
=
7
© 30000
0
=]
(@)
2
20000
10000 ‘
Hll | I s | | |
V|rtex Vlrtex V|rtex Viretx = Spart Spart Zyng- Kintex
-6 -7 an-3 an-6 | 7000 -7
m[1](2021) 7200 15860
m [2](2020) 1120 1132
[3](2020) 3788 5566
[4](2020) 56845
M [6](2017) 7385 @ 6361
m [7](2016) 11677
H [8](2016) 6568
M [9](2015) 1670
M This study(2022) 5658 1986 & 1836 = 1855 11355 1915 1818 1766

[NO.Study](Date)(Board)

m[1](2021
m [2](2020
[3](2020

)
)
)
[4](2020)
= [6](2017)
= [7](2016)
= [8](2016)
m [9](2015)

M This study(2022)

mhall s jaladl Eua (e Al clabal) g g Adlal) duall g e (6-2) JSa

Virtex—6 aaYy!

el it (6-2) JSA) (e Laliia) L5l dayall b
bl Sluhall 8L e Jal il Llassal Virtex—7, Spartan—6,

5)5‘5.\,& %) A el



61
Eun e il gaanger dleall @l Al bl il ge Al Al il dlie —2-2-4-2

(Al gil) a3l sl

Delay path Device family Date | Number of study
(ns)
17.770 Zynq-7000 2022 This study
17.770 Virtex-7 2022 This study
28.267 Virtex-5 2022 This study
45.222 Spartan—-6 2022 This study
84.784 Spartan-3 2022 This study
18.949 Virtex-6 2022 This study
42.372 Virtex—4 2022 This study
17.770 Kintex-7 2022 This study
2.826 Virtex—5 2021 [1]
3.366 Virtex—4
20 Spartan-3 2018 [5]
3.7 Virtex—5 2016 [7]
3 Virtex-5 2015 [9]
1.56 Virtex-5 2017 [6]
1.17 Virtex—6

Gin e Gl ggumgas Aleall b Al Ll 25 e Allall Lol 50 d3)lae (3-2) Jsaal
Glahall e el Gl adall duhall el il o Lalis) (3-2) Jsaadl (e el ualil
GAY) Sl e el 2861 e aasiod) w8hall Ligie daw aladin) ca lld (gAY duaa sl

sl el ddee Slad) T Liey 1l cun 13ag (6-2) il 6 LS
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ol dua e ARlad) clahall aee dadlad) dal) il dijlda
dalise FPGA ihé Ao AES dujlsa 145 die e}l

90
80
70
60
g 50
>
8
[7]
a 40
30
20
) ‘ ‘ ‘ ‘ |
0 il
Vlrtex Vlrtex Vlrtex- Vlrtex Spartan Spartan Zyng- Klntex
-6 7000
m[1](2021) 3.366 2.826
m [5](2018) 20
[71(2016) 3.7
H [9](2015) 2.99
H [6](2017) 1.56 1.17
H This study(2022) 42.372 28.267 18.949 17.77 84.784 | 45.222 17.77 17.77

m[1](2021)

m [5](2018) [7]

[NO.Study](date)(FPGA Board)

(2016) m[9](2015) m[6](2017) m This study(2022)

Faa loa i SieAhlul il gt e Adlall Al il 4l (7-2) J<a)

(A6 5L) sl sl us diiis FPGA #3L4 e AES
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ripalifY) s (e Abial) @l i) Sl gl ae Adlad) dudal) it dlie —3-2-4-2

Throughput | Device family Board Date No. study
(Mbps)
45133 Virtex— 5 2021 [1]
38090 Virtex-4
14383 Virtex—4 2020 [2]
8672 Spartan-3
5930 Virtex—6 Xc6vIx240t 2020 [3]
3030 Spartan-6 Xc6slIx150
6400 Spartan-3 2018 [5]
34890 Virtex-5 Xc5vIx110t 2016 [7]
58764 Virtex-5 2016 [8]
42809 Virtex-5 Xc5vIx110tff1136-3 2015 [9]
7385 Virtex-5 Xc5vIx85 2017 [6]
6361 Virtex-6 Xc6vIx240t
7203.200 Zynq-7000 Xc72045fg900-3 2022 This study
7203.200 Virtex—7 Xc7vx690tffg1930-3 2022 This study
4528.256 Virtex—5 Xc5vIx155tffg1760-3 2022 This study
2830.464 Spartan—6 Xc6slx150tffg900-3 2022 This study
7203.200 Kintex—7 Xc7k480tffig1156-3 2022 | This study
3020.8 Virtex—4 Xc4vsx55ff1148-12 2022 | This study
1509.12 Spartan-3 Xc3s40001fg900-4 2022 | This study
4528.26 Virtex-5 Xc5vIx155tffg1760-3 2022 | This study
6754.56 Virtex—6 Xc6vIx365tff1759-3 2022 | This study

Tl s (e Alall 3 2Bl cladyall 2805 e LAl Zuhl £ Al (4-2) Jsaall
7203.200 Mbps a5 ¥ duality) dad s Kintex—7,Zyng—7000, Virtex—7dlile &8 s

[6]dshall (o el dal) ciea Virtex—6 dbilall el Azl cluhall g golill 43)lke xieg
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Sya (e Alaall bl 5l g2l pn llall Zual jall goals 45 e
Ailida FPGA gl ph e AES 43a )l s 35 aicdpluyl

70000
59310
60000 58764
@ 45133
o
a
= 40000 38090
= 34890
a
= 14383
0 30000
=}
-g 1509.12
= .
20000
4528.256 8672 2530464
4280 6400 -
10000 6754.56 7203.2 7203.2  7203.2
I | 3020.8 3030 | |
Spartan Spartan Zyng- Kintex-
Virtex-5 Virtex-6 Virtex-7 Virtex-4 3 6 7000 7
[1](2021) 45133 38090
[2](2020) 14383 8672
[3](2020) 59310 3030
[5](2018) 6400
[71(2016) 34890
m [8](2016) 58764
= [9](2015) 4280
N This study(2022) 4528.256 6754.56 7203.2 3020.8 1509.12 2830.464 7203.2 7203.2
[NO.Study](Date)(Board)
[1](2021) [2](2020) [31(2020) [5)(2018)
[71(2016) m [8](2016) m [9](2015) m This study(2022)

Al Cus (e Al bl il we sl Al il dlie (8-2) J<al)

ekl of Uaasial (8-2) JSal) (e Ldiide FPGA wilhd e AES 4 lsa i die
7203.2Mbps sl dalidl dad el cazaVirtex—7,2yng—7000,Kintex—7 ¢
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s G Al il g BaeeY) 3 Aha] 20 s &la-3-4-2

(5-2) Jsaal) 3 LS FPGA danyi o daliadl jleadl! slasini~1-3-4-2

Parameters Parameters | Date Number of studies

No of LUTs No of slices
134 82 | 2022 | This study mix column
336 175 | 2020 | [2] study Vedic multiplier
507 292 | 2020 | [2] Conventional multiplier

ladll Gua e Al Sl ae Aadlall dudyall 5aee ) 730 30 A3l (5-2) Joanl

Al il aea Adlad) Aaufyall Baae¥) 7z 5e dxia) b il 45\
LA ae Gua e

350
292
300
250
wv
3 200 175
%
(@] 150
Z
100 82
50 I
0
NO.Slices
M This study(2022) 82
H [2](2020) 175
[2](2020)conventional 292
[NO.study](Date)
M This study(2022)  m[2](2020) [2](2020)conventional

ae G e Al lulys e Ellall dahall aacY) 7 diha) 20 il 43)le (9-2) JSal
danydl) o sigiall mihall e sae BB cueadial Adlal) Auhall o lad) JSE) e i Lzl
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Dl G e Al il ae Alall Aol 5a0eY) 73 Aihya) 2 30 A3jlae —2-3-4-2
H(6-2) V) dsandl 3 LS LUTaae s oadae) 235y i3l

Number Fmax Delay Date No. study
Of LUT (MHz) (ns)

134 957.854 1.044 2022 This study mix column
—————— 122.428 8.168 2015 [9]

300 1197.318 0.835 2016 [8]

Ll il e Al Auaall aac V) 75 Ailya) 2D il A3k (6-2) Joaal

Ao clad aee Adlad) dafyall Baeed) 75 duiha) i il 45 lia
Lalie) aailly Aail) il dua e

8.168
8
7
— 6
=
©
g 5
& 4
3
— 3
2 1.197318
. 1.044 0.835 0.957854 ’
HEEm ol
0
Delay(ns) Fmax(GHz)
M [This study](2022) 1.044 0.957854
M [9](2015) 8.168 0.122428
m [8](2016) 0.835 1.197318

[NO.Study](Date)

W [This study](2022) ®[9](2015) m[8](2016)
e Aslas el pe Lllad) Laahall 5aaeY) 250 L] 2 il A3lke (10-2) J<al
cabae ¥ a5y sl Bl Cus
[O1ac )l 3 anall (ya B ey 5l i Bl Ayl o bl SN (e e
25 G paln Lee hadll aapd) Slojll &S Bl G @lldy [8lauhall daY Giadd) 0o (el

B ) LW PR S R ESWR B PR
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:FPGAS =il clile Jld e AES dua) s i ol auii—5-2
iylaal) 48 e dabidl jaladll (e pihall Ligiall aladin) s Gus e —1-5-2
il 58 giall ihal) aladi Lgiall duadl) Gun o Juadyl il Virtex—7able o gotull gl
Aeadiaall ALl DU (e il Digie plasiol s B3 say (1-2) Jsaall 385 1.71%
ttol sl Gus (e -2-5-2
(b Al lguuit =3l Zyng-7000, Kintex—7,Virtex=7: &3al «Bilall (e JS s
17.770(ns) s (3-2) Jsaadl
:aluy) dus (0=3-5-2
Jeaall 8 danall Lgws il Zyng—7000, Kintex—7,Virtex=7: &l el e S s
.7203.200(Mbps) a5 (4-2)
:lldl) G e 4-5-2

0o Lexdiuad) mihal aae (4l) Aeatieall daliall Lo Lalul) ded Juals ol 140l o sghe iy
.[6] @)d\ e (FPGA danyd

Number of outputted bits
Throughput =
gnp Delay of the critical path
.. Throughput
Ef ficiency = ———
ff y Area (Slices)

Caaly Al Qlladl) Cun g0 Juad) 8 XCTK480tg1156-3 g5 Kintex—7 ds,all of mobul) cadf
.4.06Mbps/slice (2-5) J<all i,
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Al Sl ge Aalladl) Gan e Al Ayl il dglia (7-2 ) (V) Jsaad) b o

Efficiency Throughput | Device Number of Slices Date | No. study
(Mbps/slice) (Mbps) | family

6.26 45133 Virtex— 5 7200 2021 [1]
4.27 38090 Virtex—4 8912

12.84 14383 Virtex—4 1120 2020 [2]
7.66 8672 Spartan-3 | 1132

1.44 5930 Virtex-6 4095 2020 [3]
0.544 3030 Spartan-6 | 5566
————— 6400 Spartan-3 | ——— 2018 [5]
3.07 34890 Virtex-5 11359 ECB mode | 2016 [7]
2.99 34890 Virtex-5 11677 CTR mode

8.94 58764 Virtex-5 6568 2016 [8]
2.56 4280 Virtex-5 1670 2015 [9]
11.06 81680 Virtex-5 7385 2017 [6]
17.08 108690 Virtex—6 6361

3.96 7203.200 | Zyng-7000 | 1818 2022 | This study
3.89 7203.200 | Virtex=7 1855 2022 | This study
2.28 4528.256 | Virtex-5 1986 2022 | This study
1.48 2830.464 | Spartan-6 | 1915 2022 | This study
4.06 7203.200 | Kintex=7 1776 2022 | This study
3.68 6754.56 Virtex—6 1836 2022 | This study
0.53 3020.8 Virtex—4 5658 2022 | This study
0.13 1509.12 Spartan-3 | 11355 2022 | This study

L) L e Galladl) Gun oy dllal) Al s dlae (7-2) Jsas
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Llladl) Ea Cpadlibaad) bl o) ilis aca Alad) A jal) gilis 45 jl8a

18
17.08

(]

2
< 14

(7]

a 12.84

Q0

> 12
= 11.06

>

=

O 10 8.94

2
[
b g 7.66

6.26 4.16
6
2.99 228 3.68
4.27 2.8 306 4

06
4
2 1.44 1.48
0.53 I o135 I
0 1 . |

Virtex-4  Virtex-5 Virtex-6 = Virtex-7 Spartan-3 Spartan-6 Zynq-7000 Kintex-7

= [1](2021) 4.27 6.26
= [2](2020) 12.84 7.66
= [3](2020) 1.44 0.544
[6]1(2017) 11.06 17.08
= [7](2016) 2.99
= [8](2016) 8.94
m [9](2015) 4.16
B [This study](2022)  0.53 2.28 3.68 3.89 0.13 1.48 3.96 4.06

[NO.study](date)(FPGA board)
m [1](2021) m [2](2020) m [3](2020) = [6](2017) m [7](2016) m [8](2016) m [9](2015) W [This study](2022)

Adladl) Gua e Al Clalyy il ae bl dual) ol 4l (11-2) J<a)

Llled A3jlae dic Adledll Gum e dad o] citas Kintex—7abk) of Lualiaul (11-2) J<a) o
Glahal) ae Al Lahall Adledl) 28 4jlae die a3l s & 4.06Mbps/slice cily lall el
172.06% i Gaeny [3]aamasall Ayl (o el Llled ciia Spartan—6 dbilad) of Laay il

Cialy A [3] Daasyal) L)l e el 3.680 Mbps/slice dlas ciaiaVirtex—6 dbilal

- 155.56 % &b cpaii 1.44 Mbps/slice
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2;.\.\44‘9‘).3.«]\ AES&,}A))E} .J...\a::l _6_2

fsry DN Dlihal) (e JS aad Gapd dae) led) e3a et alady

S L lsall adas 2as3 25 4l (1-PROGSUB 2-PROGSH 3-PROGMIX)
Jaakad a5 Aiha) JSU aal) Jadade sy Gl Sl

PROGSUB alya) aix1

v
/ Insertion the input (Chi (128bit )) /

v

Dived the input in 8bit and put in new 8 bit temporary

signal by sequentiall6 instruction.

v
Sequential 16 instruction for sub situation step

the 8bit temporary signal by 8bit SBOX ARRAY

then put the resulted 8bit in SAxx-SUB
temporary signal.

Sequential 16 instruction for set the temporary signal

SAxx-SUB in Sequential 8bit for the

progsub iy gl hbidll (12-2) J<al
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Steps Cost

1-Insertion instruction (128bits) ———————————————————————— 1

2-sequential] 6 instruction put 8bit for input in new 8 bit

temporary signal -----———-—-———————----—-——————— n*16=16 n

3- Sequential 16 instruction for sub situation step the 8bit

temporary signal by 8bit SBOX ARRAY then put the resulted

8bit in SAxx-SUB temporary signal. ~——————————————————— 16*(n)=16 n
4- Sequential 16 instruction for set the temporary signal

SAxx-SUB in Sequential 8bit for the 128-bit output(chip)———— 16*1=16

Jyaic256 \ayalic sxc ) SBOXdistadl palic 2o Jidin dus
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PROGSH a5 adai-2

v
/ Set ri(128bit)

/

Left shifting 1byte by 4 sequential setting

instructions

Left shifting 2byte by 4 sequential setting instructions

|
<
\

Left shifting 3byte by 4 sequential setting instructions

v
/ Set the output into ro(128bit)

End

PROGSH i)y s hhis (13-2) J<al

Steps Cost
1-Insertion (128bits) 1
2-Shiftrow: 4 instructions for shifting 1*4= 4
3-Shiftrow: 4 instructions for shifting 1#4= 4
4-Shiftrow: 4 instructions for shifting 1*4= 4
5-Set the 128bit to ro output 1

Complexity for this procedure <=0(l) €========== 14
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PROGMIX ixs -3

Set chin(128bit)

v Block1
Left shifting one bit for blockl

i
Put the least bit for block1 to zero

v

NO YES

XOR between previous instruction result and”00011011”

v

Set the previous instruction result to wt (7 down to 0)

l

I

Block 16

Do the same instructions for block16 and set the result in wt (127 downto 120)

!

D
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v
t3(7 downto 0)<= chin(7 downto 0)XOR wt (7 downto 0)

v

+

t3(127 downto 120)<= chin (127 downto 120) XOR wt (127 downto120)

cho(7 downto ()<=chin(7 downto 0 )xor chin( 7 downto 0 )xor

wt(7 downto 0 )xor t3( 7 downto 0 ) Output block1

|
i

cho(127 downto120)<=chin(127 downto 120 )xor chin(127 downto 120 )xor

wt(127 downto 120 )xor t3( 127 downto 120)
Output block16

PROGMIX &gy s Lhia (14-2) J<al
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Steps Cost
1-Insertion (128bits) ~  —————————————————————————— 1
2- Left shifting one bit for block] -————————---————————— 1
3— Set the least weight bit in block NO.1 to zero ——————————————— 1

4-If statement do two instructions 5+6 worst case:
5-Do XOR operation between the resulted block NO.1 and

‘00011011~ ——————————————— 1
6— Set the resulted block from step 5 to wt(7 downto 0) ———————— 1
7-Sequential instructions repeated from step 2,3,4,5,6 for

The other fifteen blocks ---—-———----"--"------—— 5*15="175
8— Set the resulted XOR operation between chi(7 downto 0)

and wt(7 downto 0) to t3(7 downto Q) ———————————————- ——— 1

9- Sequential instructions repeated for step§ for

The other fifteen blocks ------——1—"+71+1——-"——"—+- —— 1*15=15

Complexity for this procedure <=0(l) €===============
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/ Insertion plaintext 128bit /

v

AESi lsa bl () cauend

Add round key by XOR instruction

Initial round

PROGSUB(w1,w2)

Block 1

v

PROGSH(w2,w3)

v

PROGMIX(w3,w4)

v

Add round key by XOR instruction

PROGSUB(w32,w33)

Block 9

PROGSH(w33 ,w34)

PROGMIX(w34,w35)

Add round key by XOR instruction
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Block 10

PROGSUB(w36,w37)

PROGSH(w37 ,w38)

Add round key by XOR instruction

/ Ciphertext 128bit /

4

End

AES ) sl sl Lhadl) (15-2) JSal)

tgyall daa)lsadl dkes

Steps Cost  Complexity
1-Insertion (128bits) - -> 1

2- Add round key XOR instruction ——————————————— ——— > 1
3-PROGSUB recalling ~———————————————————- —2>17+32n O(n)
4-PROSH recalling ——————————- ->14 O(1)
5-PROGMIX recalling ~———————————————————— 297 O(1)

2- Add round key XOR instruction ——————————- > 1

7-Sequential recalling for procedures PROSUB, PROGSH, PROGMIX,
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and add round key XOR instruction for nine sequential blocks
9%(32 n+17+14+96+1) =288*n+1152 —————- - O(n)
8——Sequential recalling for procedures ROGSUB,

, PROSH, and Add round key XOR instruction for the tenth block

(32 n+17+14+1) = 32n+32-————————- ->0(n)
0-Set the output to ciphertext 128 bit 1-——- -—> 1
Complexity for this procedure > O(n)

Big-O Complexity Chart

(FSFFTBS] (8od] o < [Good) [ERERINGRE

Operations

Elements

[Big—O Complexity [20]ss ds )2l g dua)ylsall olaf 835a (16-2) Il
case salS (fair) Ysie any 1385 ¢ O(N) 52 Ay paall daa)ylsall abad of 2 o Lae

Jaasges daal L Gy ylsadl Baga (S0 dany @A (16-2) J<all
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Validation il Lada )8 - 7.2
PAES Ganill a0 Jlod il dadla ) E-1-7-2
(17-2) J<al 8 danall [8] ,[4] oichall Guistaall juadal) ~lidag el aill JIAd) 2ie
Aual) AN 18-2) ISl b LS aci jpdall el e llias
3243F6A8885A305D313198A2E03070734 uyall (aill-1:cdandl)
2B7E151628AED2A6ABF7158809CF4F3C zladl -2

3925841D02DCO9FBDC118597196A0B32 iill ail iz all o lilias

328831 E0 2B 28 AB 09 3902 DC 19
_|43543137 |7EAEF7CF| . _|25DCc 1164
State = £e 300807 | K& = |15 p2 15 4F | ERCryPted output =0y 0 g5 0
A8 8D A2 34 16 A6 88 3C 1D FB 97 32

13243r6A888 543080313 198A 203 /0734

2 TEL51628AEDZAGABF T 138905CF 4 XC

rn

3925841D02DCO9FBOC 118597

[8] bl o (17-2) U<
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M ModelSim SE-64 10,3

Fle Edit View Compile Simulate Add Wave Tools Layout Bookmarks Window Help

B8 HRRD2I0-ME | ik i|w
* Q ||'|| % I$I
layout Sipnlate !‘ “ Columnlayout |pefanlt B-El. 5

- Jpn s RQANIR

18| iave - Default

',* enc_aes/plain_text | 128h3243F6AB38543080313198A 2E0370734

¢ enc_aes/dpher_text | 123h3925841002DC09FE0C118597 19640832 | NG R e R Lo WA g L O R TR Ao sk
__

[—

Adlall bl 2)s (18-2) J<al
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i) il (e S dusg el e ylsaldl 2w xie Xilinx planAhead Lyl 8191 7 5-8-2

: Lyl 3Y) £ )3-1-8-2

Maximum combinational path delay: 45.222ns

Part chshi150fnd00-3

Resture tzzfon Hvaiatle tizzfon

T 654 G215 Th
e 1915 0% 8%
10 2% o 4

spartan—6 dsyall (e el ualilly Leadivall jaladll (19-2) J<al

a8 £ )2-2-8-2~

Maximum combinaticnal path delay:

17.770ns

Part T 45000

Resolree ization alan Viizztion

LT o4 218600 2
e 1318 a0 il
0 Ia X! 1%

Zyng—=70003s,0 e iasl) pualilly dersiod) jabiad) (20 -2) J<al
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.a._.}M).\S\ slaY) G)'A_3_8_2_

Maximum combinational path delay: 17.770ns
Part R0 990-3
Resuree | lzatin il lzatn
T a4 43 L%
Sie 1355 108300 L%
i 1% 1000 iy

Virtex—7aaall (e el jualilly deadival Haladll (21 -2) J<a)

:dama ) 51V 7 A-4-8-2-

Maximum combinational path delay: 28.267ns

T S

Gl iz byl izt

T fecd A i
i 1% il i
0 it il i

Virtex—54a0,all ¢a il pualilly Lerdiudl jaladll (22-2) J<al
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2\:1;.0).\5\ 5‘5}” @5—5—8—2—

Maximum combinaticnal path delay: 17.770ns

Bt vy 1%

Resaute fizafin el izt

T 44 el U
e 17 1% I
0 % el 4%

Kintex—74s,80 (e iail) palilly dertienad) jaladl) (23 -2) J<al

: 2\:1“‘).\]‘ 5\;\1\ G)';—6—8—2

Maximam cCcomlbinaticonal path delaw: 42 372ns

Implemented Design - xcdvlx200F1513-10 (active)
Pblock Properties
« - BRI

s

(el ROOT
Physical R.esource Estimates
Site Type Available Reqguired S LIl
LLT 178175 22532 13
FDO_LD 173175 a O
SLICEL 445494 5553 13
SLICEM 44544 o535 13

Virtex—4das,dll (e iaill palilly Lesdiudl jaladll (24-2) J<al
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: Lomayd) 51Y) £ 2-7-8-2

Maximum combinational path delay: S4.724ns
bt A4

R izt bl it

dputlm ] ik L
e I i 4l
0 i) B i

Spartan-3 el jualilly dasydll (e derdical) jabaadl) (25-2) J<al

tdaaa ) 81aY) oA —8-8-2

Maximim

combinatioconal path delawy: 1l2.54%ns

Part: e B etF1750-3

Resource
LUT
e
10
0LOGICEL

izt izl iztin

644 175 Iy
183 6500 iy
2% 1) 3%
fl %0 6%

Virtex—64auydll (e iaill palilly Lerdiudl jaladl (26-2) J<al
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1Al
:agﬂ\ Lealdiu) duhall sda 508 PR (e
P AESEanl 4 )led Lgaladnnly dasall Ll cBilall fpaca Canall il 45lke 2ie—]

Ay o dalidl jaleadd) (e deatioall ilill Ligiall duall Gun e dais Jeadl o of Laldi
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G
tJY) Galdl
tAES Zusg jaall duayylsall alil) (e dds =1= Galdl)
library IEEE;
use IEEE.STD LOGIC 1164.ALL;
use IEEE.STD LOGIC ARITH.ALL;
use IEEE.STD LOGIC UNSIGNED.ALL;
Entity progsub is port(——————— entitysubbyte ——-

——chi:in std_logic_vector(127 downto
0):='0001100100111101111000111011111010100000111101001110001000101
0111001101011000110100011010010101011101001111110000100100000001
000"

chi:in std_logic_vector(127 downto 0);

chip:out std_logic_vector(127 downto 0));

End progsub;

Architecture behavioral of progsub is ————- architecture———

signal sa0(_sub, sa01_sub, sa02_sub, sa03_sub: std_logic_vector(7 downto 0);
signal sal(_sub, sall_sub, sal2_sub, sal3_sub: std_logic_vector(7 downto 0);
signal sa2(_sub, sa21_sub, sa2?2_sub, sa23_sub: std_logic_vector(7 downto 0);
signal sa30_sub, sa31_sub, sa32_sub, sa33_sub: std_logic_vector(7 downto 0);
signal sa00, sa01l, sa02, sa(3: std_logic_vector(7 downto 0);

signal sal0, sall, sal2, sal3: std_logic_vector(7 downto 0);
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signal sa20, sa2l, sa22, sa23: std_logic_vector(7 downto 0);
signal sa30, sa31, sa32, sa33: std_logic_vector(7 downto 0);
type ARRAY_256 is ARRAY (0 to 255) of STD_LOGIC_VECTOR(7 downto 0);

type ARRAY_16 is ARRAY (0 to 15) of STD_LOGIC_VECTOR(7 downto
0);

constant SBOX : ARRAY 256 :=

(X'63",.X"7¢", X"77", X"7b" X'f2", X"6b", X'6f',X"c5",X"30",X'01",X'67",X"2b", X"fe",X"d
7" X"ab",X"76",

X'ca", X"'82"X'c9" X"7d" X'fa", X"'59", X'47" X'f0',X"ad", X"'d4",X"a2", X"af',X"9¢", X"a4"
X'72",X'c)",

X'b7',X'fd", X'93",X"26",X'36",X"3f' X'f7", X"cc', X"34", X"a5" X"'e5", X'f]",X"71",X"'d8"
X'31X'15",

X'04"X'c7",X23",X'c3",X"18",X'96",X'05", X"'9a",X"07",X"12",X'80",X"e2",X"eb", X"
27" X'b2", X"75",

X'09',X'83",X"2¢", X"1a", X"1b", X"6e",X"'5a",X'a0)", X"52",X"3b", X'd6", X'b3",X"29" X"
e3', X"2f", X'84",

X'53",X'd1",X"00",X"ed", X"20", X'fc", X"b1",X"5b", X"6a",X"cb", X"be",X"39",X'4a", X"4
¢’ X'58' X'cf",

X'd0", X'ef",X"aa", X"fb",X"43",X"'4d",X"'33",X"85",X"'45", X'f9", X"02", X"7f", X"50",X"3c"
X'9f' X'ag",

X'51",X'a3", X'40",X'8f', X'92", X'9d", X'38",X'f5",X'bc’ X'b6' X'da’, X"21", X' 10", X ff"
X'f3",X'd2",

X'ed", X"0c",X"13" X"ec', X"5f",X'97",X'44" X"1 7", X'c4", X"a7", X"7e", X'3d", X'"64",X"5
d',X"19",X"73',

X'60",X"81",X"4f",X"dc", X"22",X"2a",X'9(0",X"88",X'46", X'ee" X'bg", X"14",X"'de", X"5
e’ X'0b", X"db’,

X'e(',X"32",X"3a",X'0a",X'49",X'06",.X'24",X"'5¢",X'c2",X'd3", X'ac", X"62",X'91", X'
95" X'e4",X"79",
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X'e7",X'c8" X'37" . X'6d",X'8d",X'd5", X'4e", X"'a9", X"6¢", X"'56", X'f4' X'ea", X"65",X"7
a' X'ae" X'08’,

X'ba", X"78',X'25",X"2e", X"'1¢c' X"a6" X'b4" X'cH', X'e8", X'dd", X"74" X"1f',X'4b", X'b
d', X'8b",X'8a",

X'70",X'3e", X'b5",X'66",X'48",X'03" X'f6',X"0e", X'61",X'35"X"'57" ,X'b9",X'86", X"
cl'.X'1d",X"9¢e’,

X'el",X'f8",X'98",X'11",X'69",X'd9",X'8e",X'94",X'9b",X"1 ", X'87",X'€9",X"ce", X"5
5", X"28" X"df",

X'8c',X'al",X"'89",X"0d", X'bf', X"e6",X'42",X'68",X'41",X'99" X"2d", X"0f",X'b0",X"5
4 X'bb" X'16');

begin

sa(0<=chi(7 downto 0);
sa(1<=chi(15 downto 8);
sa()2<=chi(23 downto 16);
sa(3<=chi(31 downto 24);
sal(<=chi(39 downto 32);
sal 1<=chi(47 downto 40);
sal2<=chi(55 downto 48);
sal3<=chi(63 downto 56);
sa2(<=chi(71 downto 64);
sa21<=chi(79 downto 72);
sa22<=chi(87 downto 80);
sa23<=chi(95 downto 88);

sa30<=chi(103 downto 96);
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sa31<=chi(111 downto 104);
sa32<=chi(119 downto 112);
sa33<=chi(127 downto 120);

sa0(0_sub <= SBOX(conv_integer(sa00));
sa(1_sub <= SBOX(conv_integer(sa0l));
sa(2_sub <= SBOX(conv_integer(sa(2));
sa(3_sub <= SBOX(conv_integer(sa03));
sal(_sub <= SBOX(conv_integer(sal0));
sall_sub <= SBOX(conv_integer(sall));
sal2_sub <= SBOX(conv_integer(sal2));
sal3_sub <= SBOX(conv_integer(sal3));
sa2(_sub <= SBOX(conv_integer(sa20));
sa2]_sub <= SBOX(conv_integer(sa2l));
sa22_sub <= SBOX(conv_integer(sa22));
sa23_sub <= SBOX(conv_integer(sa23));
sa3(_sub <= SBOX(conv_integer(sa30));
sa31_sub <= SBOX(conv_integer(sa3l));
sa32_sub <= SBOX(conv_integer(sa32));
sa33_sub <= SBOX(conv_integer(sa33));
chip(7 downto 0)<=sa(00_sub;

chip(15 downto 8)<=sa(1_sub;

chip(23 downto 16)<=sa(2_sub;



94
chip(31 downto 24)<=sa03_sub ;
chip(39 downto 32)<=sal0_sub;
chip(47 downto 40)<=sall_sub;
chip(55 downto 48)<=sal2_sub;
chip(63 downto 56)<=sal3_sub;
chip(71 downto 64)<=sa2(_sub;
chip(79 downto 72)<=sa21_sub;
chip(87 downto 80)<=sa22_sub;
chip(95 downto 88)<=sa23_sub;
chip(103 downto 96)<=sa3(_sub;
chip(111 downto 104)<=sa31_sub;
chip(119 downto 112)<=sa32_sub;
chip(127 downto 120)<=sa33_sub;
end behavioral,
library ieee;—————————————- library—————
Use ieee.std logic 1164.all;
use ieee.numeric_bit.all;
use ieee.numeric_std.all;
Use ieee.std_logic_arith.all,
use ieee.std logic_unsigned.all;
Entity progsh is port(——————— entityshifing ———-

rizin std_logic_vector(127 downto 0);
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ro:out std_logic_vector(127 downto 0));

End progsh;——-end

Architecture behavioral of progsh is ———- architecture——
signal roo:std_logic_vector(127 downto 0);

Begin

roo(31 downto 24)<=ri(31 downto 24);——line] dont change
roo(63 downto 56)<=ri(63 downto 56);

roo(95 downto 88)<=ri(95 downto 88);

roo(127 downto 120)<=ri(127 downto 120);

roo(23 downto 16)<=ri(119 downto 112);

roo(55 downto 48)<=ri(23 downto 16);

roo(87 downto 80)<=ri(55 downto 48);

roo(119 downto 112)<=ri(87 downto 80);———shift2 end
roo(15 downto 8)<=ri(79 downto 72);

roo(47 downto 40)<=ri(111 downto 104);

roo(79 downto 72)<=ri(15 downto 8);

roo(111 downto 104)<=ri(47 downto 40);,———-shift3 end
roo(7 downto 0)<=ri(39 downto 32);

roo(39 downto 32)<=ri(71 downto 64);

roo(71 downto 64)<=ri(103 downto 96);

roo(103 downto 96)<=ri(7 downto 0);

ro(127 downto 0)<=roo(127 downto 0);
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end behavioral;library ieee; ————————————- library—————
Use ieee.std logic_1164.all;

use ieee.numeric_bit.all;

use ieee.numeric_std.all;

Use ieee.std_logic_arith.all;

use ieee.std logic_unsigned.all;

Entity progmix is port(——————- entity ——mixing ——-
chin:in std_logic_vector(127 downto 0);

cho:out std_logic_vector(127 downto 0));

End progmix;——-end

Architecture behavioral of progmix is ————- architecture——-
signal wt: std_logic_vector(127 downto 0);

signal chr,te,t3: std_logic_vector(127 downto 0);

Begin

c1:process(chin,te,t3)

begin

if chin(7)="0"

then te(7 downto 1)<=chin(6 downto 0);

wt(7 downto 0)<=te(7 downto 0);
end if;

if chin(7)="1"
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then te(7 downto 1)<=chin(6 downto 0);
te(0)<='04
wt(7 downto 0)<=te(7 downto 0)xor'00011011";
end if;
if chin(15)="0'then te(15 downto 9)<=chin(14 downto 8);
te(8)<='0"
wt(15 downto 8)<=te(15 downto §);
end if;

if chin(15)='1'then te(15 downto 9)<=chin(14 downto 8);

wt(15 downto 8)<=te(15 downto 8)xor'00011011";

end if;

if chin(23)="0'then te(23 downto 17)<=chin(22 downto 16);
te(16)<='0";

wt(23 downto 16)<=te(23 downto 16);

end if;

if chin(23)="1"then te(23 downto 17)<=chin(22 downto 16);
te(16)<='0";

wt(23 downto 16)<=te(23 downto 16)xor'00011011";

end if;

if chin(31)="0'then te(31 downto 25)<=chin(30 downto 24);

te(24)<="0";
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wt(31 downto 24)<=te(31 downto 24);end if;
if chin(31)="1'then te(31 downto 25)<=chin(30 downto 24);
te(24)<='0";
wt(31 downto 24)<=te(31 downto 24)xor'00011011";
end if;
if chin(39)="0'then te(39 downto 33)<=chin(38 downto 32);
te(32)<='0";
wt(39 downto 32)<=te(39 downto 32);end if;
if chin(39)="1"then te(39 downto 33)<=chin(38 downto 32);
te(32)<='0";
wt(39 downto 32)<=te(39 downto 32)xor'00011011";
end if;
if chin(47)="0'then te(47 downto 41)<=chin(46 downto 40);
te(40)<='0";
wt(47 downto 40)<=te(47 downto 40);end if;
if chin(47)="1"then te(47 downto 41)<=chin(46 downto 40);
te(40)<="0";
wt(47 downto 40)<=te(47 downto 40)xor'00011011";
end if;
if chin(55)="0'then te(55 downto 49)<=chin(54 downto 48);
te(48)<='0";

wt(55 downto 48)<=te(55 downto 48);end if;
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if chin(55)="1'then te(55 downto 49)<=chin(54 downto 48);
te(48)<='0";
wt(55 downto 48)<=te(55 downto 48)xor'00011011"end if;
if chin(63)="0'then te(63 downto 57)<=chin(62 downto 56);
te(56)<='0";
wt(63 downto 56)<=te(63 downto 56);end if;
if chin(63)="1'then te(63 downto 57)<=chin(62 downto 56);
te(56)<='0";
wt(63 downto 56)<=te(63 downto 56)xor'00011011"end if;
if chin(71)="0" then te(71 downto 65)<=chin(70 downto 64);
te(64)<='0';end if;
wt(71 downto 64)<=te(71 downto 64);
if chin(71)="1" then te(71 downto 65)<=chin(70 downto 64);
te(64)<='0";
wt(71 downto 64)<=te(71 downto 64)xor'00011011";end if;
if chin(79)='0"then te(79 downto 73)<=chin(78 downto 72);
te(72)<='0";
wt(79 downto 72)<=te(79 downto 72).end if;
if chin(79)="1'then te(79 downto 73)<=chin(78 downto 72);
te(72)<='0";
wt(79 downto 72)<=te(79 downto 72)xor'00011011";

end if;
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if chin(87)='0'then te(87 downto 81)<=chin(86 downto 80);
te(80)<='0";
wt(87 downto 80)<=te(87 downto 80);end if;
if chin(87)="1'then te(87 downto 81)<=chin(86 downto 80);
te(80)<='0";
wt(87 downto 80)<=te(87 downto 80)xor'00011011";
end if;
if chin(95)="0'then te(95 downto 89)<=chin(94 downto 88);
te(88)<='0";
wt(95 downto 88)<=te(95 downto 88);end if;
if chin(95)="1'then te(95 downto 89)<=chin(94 downto 88);
te(88)<='0";
wt(95 downto 88)<=te(95 downto 88)xor'00011011";
end if;
if chin(103)='0'then te(103 downto 97)<=chin(102 downto 96);
te(96)<='0";
wt(103 downto 96)<=te(103 downto 96);end if;
if chin(103)="1"then te(103 downto 97)<=chin(102 downto 96);
te(96)<='0";
wt(103 downto 96)<=te(103 downto 96)xor'00011011";
end if;

if chin(111)="0'then te(111 downto 105)<=chin(110 downto 104);
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te(104)<='0";
wt(111 downto 104)<=te(111 downto 104);end if;
if chin(111)="1"then te(111 downto 105)<=chin(110 downto 104);
te(104)<='0";
wt(111 downto 104)<=te(111 downto 104)xor'00011011"
end if;
if chin(119)="0'then te(119 downto 113)<=chin(118 downto 112);
te(112)<='0";
wt(119 downto 112)<=te(119 downto 112);end if;
if chin(119)="1'then te(119 downto 113)<=chin(118 downto 112);
te(112)<='0";
wt(119 downto 112)<=te(119 downto 112)xor'00011011"
end if;
if chin(127)="0'then te(127 downto 121)<=chin(126 downto 120);
te(120)<='0";
wt(127 downto 120)<=te(127 downto 120);end if;
if chin(127)="1"then te(127 downto 121)<=chin(126 downto 120);
te(120)<='0";
wt(127 downto 120)<=te(127 downto 120)xor'00011011";
end if;
end process cl;

t3(7 downto 0)<=wt(7 downto 0)xor chin(7 downto 0);———**3
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t3(15 downto 8)<=wt(15 downto 8)xor chin(15 downto 8);
t3(23 downto 16)<=wt(23 downto 16)xor chin(23 downto 16);
t3(31 downto 24)<=wt(31 downto 24)xor chin(31 downto 24);
t3(39 downto 32)<=wt(39 downto 32)xor chin(39 downto 32);
t3(47 downto 40)<=wt(47 downto 40)xor chin(47 downto 40);
t3(55 downto 48)<=wt(55 downto 48)xor chin(55 downto 48);
t3(63 downto 56)<=wt(63 downto 56)xor chin(63 downto 56);
t3(71 downto 64)<=wt(71 downto 64)xor chin(71 downto 64);
t3(79 downto 72)<=wt(79 downto 72)xor chin(79 downto 72);
t3(87 downto 80)<=wt(87 downto 80)xor chin(87 downto 80);
t3(95 downto 88)<=wt(95 downto 88)xor chin(95 downto 88);
t3(103 downto 96)<=wt(103 downto 96)xor chin(103 downto 96);
t3(111 downto 104)<=wt(111 downto 104)xor chin(111 downto 104);
t3(119 downto 112)<=wt(119 downto 112)xor chin(119 downto 112);
t3(127 downto 120)<=wt(127 downto 120)xor chin(127 downto 120);

chr(7 downto O)<=t3(31 downto 24)xor wt(7 downto O)XOR chin(23 downto 16)xor
chin(15 downto 8);———out

chr(15 downto 8)<=chin(31 downto 24)xor chin(23 downto 16)xor wt(15 downto
8)xor t3(7 downto 0);

chr(23 downto 16)<=chin(31 downto 24)xor chin(7 downto 0)xor wt(23 downto
16)xor t3(15 downto 8);

chr(31 downto 24)<=chin(15 downto §)xor chin(7 downto ()xor wt(31 downto
24)xor t3(23 downto 16);
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chr(39 downto 32)<=chin(47 downto 40)xor chin(55 downto 48)XOR t3(63 downto
56)xor wt(39 downto 32);

chr(47 downto 40)<=chin(55 downto 48)xor chin(63 downto 56)XOR t3(39 downto
32)xor wt(47 downto 40);

chr(55 downto 48)<=chin(39 downto 32)xor chin(63 downto 56)XOR t3(47 downto
40)xor wt(55 downto 48);

chr(63 downto 56)<=chin(47 downto 40)xor chin(39 downto 32)XOR t3(55 downto
48)xor wt(63 downto 56);

chr(71 downto 64)<=chin(79 downto 72)xor chin(87 downto 80)xor wt(71 downto
64)xor t3(95 downto 88);

chr(79 downto 72)<=chin(87 downto 80)xor chin(95 downto 88)XOR t3(71 downto
64)xor wt(79 downto 72);

chr(87 downto 80)<=chin(95 downto 88)xor chin(71 downto 64)XOR t3(79 downto
72)xor wt(87 downto 80);

chr(95 downto 88)<=chin(71 downto 64)xor chin(79 downto 72)XOR t3(87 downto
80)xor wt(95 downto 88);

chr(103 downto 96)<=chin(111 downto 104)xor chin(119 downto 112)XOR t3(127
downto 120)xor wt(103 downto 96);

chr(l 11 downto 104)<=chin(1 19 downto 112)xor chin(127 downto 120)XOR t3(103
downto 96)xor wt(111 downto 104);

chr(119 downto 112)<=chin(127 downto 120)xor chin(103 downto 96)XOR t3(1 11
downto 104)xor wt(119 downto 112);

chr(127 downto 120)<=chin(103 downto 96)xor chin(111 downto 104)XOR t3(119
downto 112)xor wt(127 downto 120);

cho(127 downto 0)<=chr(127 downto 0);
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end behavioral;
library ieee;————————————— library— Project PROGRAM——-
Use ieee.std logic _1164.all;
use ieee.numeric_bit.all;
use ieee.numeric_std.all;
Use ieee.std_logic_arith.all,
use ieee.std logic_unsigned.all;
entity enc_aes is

Port ( plain_text : in STD_LOGIC_VECTOR (127 downto
0):="0011001001000011111101101010100010001000010110100011000010001
1010011000100110001100110001010001011100000001101110000011100110
1007

——plaintext : in STD_LOGIC_VECTOR (127 downto
0):="0000000000010001001000100011001101000100010101010110011001110
1111000100010011001101010101011101111001100110111011110111011111
11174

——plain_text : in std_logic_vector (127 downto
0):="0101010001110111011011110010000001001111011011100110010100100
0000100111001101001011011100110010100100000010101000111011101101
11174

——clk2:out std_logic;
cipher_text : out STD_LOGIC_VECTOR (127 downto 0));
end enc_aes;

architecture Behavioral of enc_aes is
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component progsub is port(

chi:in std_logic_vector(127 downto 0);
chip:out std_logic_vector(127 downto 0));
end component;

component progsh is port(ri:in std_logic_vector(127 downto 0);
ro:out std_logic_vector(127 downto 0));
end component;

component progmix is port(

chin:in std_logic_vector(127 downto 0);
cho:out std_logic_vector(127 downto 0));
end component;

signal wl,w2,w3,w4,w5,w6,w7,w8wo,wl0,wll,wl2,wl3,wi4,wl5wl6
:std_logic_vector(127 downto 0);

signal
wl7,wl8w19,w20,w21,w22,w23,w24,w25w26,w27,w28,w29,w30,w31,w32,w33,w
34,w35,w36,w37,w38,w39 :std_logic_vector(127 downto 0);

signal key0,k1,k2,k3,k4,k5,k6,k7,k8,k9,k10:std_logic_vector(127 downto 0);
signal clk]: std_logic:='1";

——constant cfreq:integer:=1€6;

——constant cperiod : time:= 1000 ms /cfreq;

begin

——uQ:progr port map(plaintext,w1);
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key0<="0010101101111110000101010001011000101000101011101101001010
1001101010101111110111000101011000100000001001110011110100111100
1111007

k1<="101000001111101011111110000101111000100001010100001011001011
0001001000111010001100111001001110010010101001101100011101100000
0101"

k2<="111100101100001010010101111100100111101010010110101110010100
0011010110010011010110000000011110100111001101011001111101100111
11117

k3<="001111011000000001000111011111010100011100010110111111100011
111000011110001000110111111001000100011011010111101010001000001 1
10117

k4<="111011110100010010100101010000011010100001010010010110110111
1111101101100111000100100101001110111101101100001011101011010000
00007

k5<="110101001101000111000110111110000111110010000011100111011000
0111110010101111001010111000101111000001000111111001000101011011
11004

k6<="011011011000100010100011011110100001000100001011001111101111
1101110110111111100110000110010000011100101000000000100100111111
11014

k7<="010011100101010011110111000011100101111101011111110010011111
0011100001001010011001001111101100100100111010100110110111000100
111175



107

k8<="111010101101001001110011001000011011010110001101101110101101
0010001100010010101111110101011000000111111110001101001010010010
111175

k9<="101011000111011101100110111100110001100111111010110111000010
0001001010001101000100101001010000010101011101011100000000000110
11104

k10<="11010000000101001111100110101000110010011110111000100101100
0100111100001001111110000110011001000101101100110001100001100101
00110

w1<=key( xor plain_text;

ul: progsub port map(w1l,w2);
u2: progsh port map(w2,w3);
u3: progmix port map(w3,w4);
w5<=w4 xor k1;

———round]

u5: progsub port map(w5,w6);
u6: progsh port map(w6,w7);
u7: progmix port map(w7,w8);
——-—round?2

wO9<=wg xor k2;

u9: progsub port map(w9,w10);
ul0:progsh port map(w10,w11);

ull: progmix port map(wl1,w12);



108

——round3
w]3<=w]2 xor k3;
ul3:progsub port map(w13,w14);
ul4:progsh port map(w14,w15);
ul5:progmix port map(w15,w16);
——round 4
w]7<=w16 xor k4;
ul7:progsub port map(w17,w18);
ul18:progsh port map (w18,w19);
ul9:progmix port map (w19,w20);

——-round 5
w21<=w20 xor k5;
u21:progsub port map (W21,w22);
u22:progsh port map(w22,w23);
u23:progmix port map (w23,w24);
——u24:progr port map (w24,w25); ———round 6
w25<=w24 xor k6;
u25:progsub port map (W25,w26);
u226:progsh port map (w26,w27);
u27:progmix port map (w27,w28);
——u28:progr port map (w28,w29); ——-round 7

w29<=w28 xor k7;
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u29:progsub port map (w29,w30);
u30:progsh port map (w30,w31);
u31:progmix port map(w31,w32);
——round 8
w33<=w32 xor k8;
u33:progsub port map (w33,w34);
u34:progsh port map (w34,w35);
u35:progmix port map (w35,w36);
———round 9
w37<=w36 xor k9;
u37:progsub port map(w37,w38);
u38:progsh port map (w38,w39);
——round 10
cipher_text<=w39 xor k10;

end behavioral;
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